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No action required
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Files & Folders Emails Internet & Network Parental Control
+/ Virus Protection +/ Email Protection +/ Firewall Protection ! Restrict Category
+/ DNAScan +/ Spam Protection +/ Phishing Protection ! Schedule Access
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This is a trial version. We recommend you to purchase

commercial license version.
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System is secure

System is being actively protected
No action required

Emails Internet & Network Parental Control External Drives
& Devices
+/ Email Protection +/ Firewall Protection ! Restrict Category +/ Autorun Protection
+/ Spam Protection +/ Phishing Protection ! Schedule Access +/ Scan External Drives
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This is a trial version. We recommend you to purchase

commercial license version.
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@ Settings
Change general settings

(4= Back to Dashboard

Automatic Update 1
Change automatic update seftings @_ >
Internet Settings »
Change Internet seftings if not able to connectto the Internet

Registry Restore »
Restores critical system registry areas changed by viruses and malwares

Self Protection ]
Safeguards product's installation files, folders and settings ﬁ_
Password Protection '_;OFF}
Prevents unauthorized access to product settings L

Report Settings §>
Configure schedule for deleting reports

Report Virus Statistics ]
Submits virus detection statistics to research center ﬁ_
Restore Default Settings
Restore default settings of entire product Dafutil
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Quick Heal Internet Security 2013
Wirus 3

Tools Repo

Helps to diagnose system in case of virus attacks

(&) Back to Dashboard

Cleaning & Restore Tools
Tools to clean & restore your system to its original configuration

Hijack Restore Restores important internet Explorer settings modified by malwares

Track Cleaner Cleans application and Internet activity traces

Create Emergency Disk Create emergency disk which helps to clean badly infected PC

Launch AntiMalware Scan and clean roguswares and other potentially harmful software from your PC
View Quarantine Files Helps to safely isolate the infected and suspicious files

Preventive Tools
Tools usedto secure your system
USB Drive Protection Prevents USB drives against autorun malware infection

Diagnostic Tools
Quick Heal support needs these support tools to diagnose your system

System Explorer Diagnose system for running processes
Windows Spy Finds detailed information about an spplication or process
Exclude File Extensions Exclude file extensions from Virus Protection
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System Memory:

e 7 Running Process
e 122 Megabytes of Ram
e Not heavy on computer



Image Mame

CSrS8.ENE
CSFSS.EXE
dihost.exe
conhost.exe
dwm.exe
SCANWSCS.EXE
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
taskhost.exe
lsass.exe

lsm. exe
EMLPROXY.EXE
msdtc.exe
SearchIndexe...
System
OMLIMENT.EXE
OPSSVC.EXE
System Idle P...
SAPISSVC.EXE
QUHLPSVC.EXE
services.exe
spoolsy.exe
ScSecsve.exe
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1,304 K
1,436 K
3,640 K
1,128K
1,748 K
2,004K
7,132K
3,060 K
3,332K

10,060 K
5,580 K

83,002K

11,132K
5,172K
1,560 K
3,356 K
2,500 K
3,008 K
1,216 K

31,289 K
3,068 K

13,624 K

s0K
4,644K
3,144K
24K

71,296 K
2,364 K
4,372K
5,096 K
2,076 K

Description

Client Server Runtime Process
Client Server Runtime Process
COM Surrogate

Console Window Host

Desktop Window Manager

Helper Service

Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Tasks
Local Security Authority Process
Local Session Manager Service

Mail Protection Service

Microsoft Distributed Transaction Co...
Microsoft Windows Search Indexer
NT Kernel & System

Online Protection

Online Protection System Service
Percentage of time the processoris ...
Quick Heal Scanner

Quick Update Helper Service
Services and Controller app
Spoaler SubSystem App
SurfCanister Security Service

m
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Show processes from all users

30 Web Links (Zero to 1 Day Old Links):

19/30 Links Blocked

Missed Links:
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fam. pt

7. cust.co

mlynklepac. sk/
magicoptic. de/
lovers-duo. ymodels. nl
Tittlerstv. co.uk/
.de/-—————
kates-kitschen. de/
guzena—backup.de/ga1erﬁe/juz_geb_ZOOE/ﬁndex.htm1— -1
ooligans. co.za/
. hdr-foto.nl/macro/cicaden/
10. haaga-veegmachines.nl/
11. gruen-weiss-ostoennen. de/-
12. grservicesrl.it/
13. gfo.findhere.org/b. js-
14. gest.info.p1/

fmm e _

m.cn,/

16. epgk.no/scripts/jquery.1.4.2, js-——--—-————————-——--———

cust,/rootimages,/2009,/08/11,/20090811111555585. jpg----6/35
7/33

18. couldbelove.pt/

19. ciucastelldefels.
ges/storie

cat,/ima
20. candpme
21. btecnc.

ical.
co.uk/
22. badboys-racing.nl/
23. atomkraft-nein-danke.at/

s/
co.uk/

jnc/protocolo_doc. cpl---=====-====

24. atmavio.pl/pl/prod_lot02. hhtm- --

25. andrelemos.info/https/
26. amorebello.bloog.it/cat/torte----------

7. 220.73.162. 3/download/quardconvert. exe- -

28. 203.192.6.79/0208160545. htm

29, 106.0.176.7 /aculearn-idm/dxsetup/dxwebsetup. exe-----

30. istituticallegari.co.in/
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Malware Pack Containing 367 Files (0 Day Old Files):
128/367 Files detected = 34.88%

(e =]=]
- S [ » 267 ~ [ 43| [ searcn 367 2|
Organize » Include in library Share with = Burn Mew folder 4= - E;l .9.
TEe Name Date mccﬁfietl Type Size e
B Desktop 77 902865560.KatieSlideSho Application 457 KB =
4 Downloads @ 929027152.svshost Application 1415KB
:.'4 Recent Places =] 806531626.mylife Application 135KB
u 703955163.polites Application 514 KB
=l Libraries @ 5502306.cryl exe Application 1,416 KB
3 Decuments G 462101915.crash Application 1,233 KB
,—J? Music =] 2123431765.debugger Application 447 KB
= Pictures 2055379411 . myservercrypted 6 &10PM  Application 747 KB
E Videos @ 1972066574.dsgf 113 8:10 PM Application 1101 KB
4= 1949197731 sbd 6/29 &10PM  Application 621 KB
@ Homegroup 1338257116.crypted34ty34t 6/29 813PM  Application 74T KB
@ 1189294903.sup 6 8:14 PM Application 1,404 KB
18 Computer == 256503475, pelit Application 284 KB
B 319429821 sves Application 687 KB
€ Network (W] 427426933, cserver Application 832 KB
@ 506308015 fudinstall Application 1619 KB
e 509315069, kfakeda Application 1,198 KB
# 517427715.5tub Application 751 KB
8 536910121 Stealth Application 294 KB
[n71 920R77A45 cur A/79/2M2ARIRPM_ Annlicatinn T2 KR k=
239 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

¢ Ran 6 files from malware pack and Quick Heal detected 2 out of 6
files.

Hitmanpro and Malwarebytes results after behavioral blocking test:




& HitmanPro 3.7.6 - Build 201 (64-bit) [=] = [==

No threats found

Threats detected:

Total objects scanned:

File objects scanned:
Remnant file objects scanned:
Remnant Registry objects scanned:

Total scan time:

&> HitmanPro

cloud-assisted behavioral-based antimalware

&9 Malwarebytes Anti-Malware EI@
I EIETE
E

ANTI |

Scanner | Pratection | Update | Quarantine | Logs | Ignore List Settings Maore Tools | About |
Scanner
Below is a list of malicious software found on your system. Close all unnecessary applications to ensure successiul threat removal,
Wendor Category Item
‘& Trojan.njector... File C:A\UsersiM alware SecurityhAppD atahR oamingsFO Thevshost exe
‘& Trojan.njector... File C:A\UsersiM alware SecurityhdppD atatLocalhTemp 929027152 svshost. exe
‘& Ris kware.Exit File C:A\UsersiM alware SecurityhdppD atatLocalhTemphovires exe
‘& Trojan.MSIL File C:A\UzershMalware SecuritysAppDatatLocal\Temphokbz exe
‘& Trojan.Agent File C:A\UzershMalware SecuritysppDatatLocal\T emphwinini. exe
‘& Stolen.Data File C\UzershMalware SecuritysappDatabRoamingtlocal
w& Trojan.Agent File chuzerzmalware security\appdataroaminghskype. dat
@ Backdoor.Agent Registy Value HECUMSOFTWwWaARE WicrosofthwindowshCurrentyersiont B un|winupdater
ﬁ Malware. Trace  Registy Key HECUMS oftwaretDC3_FEXEC
‘& Malware.Trace  Registy Key HECUMS oftware®VEB and WBA Program Settingz\SrviD
4| 1} | b
’ Remove Selected ] lgruore: ] ’ Save Log ] ’ I ain Menu ]

[ Buy Mow ] ’ Activate ]

5 Star Rating:




e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:

e 1 Star: 24/30 Web Links, 80%:
e 1 Star: Detection 85%+:
e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:
Advantages:

¢ Nice and easy user interface
¢ Not slow on system

Disadvantages:

High ram usage
Not so great on web blocking
Detection rate isn’t great

1/1 Star
0/1 Star
0/1 Star
0/1 Star
0/1 Star

1/5

Behavioral blocking seems to work, but didn’t pass the test!
Not as customizable for users that want advance protection!

According to by testing’s, Quick Heal Internet Security 2013 did not do well.
They need to improve quit of bit of things, mostly there detection. | would not
recommend this antivirus to users since it did not do well.

Thanks for reading!



