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IE Firewall
Prevent malicious IE modification

IE homepage is unlocked Lock

Defense Logs
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' Kingsoft Antivirus - Settings

Basic Settings Basic Options

Start Kingsoft Antivirus with Windows

Virus Scan

Join Kingsoft Cloud Security What is Kingsaft Cloud Security?

Boundary Defense Update Option

System Defense @ Auto Update, automatically download data for update
@ Disable Auto Update
Self Protection
Remind me after update completed |

Trusted Files Clean temp files which are generated during update Kingsoft Antivirus

USB Defense

Proxy Settings
Dther Settings

Proxy Type: Do not use Praxy Server| b |

Silent mode

Automatically enter Silent Mode whie running games ar full screen made
what is Silent Mode?

Cancel

System Memory:

e 2 Running Process
e 8 Megabytes of ram
¢ Not heavy on system at all

Image Name User Mame CPU  Memory (... Description =

svchost,exe SYSTEM a0 2,764K  Host Process for Windows Services
svchost.exe METWO... 00 5,036 K  Host Process for Windows Services
svchost.exe METWO... 00 2,740K  Host Process for Windows Services
svchost,exe LOCAL ... a0 9,944K  Host Process for Windows Services
svchost.exe SYSTEM a0 54,092K Host Process for Windows Services
svchost,exe SYSTEM a0 15,416 K Host Process for Windows Services
svchost.exe LOCAL ... a0 6,088 K Host Process for Windows Services
svchost.exe LOCAL ... ao 2,956 K Host Process for Windows Services
taskhost.exe Malwar... a0 2,164K  Host Process for Windows Tasks
kxescore.exe ... SYSTEM a0 4,748 K Kingsoft Antivirus Host

kxetray.exe *32 Malwar... a0 2,104K  Kingsoft Antivirus Tray

lsass. exe SYSTEM a0 2,860 K Local Security Authority Process

Ism.exe SYSTEM ao 1,204K Local Session Manager Service

msdic.exe METWO... 00 2,720 K Microsoft Distributed Transaction Coordinator Service
wisptis.exe Malwar. .. a0 2,344K  Microsoft Pen and Touch Input Component
SPPSVC.EXE METWO... 00 1,536 K  Microsoft Software Protection Platform Service
SearchIndexe... SYSTEM a0 3,264K  Microsoft Windows Search Indexer

System SYSTEM o 60K NT Kernel & System

System Idle P... SYSTEM 95 24K Percentage of time the processor is idle
SErvices.exe SYSTEM a0 3,516 K  Services and Controller app

spoolsy.exe SYSTEM a0 5,632 K  Spooler SubSystem App

TRAutoConne... Malwar... a0 2,000 K ThinPrint AutoConnect component
TPAutoConnS... SYSTEM o 1,952K  ThinPrint AutoConnect printer creation service
vmtoolsd. exe SYSTEM a0 4,488 K  VMware Tools Core Service

30 Web Links (Zero to 1 Day Old Links):

e 7/30 Links Blocked



Missed Links:

1. plattenkueche.de/platten/cd/dvd. exe-———-—————————————— virus Total Blocked
2. migrati onacrosseuroqe. org/cl.htm]-——-—-————————- Virus Total Missed
3. lessonZ.cug.edu.cn/licence/wcsclientsetup. exe--- virus Total Blocked
4. 1d.download-guru. com?s=tengo+ganas+de+ti+3msc+2- virus Total Blocked
5. 1d2.download-guru. com?s=3d3dthevoyeurfuckdol1=-- Virus Total Blocked
6. hsus-math. com.tw/aEpserv/.vsh/'i ndex3. txt-————-—- virus Total Missed
7. gdp.me/'launcher/ca al/files/nex. d1l———-—mmme - virus Total Missed
8. down.utilworld.co.kr/file/shoptopbarinst. exe---- virus Total Blocked
9. dlc-jr.de/kwge. exe——-—-———————-mmmmmm virus Total Missed
10. deomedak.in/files/--—-———————— oo /38 virus Total Missed
11. agdcora.it/upload/1s1/index.php?g=Ffile-240-1515&----6/37 Virus Total Missed
12. robert-masula.de/---——---—-—----"--------+ - 5/38 virus Total Missed

13. cribagnolo.it/materialipubblici.html---------—- ---5/36 virus Total Missed
14. perso.wanadoo. es/idiomavalencia/normespuig. htm- Virus Total Missed
15. tj ooE nl/album/index9. html virus Total Missed
16. dierksuefke.de/firma.htm------ virus Total Missed
17. dentalmoro.it/contatti.html--—————-——-—-—————— Virus Total Missed
18. members.shaw.ca/chinese/globe8. htm----- virus Total Missed
19. kozmodermo.org/Default. aspx?pageID=92--- virus Total Missed

20. zm'iz.hr/zm'iz. hp?aktiv_x=4-----—--——-—-——-———————- Virus Total Missed
21. nx‘lt nl /kontaEt html---———— virus Total Missed
22. I'Il'l chaelegerber. j E/dr ————————————————————— virus Total Missed
23. Ehtms com. ne r/com03. htm---—-—-—-—-------——- Virus Total Missed
24, icedge.co.uk/----————---- oo Virus Total Missed
25. s:licc.edu.'in/htm'l/co'l'le e. html—=——— e mm e virus Total Missed
26. allahabadgraminbank. 'in%career. html--———————— Virus Total Missed

27. facbaok.com

.x-al.org/video/FlashPlayervli0.1.57.108. exe--------- virus Total Missed
28. down.signkey.co.kr/Time/signkey. exe---—————-——- Virus Total Blocked
29, adgl,]ass.edu.gh/Foto.exe ————————————————————————— virus Total Blocked
30. soluon.com. tr/detail.asp?id=30---------mmmmmmmmnnnn virus Total Missed

Malware Pack Containing 233 Files (2 Day Old Files):
193/233 Files detected = 82.83%
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Home WirusScan  Defense  AntiHacker U

(0 Scan complete, 199 threat(s) found, all are fixed. Back |

mm@m@

amm

Type: Custom Scan

Result: 7734 files and registry entries are scanned.
199 threats are found.
Your computer is secure,

Do you want to restore it?
Please check Quarantine.

Efficiency: Duration: 1 min 17 sec Speed: 101 files/sec
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Organize Include in library « Share with = Burn New folder ~ [0 @
SX Favorites Name ° Date modified Type Size ol
Bl Desktop . 1a7a5f3eb6d24 c034c593 cd aB0ecdB1f 9/2013 4:28 PM Application 360 KB
& Downloads 3 2abTedDcT44d1e500e326dcedbfabEfd /2013 4:18 PM Application 1,020 KB
5| Recent Places @ 3d0b9ea79bflfg28324447d34aaldce2 013 4:34 PM Application 17KB
ll 4bc16b5376d6a2770c10b0f6fbcdcal /2013 4:42 PM Application 528 KB L
7 Libraries | 5c2131ccT1d0cf2d37f93b5153942a4 013 4:57 PM Application 367 KB i
= Documents a 585621 de2fd2d510891 b36bf0ad0723 /2013 4:31 PM Application 1,002 KB
ot Music i Td2f00ff36ed07 d78d45588584 208 db 013 4:47 PM Application 707 KB
=l Pictures Rz} Tfa23298d12d9dB61d5a21444ddceald 013 4:48 PM Application 229 KB
B videos ‘i 8e023749993b427afeBT72dd99129015 013 4:33 PM Application 1,056 KB L
@ 0acf34387 ef 314 cBIbeb 762030806 013 5:01 PM Application 1,584 KB
*% Homegroup 57 9bfb8fL93cfe63f1d45067 ceeafl0131 013 4:19 PM Application 56 KB
¥ 11c0716800eab3738bda3ddfdf3ee5a 013 4:15 PM Application 260 KB
1M Computer 571 562093341 a0 d5a8006.d088d5283237 /2013 4:42 PM Application 395 KB
@ 73c61ab5022e8415258b402b6c79bac2 013 4:17 PM Application 1564 KB
‘i Network @ 308f05792b10868965dcbacTT21 el aa Application 1670 KB
57 727 ¢6e60ffbadOabeafff2602b25cdd? Application TLKB
571 790&f1 eb018d99b222 9 d48ed408E be Application 22KB
571 852decD5b3472000205d9ek92 chdabed Application 261 KB
& 5190c5c3fd1 dbT0c03017962bbI0cT0 013 4:47 PM Application 1,585 KB
R 275470044701 7501251 RAFATRAATS el /201 2 4-56 PR Annliratinn 22U KR S
] 40 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

e | executed 6 files from the missed files in malware pack and 1 got
detected!

Hitmanpro and Malwarebytes results after behavioral blocking test:

& HitmanPro 3.7.6 - Build 201 (64-bit) o= |[=]
Scan results 2m 6s
Malicious software was detected e all applications and click Mext to remove the malicious software. During removal,
certain programs may terminate unexpectedly.

56aa3993a41a0cd5a8006d088d5283237.exe EZH Trojan Quarantine
ChlsersiMalware Security\Desktopi233,

usft_ext.dll 'gj' Malware Quarantine
ChlUsersiMalware Security\AppData‘\Roaming\miner,

coin-miner.exe '@' Malware

ChUsers'Malware Security'&ppData\Roaming\miner,

miner.dll 'gj' Malware Quarantine
ChUsers'Malware Security'AppData\Roaming\miner,

Sxhost.exe EEE 'gj' Trojan Quarantine
ChUsers'Malware Security\AppData\Roaming\Microsofty

563a%93a41a0cd5a8006d088d5283237 exe (1 ';g;'ﬂ' Trajan Quarantine
ChUsers\Malware Security\ippData‘Local\Temp',

winlogone.exe [ & Trojan Delete
ChUsers'Malware Security\AppData\Roaming\instally,

cd9e051ed80df1a0c0b000059793babs exe [ 'gg' Malware Quarantine
Ch\Users\Malware Security\AppData\Roaming\Microsoft\Windows\5tart Menu'\Programs\Startup’,

lexe & Malware Quarantine

Identified Threats: 67 (Traces: 122) 9 ltems

Save Leg ’ Mext ] ’ Close
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#ub Malwarebytes

ANTI-MALWARE

Scanner Protection Update Quaranting Logs Ignore List Settings tdore Tools About

Scanner
Below is a list of malicious software found on your system. Close all unnecessary applications to ensure successful threat remowal.

endar Categaory Itern Other
'@ PUP.BitcoinMin... File C:uUsershi alware Securitysppl atatFoamin...
'@ PUP.BitcoinMin... File C:hlzers'Malware Security’AppD ataF oamin...
'@ PUP.BitcoinMin... File C:hUszershM alware SecuribyhbppD atahRoamin...
'@ Trojan.Downlo... Fie C:\UsershMalware SecuritypplatatlocalhT..
'@ Trojan.Flooder  Fie CiUsershM alware SecuribysappD atatFoamin...
'@ Trojan.Agent... Fegisty Yalue HECUSSOFT'wWARE Microsofts\Windows\Curr... Walue: Runled3e...
'@ Malware.Trace  Registry Key HECUMS oftware\DC3_FEXEC
'@ Malware.Trace  Registry Key HECUMS oftware®B and YBA Program Settin...
'@ BackdoorTrace Registy Value HKCUAS oftwaretlarmystreeet(@yahoo.comlFirst.. Value: lampstree...
'@ BackdoorTrace Registy Key HECUMSOFTWwWARENLARRYS TREEET aiva. .
| Remove Selected | lgnare | | Save Log | | ain benu |

Er— ——

5 Star Rating:

e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 1/1 Star
e 1 Star: 24/30 Web Links, 80%: 0/1 Star
e 1 Star: Detection 85%+: 0/1 Star
e 1 Star: Behavioral Blocking, 50%+: 0/1 Star

2/5
Stars

Summary:
Advantages:
e Really light

e Cool and easy user interface
e Really quick scanning and removal



Disadvantages:

e Not so good on detection

e \Web blocking needs help, didn’t get a warning saying “malicious
Site,” | would recommend a toolbar like McAfee to help block web
pages!

e Behavioral blocking didn’t seem to stay consistent!

According to my testing’s, Kingsoft didn’t do well to keep me safe from Trojans,
malware, etc... | would not recommend this antivirus to users, but if you still want
it for some reason, | would suggest to download a security toolbar like McAfee
because there known for blocking web pages.

Thanks for Reading!



