6 Firewallls Tested by Comodo LeakTests (Updated and
Default Settings) Malware Security

1. Comodo Free Firewall:
o 190/340

COMODO LEAKTESTS V. 1.1.0_3

Diate 11:44:05 AM - 7/22/7013
o5 Windoras Wista 5P build 7501

1. Rootidtirstallation: MimingDriverLoad

1. Rootikitinstallation: LoadindCalimaze

I. Rootiqtinstallation: DfverSupersede

4. Rootikitinstallation: ChangeDrPath

. brrwasion: Runimer

mreamicn: Rae Dk

rwasion: Phyzioalhemarny

mrwamion: FileDiron

B EIEEE

. Iwazion: Debuglontrol

10. Injeotion: SetWinEwenttook

1. Injeotion: SetWindossHookix

11. Injection: SetThreadContext

13. Injeotion: Services

14. Injeotion: Proceszinject

15. Injeotion: KnosmDis

16. Injeotion: DupHandbes

17. Injeotion: CreateRemoteThread

18. Injection: APC il injection

13. Imjeotion: Advanced?rooe=Tenmination

20. Infoend: BOMP Test

=]

. InfoSend: DH5 Test

mpersonation: DLE sutomation

=

mpersonation: ExplorerdzParent

i

mpersonation: DDE

-

. Imperzonation: Coat

[
i

2

mpersonation: BITS

[5]

. Hifjaoling: WinlogonHotify

2

Hiijiaclicing: Userinit

W

Hiijiaclicing: UiHost

“

. Hifjaokding: SupsreedefervioeDil

3. Hijackding: StartupPrograms

3. Hijacking: ChangeDebuzzerPath

33. Hijaoiding: AppinitDiks

4. Hijackding: ActiveDesicop

Soane |1‘il3-'3‘0

2. Eset Firewall (From Smart Security 6)
o 200/340




COMODO LEAKTESTS V. 1.1.0_3

Diate 11:85:12 AN - 7/22/2013
05 Windows VWizta 5P build 7601

1. Rootidtirstallation: MimingDriverload

=}

. Rootidtinstallation: LoadéndCalimage

. Rootkitinstallation: DriverSuperseds

[

4. Rootikitinstallation: ChangeDnath

. brrwasion: Runimer

wi

5. brreamion: RaeDisk

7. brwamion: Physioaliemony

&, Invazion: FileDrop

7. bwamion: DebugControl

10, Imjeotion: SetWinEwentHook

1. Injection: SetWindossHookix
11. Injection: SetThreadContext

13. Injeotion: Servioes

14. Injection: Proces=inject

15. Injeotion: KnosmDis

16. Imjeotion: DupHandies

17. Imjeotion: CreateRemoteThread

18. Injeotion: APC i injection

13. Imjeotion: Advanoed®rooem:Tenmination

10. InfoSend: IOMP Test

11. InfoSend: DS Test

11. Impersonation: DLE aurtomation

13. Impersonation: ExplorerdsPanent

14. Impersonation: DDE

13. Impersonation: Coat

16. Impersonation: BITS

17 . Hijmodng: Winlogonhotify

18, Hijmolidng: Userinit
17. Hijmoldng: iHost
0. Hijaokding: SupsreedeServio=Dll

3. Hijaokdng: StartupPrograms

F

Hijacsdng: ChangeDebuggerPath

[
P

. Hijacidng: AppinitDis

"

. Hijankding: AotiveDegictop

B [200/340

3. Online Armor Free Firewall (When clicking “allow” on few pop ups)
o 280/340




COMODD LEAKTESTS V._.1.1.0.

Date 12:00:36 PW - T/12/2013
o5 Windows Vita 591 beild T601

1. Rootidthnstallation: MimingDriverload
. Rootkitinstallation: LoadéndCalimags
. Rootkitinstallation: DriverSuperssde

ra

wa

4. Rootkithnstallation: ChangeDnPath

. Ievazion: Funner

i

&, brvamion: RaeDisk

T. bvazion: PhysioaiMemony

8. bnvazion: FileDrop

. bvamion: DebugControl

10, Injeotion: SetWinDventHook
1. Injeotion: SetWindossHookDx
11. Injection: SetThreadContext

13, Injeotion: Servioes

14. Injection: Processinject

15. Injection: KnownDis

16. Injeotion: DupHandles

17. Injeotion: CreatefemoteThread

18, Injeotion: APC dil injection

19. Injection: AdwanosdProoems Tenmination

10. InfoSend: IOMP Tast

1. InfoSend: DNE Test

11, Impersonation: DLE aurtomation

15, Impersonation: Explonerdzfznent

14, Impersonation: DDE

15. Impersonation: Coat

15, Impersonation: BITS

17. Hijaoidng: Winlogonkotify

15, Hijaoiing: Userinit
19. Hijaoldng: UiHost
3. Hijaoicing: SupsresdssercosDl

. Hijaoitng: StarupPrograms

11, Hijacidng: Change DebuggerPath

13, Hijacidng: ApminitDis

34, Hijaciding: AotivsDezihop

. [230/240

Online Armor Free Firewall (When clicking “Block” on few pop ups)

e 320/340




COMODOD LEAKTESTS V_1.1.0_3

Diate 11:59: 31 AN - 7/227013
o5 Windors Vista 5P build 7501

1. Rootidtinstallation: MimingDriverLoad

P

. Rootidtinetallation: LoadéndCalimage

. Rootkitinetallation: DriverSuperseds

w

4. Rootidtinstallation: ChangeDirdPath

. brrwasgion: Runner

wn

5. brvazion: RaeDisk

7. bvazion: Physioalemorny

5. breazion: FiteDirop

7. brvamion: Delugontrol

10. Injeoticn: SetWinventook

1. Injeotion: SetWindowsHookix

12. Injeoticn: SetThreadContext

13. Injeotion: Services

14. Injeotion: Procesinject

15. Injeotion: KnowmDils

16. Injeoticn: DupHandles

17. Injeotion: CreateRemoteThread

18. Injeoticn: APC dll injesction

13. Injeotion: AdvanosdProoemTenmination

20. InfoSend: BEMP Test

21. InfoSend: DHS Test

mpersanation: DLE aurtomation

15. Impersonation: Explorerdzlanent

14, Imp=rsonation: DDE

15. Impersonation: Coat

15, Impersonation: BITS

17, Hijackdng: Winleganbatify

15. Hijacldng: Userint
19. Hijmoldng: UHost
0. Hijacidng: SupsresdeServiosDil

. Hijacidng: StartupPrograms

11, Hijacidng: ChangeDebuggerPath

]
[

. Hijacidng: AppinitDits

3

Hijacding: ActiveDesictop

Toare [s20r380

4. Zone Alarm Free Firewall (When clicking “allow” on few pop ups)
o 200/340




COMODD LEAKTESTS V_1._.1.0.

Date 12:10:18 P - T/12/2013
05 Windows Vizta 5P berild 7601

1. Roothitinstallation: MimingDriverload
. Roothitinstallation: LoaddndCalimage
. Reootidtinetallation: DriverSupsmeds

[=]

L

4. Rootkitinetallation: ChangeDnPath

rreasion; Foanreer

wil

5. Brrwamion: RawDisk

7. bvamion: FhysicatMemony

5. Invazion: FileDrop

7. brvamion: DebugControl

10, Injection: SetWinEventHook

11. Injection: FetWindowaHooki:
11. Injection: FetThreadContext

13, Injection: Services

14. Injection: Processlinject

15. Injection: KnownDis

16. Injection: DupHandles

17. Injection: CreateRemoteThread

18, Injecticn: APC dil injection

17. Injection: AdvancedProcems Termination

20. InfoSend: BOMP Test

21. InfoSend: DS Test

11. Impersonation: $LE artomation

13. Impersonation: Explonerdeanent

4. Impersonation: DDE

13. Impersonation: Coat

16. Impersonation: BITS

17. Hijmoldng: Winlogonbotify

18. Hijmoldng: Userinit
17. Hijmoldng: iHost
30. Hijaoiing: SupersedeServioeDll

. Hijacking: StartupPrograms

i

Hijackdng: ChangeDebuggerfath

L
P

. Hijaoicing: AppinitDis

3

Hijmoling: AotiweDesictop

Soone |.1III &0

Zone Alarm Free Firewall (When clicking “Deny” on few pop ups)

e 210/340




COMODO LEAKTESTS V. 1.1.0_3

Diate 12:11:28PM - 7/22/7013
o5 Windors Wista 5P build 7501

1. Rootidtirstallation: MimingDriverload

=}

. Rootidtinstallation: LoadéndCalimags

. Rootkitinstallation: DriverSuperseds

[

4. Rootikitinstallation: ChangeDrPath

. brwazion: Runner

wi

5. brreamion: RaeDisk

. Iwazion: Physicalemorny

[

. brreazion: FileDirop

3. brwamion: DebugControl

10. Injeotion: SetWinEwentHook

1. Injeotion: SetWindossHookix

11. Injection: SetThreadContext

13. Injeotion: Services

14. Injeotion: Proceszinject

15. Injeotion: KnosmDis

16. Injeotion: DupHandbes

17. Imjeotion: CreateRemoteThread

18. Injeotion: APC il injection

13. Imjeotion: Advanced?nooem=Tenmination

20. Infoend: BOMP Test

21. InfoSend: DHE Test

. Impersonation: OLE automation

1%, Impersonation: ExplonerizParent

14, hmpersonation: DDE

15. Impersonation: Coat

15, Impersonation: BITS

17 . Hijacdng: Winlogonbotify

15, Hijmcidng: Ussrimt
19. Hijacidng: Host
0. Hijackdng: Supsreadeerdio=Dil

3. Hijackdng: StartupPrograms

B

Hijacsdng: ChangeDeabuggerPath

[
P

. Hijacdng: AppinitDis

"

. Hijankding: ActiveDesictap

Soane |.‘.1IZI.'3‘EI

5. Private Firewall Free:
o 200/340



COMODOD LEAKTESTS V. 1_.1.0.3

Date 12:22:01 PM - 7/22/2013
05 Windows Vizta 5P berild 7601

1. Rootidtinstalliation: MimingDiriverload

. Roothdtinstallation: LoadindCallmage

Fa

. Rootkitinstallation: DriverSuperseds

[

4. Rootikitinstallation: ChangeDinPath

. Brrwasion: Runiner

[

5. breamion: RareDisk

=

. Irwazion: Physicaléemorny

[

. bereazion: FibeDirop

3. brvamion: DebugControl

10, Injeotion: SetWinEventHook

11. Injection: SetWindowsHookdx

11. Injection: SetThreadContext

13, Injeotion: Services

14. Injection: Processinject

15. Injection: KnownDils

16. Injeotion: DupHandles

17. Injection: CreateRemoteThread

18, Injecticn: APC dil injection

19. Injection: AdvancedProcem Termination

20. Infoend: BOMP Test

1. InfoSend: DS Test

21. Impersonation: DLE awtomation

21, Impersonation: Boploreric®arent

24. Impersonation: DDE

23. Impersonation: Coat

25. Imperzsonation: BITS

17 Hijaciing: Winlogonhotify

28, Hijaciing: Userinit

17. Hijaciing: UiHost

30. Hijaicing: SupsrsedeServioeDll

. Hijaciking: StartupPrograms

B

Hijaciding: ChangeDebugzerPath

[
e

. Hijanicing: AppinitDis

7

Hiijiacicing: ActiveDesicbon

Soans |.1III 40

6. Outpost Firewall Pro:
o 210/340



COMODO LEAKTESTS Vv.1.1.0.23

Date 12:40:06 PM - T/12/2013
o5 Windors Vista P build 7901

1. Roothitinstallation: MimingDriverload

. Roothitinstallation: LoadéndCalimage

(=]

. Rootidtinstallation: DriverSupsrsede

[

4. Roothitnstallation: ChangeDnPath

rrwaion; Founmer

wi

6. Brrwamion: R Disk

7. bwamion: Fiysioaliemaony

5. brwamion: FibeDirop

3. brwamion: DebugControl

10. Injeotion: SetWinEventHook

11. Injeotion: SetWindowsHookdD:

11. Injection: SetThreadContext

13. Injeotion: Servioes

14. Injeotion: Processinjeot

15. Injeotion: KnownDis

16. Injeotion: DupHandles

17. Injection: CreateRemoteThread

18. Injeotion: APC dil injection

17. Injection: AdvancedProoess Termination

20. InfoSend: BOMP Tast

21. InfoSend: DS Test

11, Impersonation: OLE awrtomation

15, Impersonation: Exploner itz anent

4. Impersonation: DDE

135, Impersonation: Coat

6. Impersonation: BITS

17. Hijackdng: Winlogonkotify

15, Hijaaidng: Ussrinit

19. Hijmalng: iHost

30. Hijacing: SupsresdeSereioeDil

. Hijaciking: StartupPrograms

31, Hijaciking: ChangelDebuggerfath

[
P

. Hijaoiding: AppinitDiks

3

Hijaaiing: AotiesDegicop

Soone 110/ 340




