
A look at cryptoshield 

 

Cryptoshield was seen been delivered through RIG EK through web injection, which was clear by the 

time I looked into the website.  

 

Within a windows7 VM we can see on the left where I have gone to the previously infected page and 

looking through the code you can see where the highlighted (right side window) code was injected 

within the page to effect delivery of the ransomware.  

Looking at the packet capture we can see contact through TCP port 61680/61681 to 185.125.32.2 

which appears to be based within Turkey.  

 

 

 



Lookup of the IP address 185.125.32.2 

 

Once deployed, queries of the local network are done looking for additional points to encrypt. 

Contact is also made with  

 52.25.169.254 amazon hosting TCP 61686.  

 54.192.139.169 cloudfront hosting TCP 61687 

Further communication noted on other IP’s but not recorded here.  

The payload itself is very quick to function and is simple and no nonsense in design. Here we can see 

the payload start to function with the left window showing the traffic and right window displaying 

the ransom demand.  

 



The webpage and text file provides simple instruction on what has occurred and provides contact 

information and a 72 hour window with which to “unlock your files”  

 

 

 

Observing my test documents and pictures shows successful encryption of all the file types including 

text files which I have noted other ransomware avoids encrypting.  

 



 

A look at my documents folder right side.  

Cuckoo analysis showed a LARGE number of python files, which would take pages to list. I noted a 

few registry entries  

 

 

 

 

 

 

 

 



There was also a large number of folders enumerated which I believe has to do with the encryption 

process been they all are *.*, I also noted the two folders created likely for persistence.  

 

Processes loaded 

 

 

There is talk online of decryption processes for Cryptoshield however I did not find out how effective 

these are. It’s also rumoured that it may not work on newer versions such as this.  

Thankyou  

mbyx 

 

 

 


