Comodo Internet Security 6.2 (Updated and
Modified Settings) Malware
Security

User Interface:

cCOMODO

| Internet Security Premium

Realtime Protection:  Active

Last Update: 2 minutes ago

Scan Objects

Drop files here

e | enabled HIPS!



COMODO advanced Settings

ﬁ HIPS Seftings

Enable HIPS

| safe Mode »| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that
monitors critical operating system activities to protect the computer against malware
actions

[] Do NOT show popup alerts |

[] Set popup alerts to verbose mode

[] Create rules for safe applications

[ Set new on-screen alert timeout to
Advanced

[[] Enable adaptive mode under low system resources

[] Block all unknown requests when the application is not running

["] Enable enhanced protection mode (Requires a system restart)

Cancel

e | set Sandbox to untrusted!

COMODO advanced Settings

Behavior Blocker

Auto-Sandbox unknown applications as ||' trust ‘v|

This option protects your computer against unknown malware by auto-sandboxing and
blocking the actions of unknown applications in such a way that these applications can
not harm your computer

Detect programs which require elevated privileges e.g. installers or updaters
Show privilege elevation alerts for unknown programs

Define exceptions for behavior blocking Exceplions

Advanced

Do heuristic command-line analysis for certain applications

Detect shellcode injections  Exceptions

Cancel




System Memory:

e 4 Running Process
e 14 Megabytes of Ram

e Not heavy at all

MName

[ esrss.exe

D CSI55.EXE

[T dilhost.exe

[= LiveComm.exe
[==] cavwp.exe

cis.exe

cistray.exe

[2] erndagent.exe

Bl conhost.exe

57 System interrupts
577 dhwmn.exe

[=] dasHost.exe

[# svchost.exe

[2] svchost.exe

[m svchost.exe

[m] svehost.exe

[2] svchost.exe

[2] svchost.exe

[m svchost.exe

[m svechost.exe

[2] svchost.exe

[2] svchost.exe

[m svchost.exe

[T taskhostex.exe
[ Isass.exe

(s msdtc.exe

¢ Searchindexer.exe
57 System

57 System Idle Process
[= RuntimeBroker.exe

PID

732

2300
3940
1580
4308
3604
1564
3564

588
1732
908

992
796
928
572
1104
1432
1738
2132
2176
3438
316
2996
1244
4

0
4020

Status
Running
Running
Running
Suspended
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

User name
SYSTEM
SYSTEM
SYSTEM
ilir
SYSTEM
ilir

ilir
SYSTEM
ilir
SYSTEM
DWM-1
LOCAL SE..
SYSTEM

METWORK...
METWORK...

LOCAL SE...
SYSTEM
LOCAL SE...
SYSTEM
LOCAL SE...
LOCAL SE...

METWORK...

LOCAL SE...
ilir
SYSTEM

METWORK...

SYSTEM
SYSTEM
SYSTEM
ilir

00
00
00
00
00
00
00
00
00
06
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
78
00

CPU  Memory (p...

964 K
904 K
3,264K
2140K
4,440 K
1,072K
2,052K
5,556 K
843K
0K
7,316K
4016 K
2,528K
2,876 K
4716K
1,112K
10,724 K
6,943 K
22,388 K
700K
2,504 K
1,224K
3,744K
2,636K
3,384K
2,668K
4140K
80K
20K
2,296 K

Description

Client Server Runtime Process

Client Server Runtime Process

COM Surrogate

Communications Service

COMODO Internet Security

COMODO Internet Security

COMODO Internet Security

COMODO Internet Security

Console Window Host

Deferred procedure calls and interrupt service routines
Desktop Window Manager

Device Association Framework Provider Host
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Tasks

Local Security Authority Process
Microsoft Distributed Transaction Coordinator Service
Microsoft Windows Search Indexer

NT Kernel & System

Percentage of time the processor is idle
Runtime Broker

30 Web Links (Zero to 1 Day Old Links):

Missed Links:

25/30 Links Blocked
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Malware Pack Containing 156 Files (3 Day Old Files):

. antarespasteleria.com/images/Flags/048913.exe
. avatar.xaa.pl/Updater.exe--———————--————————-
. barakair2.com/chrome/ChromelUpdate.exe----- - oommmm

service-home.com.ua/phpBB/download/file. php?avatar=1336_1298772890. jpg----4/38
phoenxport.org/kill.html------c-mm oo 3/39
54.232.227 . 146/ d0. BXE - - - - - m s oo oo oo 18/38
versatilbuffetdf.com.br/boletos2378743.zip-------------------mmmmoo oo 10,38
torneosancarlos.com.ar/js/gusanito/Postal®25898.zip----------------------- 4/39
pgdnuithanh.edu.vn/office/data/cv/123/123-KetX28qua2@l3.xls--------------- 3/39

bloodybrothers. com.br/favicon.ico-----=---mmmmmmmm
198.50.145.141/CobrancaBoletopdf.zip----------
trucksale.com.br/images/site/logo.jpg---------

. cricketembedad.blogspot.it-------------c-mmmem
. 183.31.186.29/2813/z00-sex-episode-5.avi.exe
L 178.151.5.19] /calc.eXe-mm o e e e e

. 198.23.83.162/fivel 92w/ . eXe - - oo s oo
. 216.176.1908.180/Ffiles/UCO_Klen.exe----—-------cmmmmmm

. 218.188.149.155/6/file.data.vdisk.me/63199278/9c174f6ell5ael
a97cB9658a85436fe7eeBd32e7 2R843R8AEIRREEN
BB R AR 28N B - - - - s o 3/39
. 27.duote. com. cn/ggnonghncakdleod. exe--------------cmommmmmmo 7/39
. 37.59.63.233/inS5.@XE-- - -om - oo 1@/39
. 3rdgengraphix. com/img/hh56.exe-------------ccmommm e 18/39
. 58.63.222.182/TulBE99.exe
. 68.228.8.88/G6GRsqiwT . eXe-- - - - - oo oo
. B@sagedcambodianmidget.de/85/moviel@8@p.mkv. exe---------coommmmmoooo o 4738
. 93.89.236.171/s0ft.eXe-------- - m e 9/39
. 95.178.192.108/s0ft.@Xe-------- oo oo 12/39
. academicjourneyonline.com/ExA.exe----------------mmmmmm 18/39
. acetag.us/1378287649 0.09162000.exe---------- oo oo 8/38
. agEld3 . com/Ser Ve BB - - - o s m oo e e 6/38

. aminstall.ru/moaGgsjd3ZWdnpaRl5yGglfcglfdlZeGrYgfns2Umb6Xriu

Wzw==/torrent/91786738/305064689 /windows_8_1_rtm_9606_final_
core_professional_enterprise_32bit 64.exe-----------------moommooo -

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Virus
Virus
Virus
Virus

149/156 Files detected = 95.51%

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

Total
Total
Total
Total

Blocked
Blocked
Blocked
Blocked
Blocked
Blocked
Blocked
Blocked

Missed
Blocked
Blocked

Missed
Blocked

Missed

Blocked
Blocked
Blocked
Blocked
Blocked
Blocked

Missed
Blocked
Blocked
Blocked

Missed
Blocked

Blocked
Blocked
Blocked
Blocked|



COMODO scan

. C:\UserslilirDesktop\156\
1 Time: 00:00:34

an Finished

rﬁﬁ Threat(s) Found: 149
Threat Name | | Action |Clean
= TrojWware Win32 Zbot NEWA@286274147

|—  CUsersilinDeskiop\156'frosty.exe Cleaned

& TrojWare.MSIL TrojanDropper.Small H@284792124

}— & CUsers\linDesktop\156¥for you.exe Cleaned

|— & ClUsers\ilinDesktop\156thack pool live tour.exe Cleaned

Turn off this computer if no threats are found at the end of the scan

® Close

Home Share View

T b o» 156 v Search 136

<X Favorites O Mame Date modified Type Size

B Desktop CEEY 5/ Application
& Downloads ‘aﬁ bank X 13 3:00 PM Application
‘l;-_—" Recent places B exe 13 3:.01 PM Application
[ Shared Space Z info /5/2013 3:00 PM Screen saver
%‘f my sex video 9 :0 Application
- Libraries [ readme (2) 13 3:0 Application
@ Documents [ www facebook.com Application
J}' Music
[E5] Pictures

i Videos
i@ Hemegroup
8 Computer

“! Network




Caught Later By Behavioral Blocking, Firewall, Etc.:

e | executed all 7 files and 6/7 were sandboxed and caught later!
e “my sex video” was the missed file running in ram!

Hitmanpro and Malwarebytes results after behavioral blocking test:

e Hitmanpro has found nothing. The highlighted portion is just
stuff caught in the malware pack, NOT SYSTEM!

Scan results

X

Tm 41s

Malicious software was detected. Close all applications and click Mext to remove the malicious software, During removwal,

certain programs may terminate unexpectedly.

readme (2).exe
ChUsersiilirDesktoph156Y

91C.exe
ChUsersiilirDesktoph156%

@ Trojan
@ Trojan

info.scr B Trojan
ChUsershilinDesktopt 1564
exe.exe

@I‘ Trojan
ChUsershilinDesktoph 1564

|dentified Threats: 24 (Traces: 24)

Delete =

Delete «

Delete «

Quarantine «

4 ltems




L Malwarebytes Anti-Malware

@8 Malwarebytes

ANTI-MA

Scariner Pratection Update Quarantine Logs |gnore List Settings Mare Tools About

Scanner
! b ahwarebytes Anti-M alware is now scanning your system. Please wait until the zcan is complete.

The scan completed = Malwarebytes Anti-Malware
Objects scanned: 212275
Objectz detected: 0

0 The scan completed successfully, Mo malicious items were detected.
Scan type: Quick scan

Time elapsed: 5 minute(s],

Currently scanning: 2L

The scan completed succe

Biuy Mow Activate

Main Menu

5 Star Rating:

e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:
e 1 Star: 24/30 Web Links, 80%:

e 1 Star: Detection 85%+:

e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:
Advantages:
¢ Nice and cool looking user interface

¢ Really low ram usage and light on system
e Good web protection

1/1 Star
1/1 Star
1/1 Star
1/1 Star
1/1 Star

5/5



e Good Detection rate
e Great behavioral blocking!

Disadvantages:

¢ Nothing!

According to my testing’s, Comodo did a fantastic job. | would definitely
recommend this security suite to users because its great and free!

Thanks for reading!



