
Look for this process wscript.exe

If have 
wscript.exe, it’s 
mean you are 
shortcut virus 
bot. Then you 
cannot follow 
this LDP. 

Right Click on your computer task 
bar and open Task Manager.
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How to Secure Your USB Drive and 
Prevent It from Spreading Virus

You must prepare a brand new USB 8GB pen drive to learn this !!!!



Here, we will discuss the preventions 
in common two situations:

•Stop your USB flash drive from 
being infected

•Secure your USB drive from various 
virus attacks



1. Secure the USB Flash Drive

• This method utilizes the security permission of the 
NTFS file format to safeguard your USB drive.

• Note: Fat32 is a default file system for many USB drives 
and it is excellent if you use it on different operating 
systems like Windows, Mac OS and Linux but if you are 
using Windows primarily, you can convert the file 
system to NTFS in a safe manner. Additionally you 
should not try converting the USB drive to NTFS if the 
size is lesser than 2GB as that may reduce the 
performance of the USB drive.



Step 1

• Go to the Device Manager after inserting the USB 
drive.



Step 2

• Right-click on the USB drive found under the Disk 
drives section and select Properties.



Step 3

• Under the Policies tab, go ahead to the Removal 
Policy tab and select the Better Performance
option.



Step 4
• Now right-click on the USB flash drive icon and 

choose Format by going to My Computer.



Step 5
• You have to make sure that the NTFS is selected from 

the File system menu.



Step 6

• Click the Start button to format the flash drive utilizing 
the NTFS file system.

• Now that the process for the flash drive format complete, 
configure the root of the USB flash drive so that it is in the 
read-only option.



Step 1

• Go to My Computer, right-click on the USB flash 
drive and after that, select the Properties option.



Step 2

• Now go on to the Security
tab and select 
Everyone access only Read-
only rights to the root folder.



Step 3

•As a final step, you can create a folder 
named Write and allow it to read or 
write. If you follow the steps mentioned 
above, viruses and malware cannot 
write in the root of the USB flash drive. 
Additionally, You can always save your 
data in the Write folder/ My File / etc
names that you like.



2. Keep your Windows safe from 
USB Drive attacks
• Disable the Autorun feature in your USB drive, to 

prevent viruses in the USB from attacking your 
computer. This way, the drive won’t start 
automatically as soon as you plug it in your computer. 
(Usually your autorun file would be infected by the 
virus and the virus is hidden in that file in the USB 
drive).



In order to disable the autorun
feature of your USB drive, use this 
registry fix:

• We use software



For those which infected pen 
drive
• We use software



Good Free Software 1
Zemana AntiMalware Free is 
an on demand malware 
scanner designed to clean 
your PC from all the 
infections that have taken 
place on your PC. Its unique 
cloud capability scanning 
technology will remove all 
types of malware infections, 
viruses, trojans, worms, 
rootkits, bootkits, unwanted 
apps, browsers add ons, 
adware and even those 
annoying toolbars!



Good Free Software 2 Free Download Manager



Good Free Software 3

“Best & Free” uninstaller for Windows



Good Free Software 4
Pls install and use free version and you will found a lot of 
unwanted things in your computer


