Look for this process wscript.exe

lf have File Options VYiew
Wscri pt-exe, it’s Processes  Performance App history  Startup  Users Details  Services
ooker mean you are ” 2% 31% 0% 0%
Search 5 shortcut virus Mame CPU | Memory Disk | Network
” Show Task View button bot. Then you Apps (4)
Show touch keyboard button cannot f0| lOW WF AVG User Interface (32 bit) 0% 5.7 MB 0 MB/s 0 Mbps
this LDP. @ Firefox (32 bit) 0%  261.7MB 0 MB/s 0 Mbps
Cascade windows
m Microsoft PowerPoint 0.3% 47.7 MB 0MB/s 0 Mbps
Show windows stacked {7l Task Manager 03%  101MB OMB/s  0Mbps
Show windows side by side
L=y [#E] Services and Controller app 0% 22 MB 0 MB/s 0 Mbps
Task Manager [#Z] Shell Infrastructure Host 0% 3.8 MB 0 ME/s 0 Mbps
[2Z] System and compressed memory 0% 123.3 MB 0 MB/s 0 Mbps
* Lockthe taskbar (57 System interrupts 0% 0MB 0 ME/s 0 Mbps
Properties ‘1 Windows Explorer 08%  3ITLIMB OMB/s  0Mbps
[m7] Windows Logon Application 0% 0.9 MB 0 MB/s 0 Mbps
nght C||Ck on your Computer taSk [55] Windows Session Manager 0% 0.2 MB 0 ME/s 0 Mbps
bar and open Task Manager. [&] Windows Start-Up Application 0%  06MB  OMB/s  OMbps




How to Secure Your USB
Drive and Prevent It from
Spreading Virus

By : SIAT



How to Secure Your USB Drive and
Prevent It from Spreading Virus

You must prepare a brand new USB 8GB pen drive to learn this !1!!



Here, we will discuss the preventions
In common two situations:

*Stop your USB flash drive from
being infected

*Secure your USB drive from various
virus attacks



1. Secure the USB Flash Drive

* This method utilizes the security permission of the
NTFS file format to safeguard your USB drive.

* Note: Fat32 is a default file system for many USB drives
and it is excellent if you use it on different operating
systems like Windows, Mac OS and Linux but if you are
using Windows primarily, you can convert the file
system to NTFS in a safe manner. Additionally you
should not try converting the USB drive to NTFS if the
size is lesser than 2GB as that may reduce the
performance of the USB drive.



Step 1 ..*.__ Device Manager

* Go to the Device Manager after inserting the USB
drive.

% » Control Panel » Hardware and Sound »

Control Panel Home I'U!‘ﬁ ors égi_"'ij.com ;
./ Devices and Printers
System and Securty B Add a device Add aprinter | Mouse | Mg Device Manager
Network and Internet ‘i]‘[ AutoPlay @
o Hardware and Sound ‘—«0 Change default settings for media or dev Play CDs or other mq
Programs /““ Sound
User Accounts and Family 7 Adjust system volume | Change system sounds = Manage audio




Step 2

* Right-click on the USB drive found under the Disk
drives section and select Properties.

» ;8 Computer .
4y Disk drives 7 11 rumorscity.com
. iy hp v225w USB Device |

L g WDCWD10 Update Driver Software...
» g Display adaptet Disable
> 4% Human Interfa¢
> Cg IDEATA/ATAP Scan for hardware changes
» = Keyboards -
> )% Mice and other Properties
~ . - 2 & .




Step 3

* Under the Policies tab, go ahead to the Removal
Policy tab and select the Better Performance
option.

| ¢ ™\
hp v225w USB Device Properties li_&_J

[ General | Policies | Volumes | Driver | Detais|

Removal policy rumorscitv.com
) Quick removal (default)
Disables write caching on the device and in Windows. but you can

disconnect the devic without using the Safely Remove
Hardware notificati

Q) Better pefformance
Enables wite caching in Yindows, but you must use the

Safely Remove Hardware notification icon to disconnect the
device safely.




Step 4

* Now right-click on the USB flash drive icon and
choose Format by going to My Computer.

HP V225W (F)
W~ 713 GB free of 15

Open
Open in new window
Turn on BitLocker...

Open AutoPlay...

Share with
Open as Portable Device

%y Combine supported files in Acrobat...

Format...
Eject

Cut
Copy

Properties com




Step 5
* You have to make sure that the NTFS is selected from
the File system menu. “ems e =2

Capacity: 841 rumorscity.com
(15.168 -

File system
NTFS v

FAT32 (Default)
_exFAT

‘l Restore device defaults |

Volume label
HP V225

Format options

(V] Quick Format
Create an MS-DOS startup disk

start | [ Close |




Step 6

* Click the Start button to format the flash drive utilizing
the NTFS file system.

* Now that the process for the flash drive format complete,
configure the root of the USB flash drive so that it is in the
read-only option.



Step 1

* Go to My Computer, right-click on the USB flash
drive and after that, select the Properties option.

HP V225W (F:)
Open
————

‘/ 713 GB free of Open in new window
Turn on BitLocker...

Open AutoPlay...

Share with
Open as Portable Device

% Combine supported files in Acrobat...

Copy ; com




Step 2

* Now go on to the Security
tab and select
Everyone access only Read-
only rights to the root folder.

r‘, HP V225W (F:) Properties &J‘
| Genersl | Tools | Hadware |  Shaing |
Securty l ReadyBoost [ Quota ] Customize

Objectname: F\

orscity.com

Group or user names: - )
| 2 Everyone
To change pemissions, click Edit. ’
Pemnissions for Everyone Allow Deny

Full control

Modify

Read & execute

List folder contents

Read v

Write *
For special pemissions or advanced seftings, [ ]
click Advanced. |szddvanced = |

Leam sbout access control and pemissions

[ ok ][ Cancel




Step 3

* As a final step, you can create a folder
named Write and allow it to read or
write. If you follow the steps mentioned
above, viruses and malware cannot
write in the root of the USB flash drive.
Additionally, You can always save your
data in the Write folder/ My File / etc
names that you like.



2. Keep your Windows safe from
USB Drive attacks

e Disable the Autorun feature in your USB drive, to
prevent viruses in the USB from attacking your
computer. This way, the drive won’t start
automatically as soon as you plug it in your computer.
(Usually your autorun file would be infected by the
virus and the virus is hidden in that file in the USB
drive).



registry fix:

 We use software

n order to disable the autorun
feature of your USB drive, use this

”
¥/ Mo Autorun

Main Config  USE Disk 5oft Write Protect About

Locked Suspicious Files

[z Fi Removable Disk (File System: FAT32)

-4 Autorun related filles

% Friautorun.inf (Hidden, Disquised as a system file)
] 1] Fi\abc.exe {Hidden, Disguised as a system file)

= Other suspicious files

-] Friyecyde.exe (Beguiling file name)

.. W] F:Musics.exe (Disquised as an existing folder)

Delete Autorun Files Delete Quarantine
Delete all Unlack Quarantine All

Refresh

Quarantine Zone




For those which infected pen
drive

* \We use software

=* HFV Cleaner Pro IEI
File Teools Help

Ject Infected Directory/Directories

File Help

Use Cument Directony l [ Add l [ Browse

'
Microsof Ai e
\ Pen Drive =k a Mode

- | Fiter | Autorun | AUTO |
v 2 > e

Documents - Pictures - i 1 Music -
Shortcut Shortcut 5 Shortcut

() Only This Folder @ Folder and Subfolders

Delete Virus Hide Files Urhide Files Disinfect Vinus

Step 3 : Wait for the process to finish mHEHDRE

— KINGSTON (4GE) £ AELAGOURE

& ) Shortcut
W 1 KB

Status:Ready Directory: abhinavbaks@gmail.com




Good Free Software 1

+7 Zemana AntiMalware (Free)

Clean

Real Time Protection: OFF

Drag and drop files here to scan them

Get the best real time protection and much more!
VW, ZEMEna. com Se

Free License

Zemana AntiMalware Free is
an on demand malware
scanner designed to clean
your PC from all the
infections that have taken
place on your PC. Its unique
cloud capability scanning
technology will remove all
types of malware infections,
viruses, trojans, worms,
rootkits, bootkits, unwanted
apps, browsers add ons,
adware and even those
annoying toolbars!



Good Free Software 2

Free Download Manager

Download Smart Video Grabber Multi-Talented Safe and Absolutely

Free

Accelerator Manager

L

ofrom any TaskScheduler, Malware EagleGetis absolutelyfree,
cially optimized for Checker, MDS/SHA Verifier... designedwithout any feature or
20pHD and HTMLS Richfeatures to help

and maney. onlinevideos.

Accelerate downloads byupto 6 Downloadvide
times, resume broken download. website.

EagleGetsaves yourtime, nerves 1080p

you get time limitations. No spyware or

everything done. malware!

Quick Download Quick Download Quick Download Quick Download

Download EagleGet v2.0.4.9 (MAR 12, 2016)



Good Free Software 3

“Best & Free” uninstaller for Windows

|IObit Uninstaller 5

Improved.Powerful Uninstall to Remove Stubborn Programs & Plug-ins

Enjoy Cleaner, Faster PC & More Secure Online Browsing

Free Download

V5.3.0 | 12.5MB
Supperts Windows XP/VistalZ/8/8.1/10




Good Free Software 4

Pls install and use free version and you will found a lot of
unwanted things in your computer

URERANtISpywarej

Remove spyware, NOT just the easy ones!

Home | Download | Purchase | Press Releases/News | Support | Forums | Blog | Company | Contact Us

New Version 6.0 Available Now! @g? W @ m ‘ Em ownlads worldwide"
SURERAMIS mnuare |
SUPERANIISpmars =y Free Ed|t|on Portable Version
o | Download Download
= Professmnal Edition
Download Free Trial

— = M N ;@W&com \"[. CLARKl S} ShapFiles
S o U i 4

u NEW! SUPERANtiSpyware Version 6.0

L _mlru




