Kaspersky Internet Security 2014 BETA
(Updated and Default Settings)
Malware Security

User Interface:
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Kaspersky Internet Security KASPERSKYA

Details G

Computer is protected

Threats: none

Protection components: main components enabled
Databases: up to date
License: 29 days remaining




Kaspersky Internet Security
Scan

Full Scan

installing the application. Note that this may take some time.

P Run scan

Kaspersky Internet Security

Computer is protected
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Parental Control Network Monitor

Application Control Virtual Keyboard

i

Scans your computer in detail. We recommend that you run a Full Scan immediately after

Safe Money

6

Quarantine

Full Scan

Scan files, folders, and areas of
your computer.

Quick Scan

Scan critical areas and common
locations.

Custom Scan

Scan selected files, folders, and
objects.

Removable Drives Scan

Scan removable drives that are
connected to the computer.

Task Manager

Settings and schedule

Settings Support

Licensing
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KASPERSKYS

Details ®
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Kaspersky Internet Security
Tools KASPERSKY#
Vumerablllt‘{ Scan . o Run | | Detected vulnerabilities |
Scan the operating system and third-party applications for
vulnerabilities.
Kaspersky Rescue Disk | o
Create a bootable CD or USB flash drive containing a set of tools for effidently detecting and
eliminating computer infections.
Microsoft Windows Troubleshooting | fun
Scan the system and fix problems caused by malware activity or system failures.

‘\0 Privacy Cleaner | B |
Clear your computer history of recent commands and accessed files, cookies, caches, logs and
other data, keeping your user activity private.
o Browser Configuration | -

Analyze Microsoft Internet Explorer settings for security strength.

X Wy profile Settings Support

System Memory:

e 2 Running Process
e Really Slow on the system
e 116 Megabytes of Ram
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File ©Options  Wiew Help
.kpplimh'ons Processes |Ser\rioes I Performance | MNetworking I Users |

Imnage Marme | User Name | CPU | Memary (... | Description =~ ;l
svchost.exe METWORK SERVICE a0 3,512K Host Process for Windows Services
svchost,exe LOCAL SERVICE a0 10,208 K Host Process for Windows Services
svchost.exe SYSTEM a2 121,608 K Host Process for Windows Services
svchost. exe LOCAL SERVICE a0 3,484 K Host Process for Windows Services
sychost.exe SYSTEM o 11,664 K Host Process for Windows Services
svchost.exe METWORK SERVICE a2 5,276 K Host Process for Windows Services
svchost,exe LOCAL SERVICE a0 5,828 K Host Process for Windows Services
svchost.exe METWORK SERVICE a0 1,816 K Host Process for Windows Services
svchost. exe SYSTEM a0 2,056 K Host Process for Windows Services
taskhost.exe MALWARE SECURITY o 1,492 K Host Process for Windows Tasks
avp.exe 32 SYSTEM 19 110,708 K Kaspersky Anti-Virus
avpui.exe *32 MALWARE SECURITY a0 4,916 K Kaspersky Anti-Virus
Isass.exe SYSTEM a0 3,190K Local Security Authority Process
lsm.exe SYSTEM a2 1,348 K Local Session Manager Service
msdtc.exe METWORK SERVICE o 2,828 K Microsoft Distributed Transaction Coordinat...
SearchIndexer.exe SYSTEM a0 13,172 K Microsoft Windows Search Indexer |-
System SYSTEM 03 60K NT Kernel & System
System Idle Process SYSTEM 70 24K Percentage of time the processor is idle
services.exe SYSTEM a0 3,992K Services and Controller app
SnippingTool.exe MALWARE SECURITY an 1,320 K  Snipping Tool
spoolsv.exe SYSTEM a0 5476 K Spooler SubSystem App
taskeng.exe SYSTEM a0 1,236 K Task Scheduler Engine
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[ show processes from all users End Process |

|Prccesses: 42

|cPU Usage: 28%

Physical Memary: 29%

24/30 Links Blocked

Missed Links:

30 Web Links (Zero to 1 Day Old Links):
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http://yoolane. com/ntaCjed. exe————————————— - 5/38
http://wew. photo-software. com/exe/sunmoond42, exe-—-—---——————-- 4,/38
http://ww35. cloudnanoconnnection. info/version/xtasks. php?

1_328_1 fabbchal-c573-4eal-9cal-50004b35a440_5.1%20260035205P

3.0_en-us_iexplore_17.3.2011%2019:2:36_9d-----——————————cccn 4/38
http://videos. e-blog. cz/playonline/video/Play_video6399. exe---4/38
http://tlk-marketing. biz/Hthm. exe----- - - - - - — - - - - 5/38
http:fffreeqokermoney.com!adobequdate_F1ash_p1ayer.exe ——————— 4,/38
http://doppler.co.i1/adobe%20fTash%20player. exe-—————-———————- 3/38
http://directxex. com/uploads,/2134177327 . winde. exe-———————————- 8/38

goog]e—earth.xtremedown]oad.comfgetffi1ef1df802960fﬁndex.htm

</; br/=/; 171 p=adwor ds &&&&t g=ca&&&&s=k-pwge2 6uwoyn8acgkbh

qg&&&&t =13786021148&88exT= 88— —————— 14,/38
101. faadmr. com/n/3.0.9/5818302/&amp; amp; &amp; amp; &a

mp; amp; amp; &amp; amp; &amp; amp; Lamp; amp; &amp; a

mp; &amp amp &amp; amp; &amp; amp; &amp; amp; &

amp am R e 4,/39
smartpr1me org.uk/certificado/restaure.mp3d-----————--- 9/38

d13 dwn%oader net,/tmp edfedﬁbafsozad381c55cbdl’24d51c68bbika
nye_west_-_dark_fantasy_({zaycev.net).exg-———-———————————————— 3/39
connect-me. de,/ VypR. 8X8———— - - mm oo 10/38
down. power -pc. co. kr /pwEtray. exe—————————————— - 10/37
dl.fafdmr.com/n/3.0.9.1/5901654 /winrar. exe-———————-—————————— 7/39
exquisitemusic. net,/BVpK. eXe———————— - m oo 9/38
brennstoffegehling. de/mv3EYAbG. exe-———————————— -~ 13/39
. fotobit.pl/tmp/sm.exe—-—————-———————— 15/39
indianloverboy. com/lavan. exe-—————-—————— - oo~ 12/38
pad. okozo. com/installers/digital-alarm-clock. exe-——-—--——————- 8/39

piratebayunblocked. me/vpn/download/torrent /7941631 /brazzers_
&amp; amp; Amp; amp; Amp; amp; Amp; amp; amp; amp; amp; amp; 1t; br /&
amp; amp; amp; amp; AMp; amp; AmMp; amp; amp; amp; amp; amp; amp; gt; 1t; br
Jgt;live_12_ angelinm-——-—--——--————-————— 3
d6. 05sun. com/books /ping3gb. exe-—---———— - e
emulestore. com/down,/def /emuledd6C. exe———mmmmm———— - ——
keyforbysmartprime. org. uk/certificado/restaure.mp3---
down. signkey. co.kr/olive/signkey. exe-—-———————- oo
dx7.52z.com/clascok. exe----=----—————— -
errezeta.biz/TosN79T.exe-———————— -
ge tt/api/1/files/315E1bh/0/blob7%2Fa. exe-—- - - ——- oo
ownload. cpudln. com/10/ad18646. exe--——————————————mmmmm—
ge. ttfap1jlff11esflS’MBthOjb10b7down1oad ————————————————————

Caught Later By Behavioral Blocking, Firewall, Etc.:

1. Got Blocked
7. Got Blocked
22.Got Blocked
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Kaspersky Internet Security

Scan KASPERSKY3

Full Scan

Scan files, folders, and areas of
your computer.

Quick Scan

A quick scan of objects that are loaded with the operating system at startup. It does not
require much time.

Quick Scan

P Runscan Scan aitical areas and common
locations.

Scan completed Custoi Seii
Scan selected files, folders, and

Files scanned objects.
5906
Removable Drives Scan
— —_— — —
5 : Scan removable drives that are
Disinfected Quara(;hned Deialed Not processed connected to the computer.
Details...
Task Manager

Settings and schedule

Li

15 Sup

& Windows Server 2008
% |7’ |*:Pz v @ @b s,’im-

Right after it caught those 3 missed links, | ran a quick scan and nothing
was found with Kaspersky!

HitmanPro and Malwarebytes Resluts:



HitmanPro 3.7.6 - Build 201 (64-bit)

Mo threats found

Remnant fi cts scanned: 102,797
Remnant Registry objects scanned: 619,722
Total scan time: 3m 4s

&> HitmanPro

cloud-assisted behavioral-based antimalware

Hitmanpro: It just found tracking cookies and some registry keys!



A Malwarebytes

ANTI-MALWARE

Scanner | Pratection I Update I Huarantine | Logs I Ignore List Settings tare Toolz I Ahout |

Scanner
! t alwarebytes Anti-Malware iz now scanning wour system. Please wait until the scan is complate,

The scan completed successlulm il

Objects scanned: 209342
Objects detected: 0

i 0 | The scan completed successfully. No malicious items were
WY detected.
Scan tppe: Quick scan

Time elapzed: 2 minute(z). 50 second|

OK |

Currently scanning:

The scan completed successfully. Mo malicious items were detected.

Main Menu |

Malwarebytes: It found nothing!

Malware Pack Containing 778 Files (2 to 3 Day Old Files):
e 696/778 = 89.46%



P 2013.06.09_tommy_777 =] B3]
GL)9| .~ 2013.06.09_tommy_777 ~ 2013.06.09_tommy_777 » |23 | search 2013.06.09_tommy_777 L)
Organize *  Indudeinlbrary =  Sharewith = Burn  New folder = ~ i @
. : : N
2% Favorites Name Date modified | Type Size |
Bl Desktop [# | tommyklab 9/14/2012 6:00 PM Internet Shortout 1KE
& Downloads || DA194CAODA IBAFEC2 IE46 76 FEEC23DA4 6/8/2013 6:00 PM File 803 KB
L Recent Places || DD2DF2CCAN0S64CA 2EE 2008F 12DD7C44 5/9/20136:00 AM  File 5KB
o || 1DBO3DBSBAFF223E 54466578 IECIEDOG 6/9/2013 6:00 AM File 31KB
= Libraries
= Documents || IF1C5546A65C582C7230027BF 36983AA 6/3/2013 5:00 AM File 1,653 KB
o Music || 2FB430289ECAEDSD4E 555D 3D 20C066CF 6/3/2013 5:00 AM File 1,579 KB
=] Pictures || 3AA46154FE7D4EDDDOSERS02CEA 5545 &/5/2013 6:00 AM File 2,733KB
B videos || 3AC28750902630E0B33376CADEDDEDDD 6/9/2013 5:00 AM File 67 KB
38238653 7F0B37ED0EDS 7DB3CED5AFS! — :
Q% Homegraoup - [Z Task Manager ] |
|| 3B44BF477ES0AF ASDF 4D SOF 24482837
_ Show report
8 Computer || 3BE21ADABI276D9730B2FFFEDESIARE @ Custom Scan oW Tep
|| 3CC10BAS0197CTCBT3B5E667432F5A
G"g Network || 4E7627A736E7CEFF TFCDDDBAS IEESCE Objects: C:\\Users\MALWAR...RITY\Desktop\2013.06.09_tommy_777
| | sD6A81395E 307906600 1F0SC 356D 3AC Completed: 3 minutes ago
| | 57727950 52C72A40B0EDCASS45 3 304 Scanned: 4458
i Threats: 715
|| 6A197DE56 FDCAE4SEACE52350FC 1BD: i
Neutralized: 715
|| 8D242F4777ED48 5D 2E2ACESD 1822EE A
7004630380 592C0B034E441282C20CA .
= & Quick Scan Show report
|| 7DCIEIEAS4FCS5FO30F47F0 109D48EC
82 items Completed: 44 minutes ago

B

w

Scanned: 5906
Threats: 0

| Clearlist

2[5 @ WD) g
5 Star Rating:
e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 0/1 Star
e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 1/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star

Stars

4/5



Summary:
Advantages:

Good on web blocking

Good on detection Rate

Pretty good on Behavioral blocking
Nice new user interface

Disadvantages:

e Slow on the computer!
e Heavy on ram usage
e Slow on scanning, but quicker than 2013 version!

According to my review, it did better than | thought because I did hear some
draw backs on the new 2014 version, but they must have fixed a few things.
The only thing that makes me unhappy is the system slow down because the
test took longer than expected since it kept freezing on me. | would
recommend this antivirus since it did well.

Thanks for reading!



