Eset Smart Security 7 BETA (Updated and
Default Settings) Malware
Security

User Interface:

o
ESET SMART SECURITY 7

ZN Home Maximum protection

Trial version expires in 141 days (10/31/2013)

Activate product

Frequently used @ Run Smart scan
ﬁ Sefup ‘; Statistics
¥ ESET Social Media Scanner
% Tools
Basic overview License valid until: 10/31/2013
o Help and support
@ ESET Smart Security status: Protection active, no background

Jobs using system resources

@et Expires in 141 days g3 LGS




(@ ESET Smart Security - BETA

ESET SMART SECURITY 7

Home

Computer scan

Update

Setup

Tools

Help and support
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Computer scan

Q Smart scan ©
Local disk scan

Q Removable media scan
n Scanning of USB, DVD, CD and other

removable media

H Scan logs
# Computer scan setup...

&

Custom scan... ©
Selection of scan profile and targets
to scan

Repeat last scan
Date and time of the last scan:
6/12/2013 1:47:38 PM

Expires in 141 days IR
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ESETSMART SECURITY 7 v

Setup
=
/E\ Home
= I Computer
- Real-time file system protection @ Enabled ~
e Computer scan HIPS ® Enabled ~
Anti-Theft Disabled ~
@ Update Gamer mode Disabled ~
Anti-5tealth protection ® Enabled ~
# Setup
@ Network
x Tools Personal firewall @  Enabled ~
0 Help and support . Web and email
Web access protection @ Enabled ~
Email client protection @ Enabled ~
Antispam protection @  Enabled ~
Anti-Phishing protection ® Enabled ~
@ Parental control
Parental control Disabled ~
0 Product activation...
1} Import and export settings...
'#' Enter advanced setup...




ﬁ Setup IEI Watch activity
Tools
% a Running processes
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ESET SMART SECURITY 7
Tools
/E‘ Home
— D Log files
Last record: 6/12/2013 1:47:38 PM
e Computer scan
‘; Protection statistics
@ Update Threat and spam statistics

File systern, network activity

i @ b

Reputation information powered by ESET

o Help and support Live Grid

4. Submit sample for analysis +
W Analysis in ESET's laboratory =

@ ESET Social Media Scanner

Protect your accounts on secial networks

n -

Scheduler
Mumber of scheduled tasks: 7

Quarantine
Mumber of quarantined objects: 746

ESET SysInspector

MNumber of computer status snapshots: 0

MNetwork connections
MNetwork connections list

ESET SysRescue

Create rescue CD

Expires in 141 days SR TN

System Memory:

e 2 Running process
e 98 Megabytes of ram

Not slow on the system



=T
File Options Wiew Help
. .Apdimﬁons Processes |Senﬂ'::es| Performance | Metworking | Isers |
.
. Image Mame | User Namel EPUl Memory (... | Description = -
C8res.exe SYSTEM (i} 1,308 K Client Server Runtime Process
Cores.exe SYSTEM oo 1,428 K Client Server Runtime Process
conhost.exe MALVA. .. i 775K Console Window Host
dwm.exe MALVA. .. aa 1,156 K Desktop Window Manager
eqgui.exe MALWA. .. (i} 10,500 K ESET Main GUI
ekrn.exe *32 SYSTEM W} 88,360 K ESET Service
sychost.exe METWO. .. oo 18,484 K Host Process for Windows Services
gychost.exe LOCAL ... W} 7,432 K Host Process for Windows Services
svchost.exe SYSTEM W} 3,064 K HostProcess for Windows Services
svchost.exe METWO. .. oo 3,580 K HostProcess for Windows Services o
svchost.exe SYSTEM i 101,892 K Host Process for Windows Services
svchost.exe SYSTEM aa 23,572K  Host Process for Windows Services
svchost. exe LOCAL ... an 14,736 K Host Process for Windows Services
svchost. exe LOCAL ... an 6,080 K Host Process for Windows Services
gychost.exe METWO. .. W} 1,668 K Host Process for Windows Services
sychost.exe LOCAL ... oo 3,256 K Host Process for Windows Services
taskhost. exe MALWA. .. W} 2,340 K Host Process for Windows Tasks
iexplore.exe *32 MALWA. .. W} 22,168 K Internet Explorer
iexplore.exe *32 MALWA. .. oo 4,620 K Intermet Explarer
lsass.exe SYSTEM i 3,560 K Local Security Autharity Process -
- _—
¥ show processes from all users End Process |
|Processes: 42 |[‘PU Usage: 1% |Physi:3l Memory: 30% | o
g e —

il

30 Web Links (Zero to 1 Day Old Links):

e 29/30 Links Blocked

Missed Links:



. Eset Smart Security 7 BETA test - Notepad

File Edit Format Wiew Help

Caught Later By Behavioral Blocking, Firewall, Etc.:

6. Got Blocked

1. http://wew.simplestutils. com/products/flashvideodownload/setup. exe----4/38 virus Total Blocked
2. http://videos.e-blog.cz/playonline/video/Play_Vvideo_CTlick_Run.exe----—- 6/38 virus Total Blocked
3. http:/ wew. f1vtodvd. com/products /windows-magnifier /setup. exe---------- 3/38 virus Total Blocked
4. http://www.falcoware. com/Kiborsetup. exe-——————————————————————————————. 4/38 virus Total Blocked
5. http://waw. bjdzih. com/ff/sinart. exe-—————————— - 4 /38 virus Total Blocked
6. dl.fagdmr.com/n/3.0.9.2,/5611392 /bearshare. exg---—--—-———--—mmmmmmmom— 4,39 virus Total Missed
7. dl101.so0cdn. com/n/3.0.9.1/5835105/Mystery of Mortlake
Mans i oM, EXE——————m e m e 5/46 virus Total Blocked
8. http://france-alarme-nord.fr /wp-content /themes /twentyten/new. exe----- 11/47 virus Total Blocked
9. http://watchlivecricketlive. com/wp-content/plugins/intuit. html?
Vi ew=4MEG1QVDKGPEUCYLDW? 5T0IB5 WG - ———————————————mmmmm e 4,/39 virus Total Blocked
10. d.epubgratis.me/download/oh-jerusalen-dominique-Tapierre-epu
b?ratﬁ5.me.exe ——————————————————————————————————————————————————————— 2/39 virus Total Blocked
11. d101.faadmr.com/n/3.0.7,/5591310/gta+san+andreasmultiplayer&&
&&T;t;br /& serVer . Xe————mmm e m e m 4 /38 virus Total Blocked
12. exquisitemusic.net,/ BVpK. BXE— - —— oo oo o o e 10/38 virus Total Blocked
13. down. power-pc. co. Kr/ pwiray. @Xe———— - oo o oo 7/39 virus Total Blocked
14. http://upload. zlxkm. ru/download/10011515d73b7e7b91/2821632/
STOrm_mu%%26amp%3Bamps3Bamp%3Bampk36anpiIBampi3Bampi3Bamps3
Bamp%3Bamp%3E | t%36br /%26amp%3Bamp%36ampk 36 amp3Bamp%3Bamps3
Bamp3BampiIiBampilBampi3IBgriiIBik2 Gampi3Bampii3Bampi3IBampi3Bampi3
Bamp%3Bamp%3Bamp%3Bamp%3Bampi%3B1t%3Ebr /%26ampik3Bamp%3Bampi3
Bamp%3Bamp%3Bamp3Bamp%36anpiIBampi3Bamp%36gt%3B%26amp3Bampi3
Bamp%3Bampi%3Eampi3Bamp¥%36ampi3Bampik3BampskIBampX3Bamp3e /%3
B1t/%3Bbr%26amp¥3Bamp%:3Bampi%3Bamps3Bamp%3Bampi3Bamp%3Bampi3
Bamp%3Bamp%3Bampi3Bamp%3Bgti36,/%26ampX3Bampi3BampikIBampi3iBampi3
Bamp%3Bampik3Bampié3Bamp%36ampikIBampi3e /%369 /%3651 c_studio. zip. exe----7/39 virus Total Blocked
15. d13.dwnloader.net/tmp/13/1306F8d65702e85a660a25cad2419c0e/sb
ornik-top-100-zaytsev-net-mri-[torrentino].exe-————————————— - 2,/38 virus Total Blocked
146, ?oo le-earth. xtremedownload. com/get/file/1d/802860,/1ndex. htm
t:br/gt: 1t; br/gt; 1788888 EEEEAEEEEREEEEREEEERELEE hraF
..................... R RRERES T =1 37 8502114 BRREARALG GG
B B 14/38 virus Total Blocked
7. dls.micdls. com/p/157 /FlashPlayer /415/526--———-—————————————————————— 11/37 virus Total Blocked
18. cdn.bubbledock.es/cl/inst/bundles/Tol1Tipop/2013_06_11/L0111ip
opInstaller_nosibay_14758_ subid2.exe--——--———cmmmmmmmmm - 3/38 virus Total Blocked
19. indianloverboy.com/]avan. 8Xe-——— - o - oo oo 12/38 virus Total Blocked
20. piratebaymirror.me/vpn/download/torrent/8032988,/the. possessi
&1t; br/&gr; &1t; br /&gt; on. 2012. proper. dvdrip.
xvid-1gniti&lt; br/&gr; on. eXe————mm o s s e o 3/38 virus Total Blocked
21. down.power-pc.co. kr/pwiray. eXe—————————— - 10/37 virus Total Blocked
22. down.signkey.co.kr/cyber0l/signkey.exe—-————————————mm 11/39 virus Total Blocked
23. dl101.socdn. com/n/3.0.8,/6031071/&amp; amp; amp; &amp; amp
;amp; &amp; amp; amp; &amp; amp; amp; &amp; amp; amp; &
;amﬂ;am ; amp; &amp; amp; amp; &amp; amp; amp; gt; dutyblacko
ps2hdwal &amp; amp-————— === == m s m - 3/38 virus Total Blocked
24, fortobit.pl/Tmp/sm. X8-— - - m o e oo o 16/39 virus Total Blocked
25. multi.sofontes. com. br/al417cfeb426c353a62b655b621b2293/INsta
lar-Fonte-Gi11-5ans-MT-Negrito. eXe—————————— - —m oo 4/38 wvirus Total Blocked
26. lan2wave. com/161le8fdcs6f715bb/z. php-------——- e - 7/39 virus Total Blocked
7. brennstoffegehling. de/mv3EYAbG.exe--—-—————-———— - 13/39 virus Total Blocked
28. connect-me.de/VypR. eXe——————-m—mmmmm o 11/37 virus Total elocked
29. dl1.faedmr.com/n/3.0.9/5364761/infrarecorder.exe-————————————————————— 5/38 wvirus Total Blocked
30. emulestore.com/down/def /emuleldd6C. exXe———-—mmmm oo oo m e 9/38 virus Total Blocked



ESETSMART SECURITY 7 5323

g Object:

C:\Users\MALWARE SECURITY\AppData\Local
A\Temp\nszFD07.tmp\50d1d9d5-cf90-407c-820a-
35e05bc06f2f.exe
Threat:

a variant of MSIL/Solimba.l potentially unwanted
application

Information:

deleted - quarantined

Expires in 141 days @Rz {37

TPEDBO o

Scanned right after eset found the missed link and it found nothing in computer!
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ESET SMART SECURITY 7 v

Computer scan

Home

Smart scan - Scan completed successfully

Computer scan
User: WIN-7SBF59PBHZ1\MALWARE SECURITY

Threats found: 0

L]
@ Update Objects cleaned: 0
Time of completion: 5:04:21 PM (Elapsed time: 0:00:23)
Show log
ﬁ Setup
@ After all scans computer takes no action ¥
x Tools
Q Smart scan Q Custom scan...
o Help and support Lecal disk scan Selection of scan profile and targets to
scan
Q Removable media scan Q Repeat last scan
ﬂ Scanning of USB, DVD, CD and other Q Date and time of the last scan:
removable media 6/12/2013 4:18:18 PM
I 5can logs

# Computer scan setup...

(es[=ly Excpires in 141 days a2 T8

Hitmanpro and Malwarebytes results:




HitmanPro 3.7.6 - Build 201 (64-bit)

No threats found

Threats detected: 0

Total objects scanned: 689,169
File objects scanned: 9,536
Remnant file objects scanned: 92,755
Remnant Registry objects scanned: 586,878
Total scan time: 1m 59s

&> HitmanPro

cloud-assisted behavioral-based antimalware

Buy Now Save Log Close (7) |
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#A Malwarebytes

ANTI-MALWARE

Scanner | Pratection | Update I [uaranting | Logs | lgnare List Settings Mare Toals | Aot |
Scanner
! M alwarehytes Anti-M alware is now scanning your system. Please wait until the scan is complate.
The scan completed successlul ll
Objects scanned: 200570
Objects detected: 0 [ B The scan completed successfully. Mo malidous items were
WY detected.

Scan type: Quick scan

Time elapzed: 58 second|s]

Ok |

Currently scanhing:

The scan completed successfully. Mo malicious iterms were detected.

Main Menu |

-

— ——

Malware Pack Containing 778 Files (3 to 4 Day Old Files):
e 745/778 = 95.76%




M 2013.06.09_tommy_777

=101 %]

{ ‘@_C)v | |~ 2013.06.09_tommy_777 + 2013.06.09_tommy_777 > k&5 | Search 2013.06.09_tommy_777

.
=1l Recent Places

Organize *  Indudeinlibrary *  Sharewith * Burm  Mew folder = ~ [ @
. -~ . -
R — MName | Diate modified | Type | Size |
P Desktop [#l | !tommyklab 9142012 6:00 PM Internet Shortout 1KB
4 Donriacs Bl @ computer scon-cocv smareseaury

i Computer scan
- Libraries —
| Documents L
o) Music 0 Scan completed successfully
=] Pictures LI Scan completed in 17 minutes and 43 seconds. (i
B videos
L -
MNumber of scanned objects: 3468
—"  Number of infected objects: 849
H
‘% emegreup L |1 Number of cleaned objects: 850
1%/ Computer - C:\Users\MALWARE SECURITY\Desktop\2013.06.09_tommy_777\2013.06.09_tommy_777\FEAD416F376159757437B56794D7 = |
| L% | cUsers\MALWARE SECURITY\Desktop'2013.06.09_tommy_777\2013.06.09_tommy_777\FEAD416F976189757437B5B794D:
€l Network []1 | CUsers\MALWARE SECURITY\Desktop'2013.06.09_tommy_777'2013 06.03_tommy_777\FEA0416FI76189757437B56794D:
| C\Users\MALWARE SECURITY\Desktop'\2013.06.09_tommy_777\2013.06.09_tommy_777\FE29E145FF3CDT6ERGE306F2E831
- C:\Users\MALWARE SECURITY\Desktop\2013.06.09_tommy_777\2013.06.09_tommy_777\FE29E145FF3CD76E666306F 2683
LIt c\Users\MALWARE SECURITY\Desktop!2013.06.09_tommy_777\2013.06.09_tommy_777\FE29E145FF3CD76E666306F 2683t
| 1¢ | ©\Users\MALWARE SECURITY\Desktop'2013.06.09_tommy_777'2013.06.09_tommy_777\FDBA25FIEBIARS C04EEL6 CB2ES2
[]1 | C\Users\MALWARE SECURITY\Desktop\2013.06.09_tommy_777\2013.06.09_tommy_777\FDBA25FOEBIAB3 CO4EE16CB2ED2
|| C\Users\MALWARE SECURITY\Desktop\2013.06.09_tommy_777\2013.06.09_tommy_777\FDBA25FOEBIAR3CO4EE16CB2ED2
| - -
LIt 4 | | )l
33 items
oK
,\ 1:45PM
A E @D ;=
5 Star Rating:
e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 0/1 Star
e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 1/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star

Stars

Summary:
Advantages:

4/5



Good Web Blocking

Good Detection Rate

Behavioral blocking is good from blocking only 1/1 missed file!
Not heavy on the system

Easy user interface, even though it’s the same as Eset Smart
Security 6

Disadvantages:

e Still high on the ram usage from last version
o Some files require restarting the computer when cleaning

According to my review, eset has done well. Since it’s only in beta, | hope they cut
down on ram usage.

Thanks for reading!



