TrustPort Internet Security 2013 (Updated and Changed one

thing in Settings, look under disadvantages, bottom page)
Malware Security

User Interface:

@ TrustPort Internet Security 20

PROTECTED against viruses . PROTECTED against hackers

W E X & @ & U

OnAccess Application Email Scanner Parental Lock Web Scanner Use Firewall Check For
Scanner Inspector Rules Updates

Antivirus Network General Settings

Buy this software.

Help | About | Open advanced configuration



ﬁ TrustPort Interne_t Security

. Shields
Real_'l'lme Pro.tectlon Enables the changing of basic shield settings which together serve by
Email Protection protecting your computer. Each of them protect individual areas of potential
Firewall attacks.
Web Browsing Protection
Application Inspector Real Time Protection
- Access Control Provides realtime protection against viruses and malicicus software by
Parental Lock examining all performed file system operations.
Settings
- Antivirus Email Protection

On-Demand Frotection This shield checks viruses, malware and spam in e-mails during POP3 protocol
Internet Protection downloading.

Quarantine
Scheduler
Engines

Firewall

Firewall protects the computer by checking all network connections of the
Update computer with the neighbourhood network,
Advanced Settings

[=]-Logs and Results
Firewall

Antivirus

[=1- Network Utilities
MNetwork Statistics
Traffic Watcher Application Inspector

Checks the behavior of applications and verifies potential harmful operations.

wWeb Browsing Protection
Protects against viruzes and malware during internet browsing and during
downleading of files.

Ping

Whols

[=- Advanced Settings

Language

Proxy

Configuration Maintenance
=~ About and Licenses

License Information

About

el Show categories placed in the tree for easier orientation Zpply

System Memory:

e 6 Running Process
e 85.5 Megabytes of Ram
¢ Not slow on the system



RI=IE

File Options  VWiew Help

.npplimtions Processes |5ervices I PerFormanceI MNetworking I Users |

Image MName | User Mame | CPU | Memory (... | Description = | :I

svchost.exe SYSTEM oo 2,060 K Host Process for Windows Services

taskhost.exe MALWARE SECURITY o0 2,332K  Host Process for Windows Tasks

lsass. exe SYSTEM i} 2,928 K Local Security Authority Process

lsm.exe SYSTEM oo 1,216 K Local Session Manager Service

msdtc.exe METWORK SERVICE a0 2,816 K Microsoft Distributed Transaction Coordinat. ..

SearchIndexer.exe SYSTEM i} 2,708 K Microsoft Windows Search Indexer

System SYSTEM 02 60 K NT Kernel & System

System Idle Process SYSTEM 27 24K  Percentage of time the processor is idle

SErVICES, ENE SYSTEM i} 3,904 K Services and Controller app

spoolsv.exe SYSTEM oo 5,472 K Spooler SubSystem App

taskeng.exe SYSTEM an 1,204 K Task Scheduler Engine

TPAutoConnect.exe MALWARE SECURITY oo 2,392 K ThinPrint AutoConnect component

TRAutoConnSve,... SYSTEM [ula] 1,960 K ThinPrint AutoConnect printer creation service

avoom,exe *32 MALWARE SECURITY a0 1,344 K TrustPort Antivirus Communicator

gozer.exe *32 SYSTEM oo 7,476 K TrustPort Antivirus Internet Scanner

tpmgma.exe *32 SYSTEM &4 10,304 K TrustPort Antivirus Management Agent

avas.exe *32 SYSTEM s} 2,816 K TrustPort Antivirus On-access Scanner

avss.exe 32 SYSTEM [ula] 57,540 K TrustPort Antivirus Scanner Service

tptray.exe *32 MALWARE SECURITY [ula] 4, 772K TrustPort Tray

vmtoolsd.exe SYSTEM i} 4,588 K VMware Tools Core Service o

vmtoolsd.exe MALWARE SECURITY 0o 6,488 K VMware Tools Core Service

explorer. exe MALWARE SECURITY 0z 11,312 K Windows Explarer

winlnann swa SYSTFM nn 1 744K Windmwe | nnnn Annlicatinn ;I
[v show processes from all users End Process |

|Pro::esses: 42 |CPU Usage: 73% Physical Memary: 26% 4
= = ¥

30 Web Links (Zero to 1 Day Old Links):

e 27/30 Links Blocked

Missed Links:




=]

http://www. un-jeu-par-jour. com/toolbar/

telecharger. php?&amp?3Bamp /%3Eamp /% 3IB&amp%3
Bamp,/%3Bamp,/%3B&amp%3Bamp /%E3Bamp,/%3IB&amp*3
Bamp/%3Bamp,/ %369t/ /%362 1027 &amp%3Bamp /%3
B1t/%%Bbrf&amq%%samp{%%sgtﬂ%335_eva1.exe ———————————————————————— 6/39
http://ww35. cloudnanoconnnection. info/

version/xtasks. php?1_10065_1_fabbctal-
c573-4eal-9cal-50004b35a440_5.1%

202600%205P3. 0_en-us_iexplore_

17.3.2011%2019:1:41_9d-——————— e 5/39
http://upload. xcnvi. ru/download/
106065194077a2c519,/2902016,/chit_na_%26amp%3
Bampf3Bampi3Bampi3Bampi3Bampi3Bampi3Bampi3Bampis3
Bampf3IBamp33Bampi3Bampi3iBampi3Bampi3Bampi3Bampis3
Bamp%3Eamp%3Bamp,/%3Bamp /%3Bamp /%3Bamp 2361t /%3

Bbr /%26amp%36ampi3Bampi3EampX3Bamp%3Eamp3Eamp®3
Bampf3Bamp#3Bampi3Bamp¥3iBampi3Bampi3Bampi 3B ampi3
Bamp¥%3Bamp¥%3Bampi3Bamp®3Bamp,/%3Bamp /%36amp /%3

Bamp/%36gt /%3Broll_dlya_wvov_3_3_5a.zip.exe————————————————ommm— 7/39
http://un-jeu-par-jour.com/toolbar/
telecharger. php?&amp; amp,/; amp,/; &amp; amp/; amp,

;&amp; amp/; amp,/; &amp; amp/; amp,/; gt//; 2F1027&amp
;ampf;1t/;brf&amp;ampf;?tf;5_eva1.exe ——————————————————————————— 5/39
http://s7.ziphost.org/dl/6fclcd58-d405,/%26amp%3

Bamp%3EAti ldeX3B%26amps3Eamp*3Bmacr %36%2 6amp3IBamps3
BACTrci%3B%26ampi3BampiiBiquest®3Bk26ampiIBampi3
BACTrC%3B%26ampXk3Bamp%36Tracl2%3B%26ampik3Bampi3

BAT1 1de%3B%26amp%3Bampi3Bmacr%36%26ampi%3Bamps3
BACTrc%3B%26ampXk3Bamps36iquest®3B%26ampi%3Bamp3
BACTrci%3Bk2Z6ampi3BampiiIBfracl2%3e%26ampikIBampi3

At Tde¥%3B%26ampi3Bampi3IBmacria3pk2eampiisampiiBacircil
Bi#26ampi%3Bamp%36iquest®3B%26ampk3Bampi3BAacirck3
B%26amp%3BampX%3BTracl2%3B%26amp%3Bamp®%3BAti Tde%3
B%26amp%3EampXk3Bmacri3Bi26ampikIBampik3BAcirc®l
B%26ampik3Bamp®3Biquesth3Bk2 6ampXIBampi3BAcircil
Bi#26ampik3BampX3eTracl2%3B%26ampik36amp®:36Aatilde®3
B%26amp%3EampX%3BEmacr%3B%26ampik3Bampi3BAcirc3
B%26amp%3Eamp%36iquest®3B%26ampX3Bampi3BAcirc®l
B%26ampik3Bamp®IBfracl2%3e%2 6amp¥IBampi3BAti 1de%3
Bi26ampi%3BampX%3IBmacr3Bx26ampiIBampi3BACircil
Bi#26ampik3Bamp%36iquest®3BH26ampik3Bampi3BAcirck3
B%26amp%3BampX3BTracl2%3B%26amp%3Bamp®%3BAtiTde%3
B%26amp%3Bamp%3Bmacri3Bk2 6ampik3BampkIBAci rc%3IB%26ampi3
Bamp%3Biquest®3IBk26ampi3Bamp®3BAcirc®%3B%26ampi3

BampX%3Bfracl2¥3B. exe————————— - mmm e 6/38
d1.fTaedmr.com/n/3.0.9.1/6706712/Malwarebytes

ANti-Malware, exe———— e e 5/47
http://iekeyword. com/app/?prj=4&pid=1etl&mac=08002797
dafa&logdata=MacTryCnt :0&code=default&ver=1.0.0.6-—————————————— 3/39
dls.nicdls. com/p,/151/FlashPlayer/338/447 /v. 148798340b--—---—-——- 6/38
dl.faedmr. com/n/3.0.9.1/8446257 /Wifi auditor.exe--—————c——eeuo 3/38

hotfile.com/d]/226604931/669c5ef /adgd. exe—-——————————————— o 9/39
dl1.fagdmr.com/n/3.0.9.2/8192306/iTunes. exe-———————————————————— 6/38
d1.fagdmr.com/n/3.
d1.faedmr.com/n/3.
d1.fagdmr.com/n/3.
d1.faedmr.com/n/3.
d1.faedmr.com/n/3.
d1.faedmr.com/n/3.
d1.fagdmr.com/n/3.
d1.fagdmr.com/n/3.

.2/5362831 fwindows Live Messenger.exe----- 3/38
.1/7147968 /YouTube Catcher.exge-———-—-————- 5/47
.2/6795432 /CmapTools. exe-—————————————————— 6/38
L1/7447518/QuickTime. exe—————————mm——— - 6/38
.1H60304QEKD£ ProMixer. exg-———————————— - 5/47
.1/8481119/5kype. exe-————————————— oo 5/38
L2/6793397 /XAMPP. eX@-—mmm e 6,/37
L2/5364701 /CutePDF Writer.exe————————————- 3/39
d1.faedmr.com/n/3. .1/8443435/Counter strike.exe-————————-———-—- 3/38
d1.fagdmr.com/n/3. .2/5610583/aTube Catcher.exe-————--eeeeu 3/39
indianloverboy. com/lavan. exe—-——————————— - 12/38
dl.faedmr.com/n/3.0.9.1/6706677 /CCleaner. exXg——————————— - ——— 6/38
cfile204. uf. daum. net/attach/16083B4750B31BCE1107B3 - ——————————— 6/38
d1.fagdmr.com/n/3.0.9.2/5363357 /pcsx2.eXe—————————————————————— 6/38
d1.fagdmr.com/n/3.0.9.2/5364722/Microsoft office 2010.exe-—-——- 4/39
dn.binsetup. com/130611/5Too]l__5D22. eXe-———————————————————————— 7/37
d1.fafdmr.com/n/3.0.9.2/5588756/vietkey. exe-——————————————————— 5/37
dl.faedmr.com/n/3.0.9.1,/6962358 /ultrasurf.exge-———————moeoec 6/38
dl.fafdmr.com/n/3.0.9.2/4796928 /cmailserver.exXg-————————————eu— 6,/39
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Caught Later By Behavioral Blocking, Firewall, Etc.:

1. Blocked- Firewall
8. Blocked- Firewall

Hitmanpro and Malwarebytes results:

HitmanPro 3.7.6 - Build 201 (64-bit)

Mo threats found

Threats detected: ]
721,556
objects sc 7,213
Remnant file ohjects scanned: 99,265
Remnant Reqgistry objects scanned: 615,078
Tatal scan time: 1m 245

& HitmanPro

cloud-assisted behavioral-based antimalware




gt Malwa rebytes

ANTI-MALWA

Scanner | Pratection I Jpdate I Guarantine I Logs I Igrore List I Settings tore Toolz I About I
Scanner
e Below iz a list of malicious oftware found on wour spztem. Cloze all unneceszany applications o ensure successful threat removal,
I Wendor Cateqaory Item Other
‘@ Adware.DomalQd File CAlzersibalwaRE SECURI T Appl atabLocalsTemphD.
Remove Selected | |griare Save Log | b it M enu |

o Malwarebytes detected the infection that was not caught later by
TrustPort Internet Security 2013

Malware Pack Containing 778 Files (4 to 5 Day Old Files):

o 762/778 =97.94%



P 2013.06.09_tommy_777 =101 x|
T, .
L ,‘V| .+ 2013.06.09_tommy_777 + 2013.06.09_tommy_777 - £ | Search 2013.06,09_tommy_777 F=)
Organize *  Indudeinlibrary +  Sharewith = Burn  New folder =~ i @
S Favorites MName Date modified « | Type Size | |
Bl Desktop [#| 'tommyklab 9/14/2012 £:00 PM Internet Shortcut 1KB
4 Dowrlloads || 38E21ADABS27809730B2FFFEDEGSASD 1 6/8/2013 6:00 PM File 2,259 KB
1=l RecentPl
= PErent Places || 5596DSFE44C 38 170A 133AF 7ECCEDFAAD §/8/2013 6:00 PM File 23418
o || 995278791114F8BA453FFCO2FESS097 1 &/8/2013 6:00 PM File 725 KE
= Libraries
% Documents || C520EC3326035F548631AA42ETBI4E 34 &/8/2013 6:00 PM File 256 KB
& Music || 17E44D37D 5532 16D AEF 7435480799660 6/9/2013 £:00 AM File 729 KB

= Pictures [l " TrustPort Internet Security 2013
B2 videos

On-Demand Scanner

-ﬂa- Homegroup

. 44 Status: Finished, but some infection remains.
18 Computer - Directory:

. LIcH Target: C:\Users\MALWARE SECURITY\Desktop2013.06.09_tommy...
€l Network | |oE

On the whaole 1400 files were scanned, 792 infections were found and 762 of

|_|EA them were successfully solved.

[ shutdown automatically after the scan has been completed

About Manual

j 16 items

5 Star Rating:

e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:
e 1 Star: 24/30 Web Links, 80%:

e 1 Star: Detection 85%+:

e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:

1/1 Star
0/1 Star
1/1 Star
1/1 Star
1/1 Star

4/5




Advantages:

Not even slow on computer

Really easy user interface

Does detecting and cleaning at the same time and its quick!
Good on blocking links

Good on behavioral blocking

Detection rate is good even if pretty old files

Disadvantages:

e Pretty high on ram usage

e When scanning pack of malware, it doesn’t delete the files it
detects, it renames it which is weird, so you have to go under
settings and click on-demand protection, and you have to change
it to “Quarantine Files.”

According to my review, Trustport did well against all the stuff | threw at it.
The only thing I found that didn’t please me was the whole “renaming files,”
so when you guys buy this product, change it to “quarantine files” under on-
demand protection. That’s the only thing | changed in Trustport settings to
make it not default settings. | would recommend this product.

Thanks for reading!



