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M Settings

w

- Updates

- Account
Real Time Antivirus

- File

= E-mail

- Infections

- Browsing

- Advanced
Firewall

- Subnets

- Security

- Logging

- Alerts
Spamfilter
Parental Control
Vulnerabilities
Backup or Restore
PC Tune Up
Game Mode

System Memory:

Startup
(¥ Run at Windows startup
[¥) Minimize at startup

¥ Enaolz Commurication scrazn

Password protected settings

[ Protect important settings with your account password

Self protection

[+ Allow BullGuard to protect its components against termination
Notification level

7] Minimize notifications

Default general settings

Proxy connections

GLEoxy.setings

e 5 Running Process
e 48 Megabytes of ram running
Not heavy on the system at all!




_ioix
File Options  Wiew Help
.Applimtinns Processes |Servioes I Performance I Metwarking | Users I
Image Mame | User Mame | CPU | Memory (... | Description =~ =
BullGuard.exe MALWARE SECURITY 50 10,956 K BullGuard
BulGuardBhvScan... SYSTEM a0 5,352 K BulGuard Behavioural Detection
BullGuardScanner... SYSTEM ] 26,852 K BullGuard Scanner
LitleHook.exe *32  MALWARE SECURITY Qo 612K BullGuard Spamfilter Loader Helper
BullGuardUpdate.... SYSTEM oo 3,476 K BullGuard Update
CSrss.exe SYSTEM g 1,376 K Client Server Runtime Process
CSrS5.8Xe SYSTEM uin} 1,312K Client Server Runtime Process
dihost.exe SYSTEM ] 3,662K COM Surrogate
conhost,exe MALWARE SECURITY [ili} 860K Console Window Host
dwm.exe MALWARE SECURITY oo 1,364K Desktop Window Manager b
svchost.exe MNETWORK SERVICE oo 6,164 K HostProcess for Windows Services
sychost.exe SYSTEM a0 2,872 K  Host Process for Windows Services
svchost.exe NETWWORK SERVICE ] 3,036 K Host Process for Windows Services
svchost.exe LOCAL SERVICE ] 10,620 K Host Process for Windows Services
svchost.exe SYSTEM oo 105,608 K Host Process for Windows Services
svchost.exe SYSTEM oo 166,976 K Host Process for Windows Services
sychost.exe LOCAL SERVICE a0 7,080 K Host Process for Windows Services
svchost.exe LOCAL SERVICE ] 6,724K Host Process for Windows Services
svchost.exe SYSTEM ] 1,440 K Host Process for Windows Services
svchost.exe SYSTEM oo 43,328 K Host Process for Windows Services
svchost.exe SYSTEM oo 2,496 K Host Process for Windows Services
sychost.exe SYSTEM a0 2,216 K Host Process for Windows Services
surhnst Bve SYETEM nn 2 TNAK  Hnst Bracess far Windows Servires ﬂ

v show processes from all users

End Process |

|Processes: 50 CPU Usage: 100%6 Physical Memory: 34%

30 Web Links (Zero to 1 Day Old Links):

e 24/30 Links Blocked

Missed Links:



1. http://zalil.ru/34580882/3T974ede. 51bbdc98 /works. exe-———-———————————— 3/39 virus Total Blocked
2. forraiterburkolatok.hu/-------------eooo - 9/38 virus Total Blocked
3. http://wew.un-jeu-par-jour. com/toolbar /telecharger.
php?&amp; ampampgt; /2f10275_e&amp;
ampamETt;brf&amp;ampampgt val.exe—-—————————- - 6/39 virus Total Blocked
4, w-min enberg.defgenea1o?1efberufk htm--——— 4/32 virus Total Blocked
5. wbk-ag-viersen.de/Dyska ku11efPr0]ektf1ndex htm--—-——-——— o 9/39 virus Total Blocked
6. wvis-dev.co.uk/countytrailers/-————-—-—-——————— e~ 10/37 wvirus Total Blocked
7. wina3.it/sfearsite/unimo/progettazionesw. htm----——————-——————— - ———— 5/33 virus Total Missed
8. wverlagsgemeinschaft-augsbuch.de/inhalt_fuchs. htm-----—----—-—- - 7/38 virus Total Missed
. uthia.co. kr/bbs/data/landscapel/sajinga_index_105. thumb------———————- 9,/39 virus Total Blocked
10. unilab. com.cn/ep. htm--————— === — 8/33 wvirus Total Blocked
11. bravedecisions.nl/---————----""----——-——.C—.— . — ——,—.—(— — 6/34 virus Total Missed
12. temf8.qir/tem/zeos/zeosPjfn. js--———--—--—-— - 7/38 virus Total Blocked
13. techcom.com.s5g/————————— == 5/39 virus Total Blocked
14. ncrieo. com. cn?guorong.htm ——————————————————————————————————————————— 4/32 virus Total Blocked
15. spreekuurpsgcho?oo g.nl/discus?p=discus—-—------"o 7/32 virus Total Blocked
16. http:// urkasaw11ng com/menu. php?PHPSESSID=
ae6247669SEbObaleQldEDdbzfﬁfdec ———————————————————————————————————— 7/38 virus Total Blocked
7. http://www.website-force. com/zip/Freecam. exe-—————————————————co—— 3/38 virus Total eBlocked
18. http://wew. pokerwinningvideo. com/products/youtubegrabber /setup. exe--6/38 virus Total Missed
19. http://www.fullscreensavers. com/download/candles. exe--—————————————— 3/47 virus Total Blocked
20. http://www.1800s50ft. com/products /youtube-videos-download/setup. exe--3,/38 virus Total Missed
21. http://tk. wangyuehd com/soft/skycn/youkuspeed. zip_1. exe--——-———-———- 3/47 virus Total Blocked
22. mspetersberg.de/res/110n. js----———————— - 5/32 wvirus Total Missed
23. mostwatched.wsfcoins—paper—moneyﬁgub11catﬁ0n—supp11es.htmT —————————— 8/38 virus Total Blocked
24. biomar.de/schnellteste/fetales_Fibronectin/40630_quikCheck. htm]----- 3/30 virus Total Blocked
25. bg.neteasy.pl/power.htm]-——-——-——— - 5/39 virus Total Blocked
26. 217.144.192_3/~martatusia/overcoming.htm]l-——-———-------——- - 8/38 virus Total Blocked
7. 210.212.83.242/ddn/main. htm--—-——-—--—--——------—— - 5/32 virus Total Blocked
28. list.lpi.org/pipermail/lpi-australia.mbox/lpi-australia.mbox----—-—-- 3/38 virus Total Blocked
29. kiengiang.vnpost.vn/CuocDTTN. htm------——-——— e 3/33 virus Total Blocked
30. jpkc.nefu. edu. cn/zwx/get /hebenke,/071809690. htm-------—-—————————————— 4/33 virus Total Blocked

Caught Later By Behavioral Blocking, Firewall, Etc.:

20. Got Blocked
22. Was a missed web, but the file was not bad, 0/47 Virus Total.

Hitmanpro and Malwarebytes results:




HitmanPro 3.7.6 - Build 201 (64-bit)

No threats found

0
730,457
] 8,132
Remnant fi 5 scanned: 103,144
Remnant Registry objects scanned: 619,181
Total scan time: 2m 10s

& HitmanPro

cloud-assisted behavioral-based antimalware




¢ud Malwarebytes

ANTI-MALWARE

Seanner | Protection I Update I Huarantine I Logs I Igraore: List Settings More Toals I About I

Scanner
! M alwarebytes Anti-b alware iz now zcanning your system. Pleaze wait until the scan is complete.

The scan completed successfulm x|

Ohjects scanned: 203330
Objects detected: 0

{ . | The scan completed successfully. Mo malidious items were
W detected.
Scan twpe: Quick scan

Time elapzed: 2 minute(z), 26 second|

OK |

Currently scanning:

The zcan completed succezsfully. Mo malicious items were detected,

Main Menu |

——

Malware Pack Containing 111 Files (2 to 3 Day Old Files):
e 84/111 = 75.68%




Name Date modified ~ Type Size

.{ Favorites
B Desktop B4 6/11/2013 1:32PM  Application 71KB
i Dowrloads 2 6/11/2013 1:40PM  Application 379kB
Ml Becent Places & 6/11/2013 1:40PM  Application 159 KB
=5 (iraries Q 3 6/11/2013 1:41PM Application 2,772KB
B Goaumeriis 30 6/11/2013 1:41PM  Application 213kB
.J’ Music 1= 42 6/11/2013 1:42PM Application 88 KB
B Pichres ™ BullGuard Scan - 718
B videos . 192KB
93KB
t@ Homegroup 1,355 KB
18 Computer 1,511KB
1,148KB
% The selected locations are now clean.
€ Network BullGuard fixed 84/84 issue(s). 1,515KB
View Log Close 945 KB
2,032KB
27 items
5 Star Rating:
e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 1/1 Star
e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 0/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star
4/5

Stars

Summary:
Advantages:

Easy User interface

Fast update

Good on web blocking
Light on ram usage

Good behavioral blocking

l4



Disadvantages:

e Detection should’ve been better since files are 2 to 3 days old, but
nothing major!

e Detecting files is quick, but cleaning takes awhile!

e Detecting phishing sites should be a little better to make it perfect!

According to my testing’s, it almost got 5 of 5 star if it would’ve detected 85%-+.
The internet security suite is good and | would recommend it to users!

Thanks for Reading!



