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£ 360 Internet Security 2013

Protecting your system

Computer Protection is on
e o028
Files monitored: 251

Computer Protection Internet Protection Privacy Protection

File Real-time Protection ON - URL Filtering m:l Anti Keylogger
USB Protection ON - Download Protection m:l Webcam Protection No Webcam
Proactive Defense oN

Blocked virus threats: 0 Blocked malicious websites: 0

Blocked files download: 0

tngines: YEIE]

Version: 4.1.0.4031(64-bit) Database: 2013-06-13 Update www.300safe.com
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& Update
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O, Scan
m @ Antivirus
@ Proactive Defense
El Whitelist

[ Do Mot Disturb

System Memory:

General

Launch 360 Internet Security 2013 when the computer starts

Add 260 Internet Security 2013 to right-click menu

Join 360 Cloud Security Program Details
| Automatically send crash reports to 360 Details

Self-Protection
Prevent malware from damaging 360 Internet Security 2013

. £
@ Self-Protection is on B

Scheduled Scan
[] Enable Type: ||Quick Scan

. |
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O 25 [12:43 =

e 5 Running Process
e 40 Megabytes of ram
e Not heavy on the system!



L=
File Options Wiew Help
| Applications  Processes I Services | Performance | MNetwaorking I Users I

Image Name | User Name | CPU | Memary (... | Description = -
wisptis.exe MALWARE SECURITY 0o 84K
360sd.exe MALWARE SECURITY [ulx] 1,348 K 380 Internet Security 2013
360sdupd.exe *32  MALWARE SECURITY [ulx} 5,000K 360 Internet Security 2013 Antivirus
ZhuDongFangYu.... SYSTEM iy} 4,124¥ 360 Internet Security 2013 Cloud Security
360Tray.exe *32 MALWARE SECURITY 08 5,420 K 380 Internet Security 2013 Proactive Defense
360rp.exe MALWARE SECURITY [ulx] 22,344K 380 Internet Security 2013 Real-time Protec...
CSr55. 28X SYSTEM s} 1,260K Client Server Runtime Process
CSIS5,8eXe SYSTEM [ulx] 1,236 K Client Server Runtime Process
dihost.exe SYSTEM a0 3,420 K COM Surrogate
conhost.exe MALWARE SECURITY o0 676K Console Window Host
dwm.exe MALWARE SECURITY iy} 1,208 K  Desktop Window Manager —
svchost.exe SYSTEM Qo 2,752 K Host Process for Windows Services
svchost.exe MNETWORK SERVICE a0 2,952 K Host Process for Windows Services
sychost.exe LOCAL SERVICE a0 10,704 K Host Process for Windows Services
sychost.exe SYSTEM 02 82,572K HostProcess for Windows Services
svchost.exe SYSTEM Qo 11,896 K Host Process for Windows Services
svchost.exe LOCAL SERVICE a0 6,412 K Host Process for Windows Services
sychost.exe MNETWORK SERVICE a0 5,304K Host Process for Windows Services
sychost.exe LOCAL SERVICE iy} 6,260 K HostProcess for Windows Services
svchost.exe SYSTEM a0 9,312K  Host Process for Windows Services
svchost.exe LOCAL SERVICE a0 2,876 K Host Process for Windows Services
taskhost.exe MALWARE SECURTTY iy} 2,036 K HostProcess for Windows Tasks
lezee ave SYSTEM nn 7 RANK | aral Samority dntharite Procees :I

V¥ show processes from all users End Process |

|Processes: 45

[cPU Usage: 12%

|Physim| Memary: 25%

30 Web Links (Zero to 1 Day Old Links):

Missed Links:

13/30 Links Blocked




Links.txt - Notepad =loix|
File Edt Format View Help
1. xxx-files. de{rezepteljrezeﬁ,\t_l??o. html 9/32 virus Total Missed ;l
2. tem98.ir/tem/yasin/sklonnflh. js 4/39 virus Total Blocked
3. po]'itekn'ikung u1.ac.'id,fpenEumumaanOlleJ'iburakh'irtahun.htnﬂ ————— 3/33 virus Total Missed
4. pns-ltd.co.u ?so'lochofer;’u . html 5/38 virus Total Missed
5. ontwheelchairsports.org/new/shop,/1 JI'FCS'i ue. js 7/39 virus Total Blocked
6. officinafitness.it/officinag/default. asp?pn=20 5/33 virus Total Missed
7. naumann-cleve.de/support/jquery/js/jquery.js 8/38 virus Total Missed
8. dailypostinternational. com.pk/about. html 9/39 virus Total Missed
9. dailyuniversal. com. pk/ 7/32 virus Total Missed
10. aic-eu.it 4/32 virus Total Missed
11. sznaucer-figa.nd.e-wro.pl/obrazki/puzzle/fi gus‘i al0. exe-———-—---—- 15/34 wvirus Total Blocked
12. 11.duote. com. cn/papawnagshangyoulaingkdie. zip 7/33 virus Total Blocked
13. 79.96.9.205 5/39 virus Total Missed
14. 168mm. info/jjv.js 6/33 virus Total Blocked
15. 219.239.88.67 /anewl98.d11 8/33 virus Total Blocked
16. naturheilpraxis-bellersheim.d 6/39 virus Total Missed
7. unilab.com. cn/1. htm 7/32 virus Total Missed
18. sznaucer-figa.nd.e-wro.pl/obrazki/puzzle/figusialo. exe-——————--- 15/34 virus Total Blocked
19. gml23. com.cn/shuazhuaqgi.rar 2/29 virus Total Blocked
20. pkuEh.com.cn/med'iC'ine yxj¥/edu/1ndex.htm?PHPSESSID

=cfb3cf78807eb378fefc1257529026b&PHPSESSID

=f921b606160382994e8e07 8144691 4/39 virus Total Missed
21. paginas.fe.up.pt/~mgi97014/essay. doc 4/39 virus Total Blocked
22. ifrane.org/wp-content/plugins/1ightbox-2/1ightbox. js—-———-—-—---—- 9/39 virus Total Blocked
23. cmswordpress.be/wp-content/

themes /pix-cmswp/includes/js/general. js 8/39 virus Total Blocked
24. apmp. com.my, 4/32 virus Total Missed
25. wvibratore.it/blog/wp-includes/js/comment-reply. js—-—————————————- 4/39 virus Total Blocked
26. http://www.watchshared. com/mostviewed/videos/Play_video2011. exe--7 /38 virus Total Blocked
7. ncrieo.com.cn/suorong. htm 4/32 virus Total Missed
28. rayfile.org/Fs2you.org. cn_resume.rar 3/33 virus Total Missed
29. verlagsgemeinschaft-augsbuch.de/inhalt_fuchs.htm---——-————-————— 7/38 virus Total Missed
30. vis-dev.co.uk/countytrailers/ 10/37 virus Total Missed
< o

Caught Later By Behavioral Blocking, Firewall, Etc.:

Since all the missed links are web links and not files, no files were

left behind, so I’'m going to execute files from the malware pack to

see if Behavioral blocking works!

I’'m only going to run 6 files from the 52 files it left behind from the

450 files of 0 day malware pack.

It only blocked registry changes and not blocked files, which means

the files executed without a problem.




#ub Malwarebytes

MALWARE

Scanner | Pratection I Update I Huarantine I Logs I Igriore List Settings tare Toolz I Ahout I

Scanner

o Below iz a list of malicious software found on your syztem. Cloze all unnecessary applications to ensure succesziul threat remaorval,

'@ Backdoor.Age.. Fie
‘@ijan.ﬁgent File
‘@ijan.ﬁgent File

'@ Trojan.Agent temary Process
'@ Malware. Trace  Reqisty Key
'@ Malware. Trace  Registy Fey

I Wendor Category Item Other
'@ Trojan.Agent File iU zers\MALWARE SECURITY appD atatLocalhTemphoviies. exe
'@ Trojan.Agent Memary Process iU zerstMALWARE SECURITY appD atatLocalhTemphoviies. exe B77E8

CoilserstMALWARE SECURITY & ppD atatLocah TempMSDCS Chmedosc. ave
ChUgersiWalwWaRE SECURITY & ppD atatRoaming aHDAT A, exe
ChUsgersiMALWARE SECURITY & ppD atatRoamingsticrosoftesplore. exe
CAUzershMALWARE SECURITY & ppD ataiF oaming Microzofthesplore. exe 19872
HECUNS oftwareDC3_FEXEC

HECUYS oftware'WB and YEBA Program Settingsh\SrvlD

| | |
Remove Selected | lgrore Save Log | tdain Menu |

Hitmanpro and Malwarebytes results:

e Hitmanpro found 0 things from the 30 links I tested!




HitmanPro 3.7.6 - Build 201 (64-bit)

No threats found

0

729,114

8,083
Remnant fi cts scanned: 102,383
Remnant Registry o 618,648
Total scan time: 4m 9s

&> HitmanPro

cloud-assisted behavioral-based antimalware

T

e Malwarebytes found 0 things from the 30 links I tested!



@b Malwarebytes

ANTI-MALWARE

Scanner | Pratection I Update I Quarantineg | Logs | lgnare List I Settings I tare Toals I Ahaut I

Scanner
!  alwarebytes Anti-balware is now scanning your system. Please wait until the scan iz complete.

The scan completed successfully.
Objects zcanned: 202780
Objects detected: 0

Scan type: Quick scan

Time elapzed: 1 minute(z], 53 zecond(z)

Currently scanning:

The zzan completed successfully, Mo malicious items were detected,

Main Menu |

Malware Pack Containing 450 Files (0 Day Old Files):
e 398/450 = 88.44%




£ 360 Internet Security 2013

. Favorites
Bl Desktop
& Downloads
5l Recent Places

- Libraries
@ Documents
as Music
[E5] Pictures
B videos
& Homegroup

j-;l Computer

“j MNetwork.

l 52 items

P o ey o @ Resolved all detected threats

| Scanned: 664 Detected: 410 Unresolved: 0 Time elapsed: 00:01:24
EThreat Type Suggestion Status
=l CA\Users\MALWARE SECURITY\... HEUR/Malware.QVMO3.... Repair File deleted
J_"f { ChUsers\ MALWARE SECURITY\... HEUR/Malware. QVIMOG.... Repair File deleted
| ChUsers\ MALWARE SECURITY\... HEUR/Malware. QVML0.... Repair File deleted
; ChUsers\MALWARE SECURITY\... HEUR/Malware. QVMOG.... Repair File deleted
E: ChUsers\MALWARE SECURITY ... Gen:Variant.Kazy. 71740 Repair File deleted
(! i Ch\Users\ MALWARE SECURITY\... Trojan.Generic.8373465 Repair File deleted
;: ChUsers\MALWARE SECURITY\... Gen:Variant.Kazy.182348 Repair File deleted
D ChUsers\MALWARE SECURITY\... Gen:Variant.FakeAlert.125 Repair File deleted
': ChUsers\MALWARE SECURITY\.... Gen:Variant.FakeAlert.125 Repair File deleted
| ChUsers\MALWARE SECURITY... Gen:Variant.Symmi. 20471 Repair File deleted
!: Ch\Users\ MALWARE SECURITY\... Gen:Variant.Kazy. 183322 Repair File deleted
| B ChUsers\MALWARE SECURITY\... Gen:Variant.Kazy.162760 Repair File deleted
ot ChUsers\MALWARE SECURITY\... Gen:Trajan.Heur.DMP.rr... Repair File deleted
B

| E

5 Star Rating:

Stars

Summary:

1 Star: User-friendly: 1/1 Star

1 Star: Low Ram Usage, 60mb or less: 1/1 Star
1 Star: 24/30 Web Links, 80%: 0/1 Star
1 Star: Detection 85%+: 1/1 Star

1 Star: Behavioral Blocking, 50%+: 0/1 Star

3/5

Advantages:

Easy User Interface
Low ram usage and not slow on system

Really, Really fast at scanning malware pack and cleaning files
containing 450 files




e (Good detection on 0 day malware pack

Disadvantages:

e They have got to improve on phishing websites, I haven’t seen a
single alert saying “malicious Website”
e They also have to improve on behavioral blocking because

blocking registry changes is not good enough since the files still
ran!

According to my review, 360 Internet Security 2013 didn’t do that well
because they still got some things to improve. | would not recommend this
product yet until they improve the 2 disadvantages.

Thanks for reading!



