Bitdefender Total Protection 2014 BETA
(Updated and Default Settings)
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System Memory:

e 6 Running Process
e 35 Megabytes of Ram
e Not heavy on system



SnippingTool.exe MALWARE SECURITY 03 1,868 K

bdapppassmgr.ex... MALWARE SECURITY 0o 1,536 K bdapppassmagr

bdagent.exe MALWARE SECURITY 0o 3,020K  Bitdefender Agent

pmbxag.exe MALWARE SECURITY 0o 2,480 K Bitdefender Password Manager Agent
VSSErV.EXE SYSTEM 0o 9,032 K Bitdefender Security Service
updatesry.exe SYSTEM 00 3,636 K Bitdefender Update Service

CErSs, exXe SYSTEM oo 1,392 K Client Server Runtime Process
CErSs, exXe SYSTEM oo 1,284K Client Server Runtime Process
dlhost.exe SYSTEM 0o 3,868 K COM Surrogate

conhost.exe MALWARE SECURITY oo 672K Console Window Host

dwm.exe MALWARE SECURITY oo 1,572 K  Desktop Window Manager
svchost.exe LOCAL SERVICE 00 11,464K Host Process for Windows Services
svchost.exe SYSTEM oo 94,904K  Host Process for Windows Services
svchost.exe SYSTEM oo 13,392K Host Process for Windows Services
svchost.exe SYSTEM oo 2,712 K Host Process for Windows Services
svchost.exe NETWORK SERVICE oo 2,936 K Host Process for Windows Services
svchost.exe LOCAL SERVICE oo 7,500 K Host Process for Windows Services
svchost.exe MNETWORK SERVICE oo 6,020 K Host Process for Windows Services
svchost.exe LOCAL SERVICE oo 3,036 K Host Process for Windows Services
svchost.exe LOCAL SERVICE 00 834K Host Process for Windows Services
svchost.exe LOCAL SERVICE 00 3,668 K Host Process for Windows Services
svchost.exe NETWORK SERVICE 00 1,564 K Host Process for Windows Services
taskhost.exe LOCAL SERVICE 00 4,608 K Host Process for Windows Tasks
taskhost.exe MALWARE SECURITY o0 2,520 K Host Process for Windows Tasks
lsass.exe SYSTEM oo 2,944 K Local Security Authority Process
lsm.exe SYSTEM 0o 1,292 K Local Session Manager Service
msdtc.exe NETWORK SERVICE oo 2,712 K Microsoft Distributed Transaction Coordinat...
SearchIndexer.exe SYSTEM oo 17,408 K Microsoft Windows Search Indexer
System SYSTEM o0 60K NT Kernel & System

System Idle Process  SYSTEM 88 24K Percentage of time the processor is idle
safeboxservice.exe SYSTEM oo 11,296 K Safebox Service

services,exe SYSTEM 0z 4,092 K Services and Controller app
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30 Web Links (Zero to 1 Day Old Links):

e 28/30 Links Blocked

Missed Links:



1. amplytech. com.br/images/DOCUMENTS_10012013. zip Virus Total Blocked
2. ahoa.info/stup.exe--——————————— virus Total Blocked
3. 9llsecurity.co. kr/bbs//'lmages//osco/paste jipg virus Total Blocked
4. 116.255.156.24/3/5.html-=-=—==————mm e virus Total Blocked
5. pa.r‘a.da.obr"lgatoma.g'l com br/-—-—-—--——-—- virus Total Blocked
6. gnr.findhere.org/b. js?google=1x172 virus Total Blocked
7. web666. com. br /1inkfrreguest. html --—- == - - - ———— -~ virus Total Blocked
8. ﬁastacmg'lu com. tr/slayt/jquery.scrollshow. js-———------ virus Total Blocked
9. huertgenwald-apotheke. de/0]5yw. ex@—mm—mmmmmmmmmmmm e virus Total Blocked

10. tupian.huanju.org/xg/1085. html-------- virus Total Blocked
11. zapot'lane*o 1nf0§p'iciz/20q4sz exe---- virus Total Blocked
12. spiletspil.dk/--------—----cmmmm virus Total Blocked
13. he'lmut—ph'i'l'lpp de/wsb665970601

/_img/viii-tomo-utca/viking-

authorized-installer-california. btml--———-—-—-——————- 3/37 virus Total Blocked
14, Zaprosto. by -———m-m s e e 7/39 virus Total Blocked
15. zapotlanejo.info/piciz/andi.exe--———-—————-oc——— 4/34 wvirus Total Blocked
16. wor'ldofapﬁz'l'iance.co.uk/add'ir‘ldex.htm ———————————————— 8/39 virus Total Blocked
7. worldmotel.kr/bbs/images /button_join.gif---———-———-—- 11/39 virus Total Blocked
18. wohnungsbau-ostalb.de--------—-—-—---"----------—~ "~~~ 12/39 virus Total Blocked
19. wm-style.pl/cennik. htm------ --9/32 virus Total Blocked
20. winzerhof-huber. de/mm_menu. js--------- ————————— e 6/39 virus Total Missed

21. wvastudija.1t/wp-content
/plugins /nextgen-gallery/shutter/shutter-reloaded. js-5/33 virus Total Missed
22. upro.mobi/

cache_get /087896,/9baf45,/14220/game-sudoku. jar-------- 7/33 virus Total Blocked
23. upload.nhietlanh.vn/
files/02-2010/nhiet-Tanh-538_huutam_nri.rar--————--——— 5/33 virus Total Blocked

24. update.mypcclean. co.kr/set/mypccleansetup_post.exe---5/32 virus Total Blocked

25. twtravel.or

/wp—content?up'l0ad5/2005/03/ta'isha—O?.exe ———————————— 6/39 virus Total Blocked
26. tupian.huanju.org/rt/1060_3.html-—----—————-—————————— 8/33 virus Total Blocked
7. truyensexvn.asia wapgx/h'leﬁ dam-3gp. jar------————-—--—- 8/33 virus Total Blocked
28. terracenter.cl/6885/index.html-——————---—- - ——— 4/33 virus Total Blocked
29. teen.hu/free/index.html--———-—----————- ————————— e 7/37 virus Total Blocked
30. sarantis.bg/-—----—m s s s e 4,32 wirus Total Blocked

Caught Later By Behavioral Blocking, Firewall, Etc.:

¢ [|I’'m going to test the behavioral blocking with the missed 51 files in
450 files in malware pack!
e Blocked 10 out of 10 files (Amazing Results)

Hitmanpro and Malwarebytes results:




HitmanPro 3.7.6 - Build 201 (64-bit)

No threats found

Threats detected:

Total objects scanned:

File obje: canned:

Remnant file objects scanned:
Remnant Registry objects scanned:

Total scan time:

& HitmanPro

cloud-assisted behavioral-based antimalware

«" Malwarebytes Anti-Malware

Scanner | Fratection I Update I Quaranting I Logs I lgnore List I Settings tore Toolz I About I

Scanner
u Malwarebytes Anti-k alwiare iz now scanning vour spstem. Please wait until the scan is complete,

The scan completed successhul [ L5170 oo F T ies o x|

Objects scanned: 203180
Objects detected: 0

A The scan completed successfully, Mo malicious items were
V' detected.

Scan twpe: Quick scan

Time elapzed: 42 zecond(z]

oK |

Cumently scanning:

The zcan completed successfully. Mo malicious items were detected.

Main Menu |

Malware Pack Containing 450 Files (5 Day Old Files):




e 399/450 = 88.67%

(B0 =10(x|
‘ \) \:J [ -as0 = |23 [ search aso ﬂ
Organize *  Indudeinlibrary =  Sharewith +  Burn  New folder = ~ i ‘@'
" Favorites Name Date modified ~ | Type Size | l;
B Desktop | spywar74 6152013 1:03PM  Application 1,288 KB
& Downloads * spywar11s 6/15/2013 1:05PM  Application 393 KB
il RecentPlaces (3 spywar108 6/15/2013 :07PM  Application 1,060 KB
= Libraries # spywarls 6152013 1:07 PM Application 1,720 KB
3 Documents = spywar177 &/15/2013 1:08 FM Application 703 KB
,Jj Music ' spywario4 &/15/2013 1:08 PM Application 1,143 KB
=] Pictures B spywar53 &/15/2013 1:10 PM Application 1,351KB —
B videos i spywar 106 6/15/2013 1:12PM Application 1,100 KB
B spywar6? &/15/2013 1:13FM Application 1,307 KB
“G Homegroup ﬁ spywars2 6/15/2013 1:14PM Application 1,432 KB
188 Computer @ spywara2 6/15/2013 1:15PM Application 1,200 KB
# spywarl13 6/15/2013 1:15PM Application 999 KB
&‘ﬂ Metwork @ spywarsz 6/15/2013 1:15PM Application 1,258 KB
spywar 138 6/15/2013 1:15PM Application 829 KB
0 spywar33 6/15/2013 1:16 PM Application 1,565 KB
| spywar51 6/15/2013 1:17PM Application 1,443 KB
0 spywar72 &/15/2013 1:41FM Application 1,294 KB
ﬁ spywarl 6/15/2013 1:41PM Application 2,032KB
e spywar26 6/15/2013 1:41FM Application 1,650 KB j
51 itermns

5 Star Rating:

e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:

e 1 Star: 24/30 Web Links, 80%:

e 1 Star: Detection 85%+:
e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:
Advantages:

¢ Nice and simple user interface
e Low ram usage and not heavy at all
e Good Web blocking

1/1 Star
1/1 Star
1/1 Star
1/1 Star
1/1 Star

5/5



e Detection rate could be better, but hey, it passed 85% which
Is good

e Amazing behavioral blocking

e Quick scanning

Disadvantages:

e None

According to my testing’s, it’s the best review | had so far. | couldn’t think of a
disadvantage, so in that case | would definitely recommend this antivirus to users.
For right now, it’s in beta, so you’re going to have to wait!

Thanks for Reading!



