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System Memory:

e 18 Running Process
e 197 Megabytes of ram

e Pretty heavy on system, but when updating Norman, it can slow the
computer a lot!



Image Name | User Name | cru | Memory (... | Description
SnippingTool.exe MALWARE SECURITY 03 1,528K
cclaw.exe *32 MALWARE SECURITY oo 976K  CClaw
C5M55.EXE SYSTEM o] 1,316 K Client Server Runtime Process
C5M55.EXE SYSTEM 02 1,376 K Client Server Runtime Process
dlihost.exe SYSTEM oo 3,404K COM Surrogate
conhost.exe MALWARE SECURITY 00 680K Console Window Host
dwm.exe MALWARE SECURITY [ula] 1,252 K Desktop Window Manager
elogsvc.exe *32 SYSTEM g 845 K elogger service
svchost.exe SYSTEM 00 109,536 K Host Process for Windows Services
svchost.exe SYSTEM 00 11,660 K Host Process for Windows Services
svchost.exe SYSTEM 00 2,744 K Host Process for Windows Services
svchost.exe LOCAL SERVICE oo 2,788 K Host Process for Windows Services
svchost.exe MNETWORK SERVICE oo 3,132 K Host Process for Windows Services
svchost.exe LOCAL SERVICE oo 10,428 K Host Process for Windows Services
svchost.exe LOCAL SERVICE oo 6,796 K Host Process for Windows Services
svchost.exe MNETWORK SERVICE oo 5,624k Host Process for Windows Services
sychost.exe LOCAL SERVICE 00 2,624K  Host Process for Windows Services
sychost.exe LOCAL SERVICE 00 636K Host Process for Windows Services
sychost.exe SYSTEM 00 2,404K  Host Process for Windows Services
taskhost.exe MALWARE SECURITY 00 2,076 K Host Process for Windows Tasks
nigsvc32.exe *32 SYSTEM lv] 2,108 K Intrusion Guard Service
lsass.exe SYSTEM [ili} 2,452 K Local Security Authority Process
lsm.exe SYSTEM [ili} 1,248 K Local Session Manager Service
msdtc.exe MNETWORK SERVICE 00 2,284K  Microsoft Distributed Transaction Coordinat. ..
SearchIndexer.exe SYSTEM 00 5,404K  Microsoft Windows Search Indexer
nnf.exe 32 SYSTEM [ili} 78,140 K Metwork Filtering service
nhs.exe *32 SYSTEM 00 730K nhs
niguser,exe *32 MALWARE SECURITY oo 1,936 K MIG User Interface
njeeves.exe *32 SYSTEM 02 12,524 K Morman Program Manager associate framew...
NSesVC,exe LOCAL SERVICE oo 39,175 K Morman Scanner Engine Service
npfsvc3Z.exe *32  SYSTEM [ili} 6,536 K MPF Background Service
System SYSTEM 03 60K MNT Kernel & System
nycoas.exe *32 SYSTEM i} 5,320 K NVC OnAccess virus scanner
nvoy.exe SYSTEM oo 12,344K  Nvoy (x54) Morman Resource Provider
System Idle Process  SYSTEM 95 24K Percentage of time the processor is idle
npsvc32.exe *32 SYSTEM [ala] 1,240 K Privacy Service
zlhh.exe *32 MALVWARE SECURITY 02 17,644K  Program Manager
ZIh.exe *32 MALWARE SECURITY i} 612K  Program Manager Stub
scheduler.exe SYSTEM s} 1,900 K Scheduler Service (x64)
nprosec.exe *32 SYSTEM [ala] 1,236 K Security service
services.exe SYSTEM s} 3,968 K Services and Controller app
SnippingTool.exe MALWARE SECURITY 02 2,368 K Snipping Tool
spoolsy.exe SYSTEM 0o 5,620 K Spooler SubSystem App
taskeng.exe SYSTEM i} 1,224K  Task Scheduler Engine
TPAutoConnect.exe MALWARE SECURITY [ala] 1, 784K ThinPrint AutoConnect component
TPAutoConnSve.... SYSTEM 0o 1,544K  ThinPrint AutoConnect printer creation service
nuaa.exe *32 SYSTEM i} 1,068 K  User Activity Agent (x88)
vmtoolsd, exe SYSTEM o] 4,748 K VMware Tools Core Service
vmtoolsd.exe MALWARE SECURITY an 5,588 K VMware Tools Core Service
audiodg.exe LOCAL SERVICE s} 9,888 K Windows Audio Device Graph Isolation
explorer.exe MALVWARE SECURITY oo 23,140 K Windows Explorer
winlogon,exe SYSTEM 0o 1,804K  Windows Logon Application
wmpnetwk. exe MNETWORK SERVICE oo 1,524K  Windows Media Player Network Sharing Ser...
SMSS,EXE SYSTEM oo 292K Windows Session Manager
wininit.exe SYSTEM i} 956 K Windows Start-Up Application
taskmar.exe MALWARE SECURITY 02 2,792K  Windows Task Manager
Zanda.exe *32 SYSTEM o] 3,524K Zanda service x80

30 Web Links (Zero to 1 Day Old Links):

Missed Links:

e 30/30 Links Blocked



uEresearch.or%/inc1ude/functi0ns/_ima es
/kyocera-kcl/fitzwater-cafe-philadelphia. html----—---—- Virus Total Blocked
2. hdjz4.de/ virus Total Blocked
3. 122.202.32.38/script/BILHETES_PREMIADOS_

SORTEIONROS0. com?VisualizarSorteios. aspX—-----—-------—- virus Total Blocked
4. drsundeepkhanna. org/usually. html virus Total Blocked
5. turhalefeinsaat. com.tr/bow. html virus Total Blocked
6. supdate.mediaweb. co.kr

/down1oad/pica/c1ient_reﬁa1r/ut11f11e/md1ch dll-——--—- virus Total Blocked
7. wasilkow. home.pl/przedszkole virus Total Blocked
8. upstat.s eedset.co.kr//P/resetuserconfig.exe —————————— virus Total Blocked
9. upcnews. hdpu. edu. cn/gbdt /guestbook. asp?page=68259 virus Total Blocked
10. unimatica.pl/pliki/pomoc_zdalna/unimatica. exe--———-—- virus Total Blocked
11. tuqian.huanju.0rg/xg/9?9.htm1 virus Total Blocked
12. telespace.kr/bbs

/skin/homeboxtm_bbs01/images /homebox_prev.gif----—--—- virus Total Blocked
13. team-mobi.com/js/jquery.fancybox-1.3.1.pack.js-—----—- virus Total BLocked

14. sv80.de/mMaterial
/bilder/schuetzenfest%202007 /pages/D5C00220-1. htm]---4/33 virus Total Blocked

15. sullyvan-fotos.de/talheim/content/index. html---——--—- 3/33 virus Total Blocked
16. sullyvan-fotos.de

Jinthronistaion¥%202009-10/content/index. html-—————-—- 3/34 virus Total Blocked
7. soulpixel.cl/face/- ---7/32 virus Total eBlocked
18. ssc.pl/gf2009/ ---8/33 virus Total Blocked
19. structuralsystem.com. br/news/ ---7/39 virus Total eBlocked
20. sigmasolutions

. co. th/other /mdnastran_desktop/index. html------------ 4/34 virus Total Blocked
21. mail.samowar- ps.de/trap/offending.46.191.82.249.txt--7/38 virus Total Blocked
22. ricardorichie.eu/includes/js/JsCookMenu. js———————--—- 3/33 virus Total Blocked
23. relax-pvp.zapto.org/laucnherl/test/RelaxPVP.exe------ 6/39 virus Total Blocked
24. kupe1i.or?/resim1erim/ksp0r/ ---8/34 virus Total eBlocked
25. pearlnecklaceinfos.org/account. pdf. exe-——————————-—- 10/39 virus Total Blocked
26. pbwinux.winux. host-ed. me/PbwinuxwebInstall. exe-----—- 5/39 virus Total Blocked
7. ozharvest.org/stc/- ---5/39 virus Total eBlocked
28. order.dcn. com. tw/Download,/TaMPCheck. exe————————————— 4/39 virus Total Blocked
29. meyer-schodder. eu/04-23ki.htm ---6/33 virus Total Blocked
30. members.quicknet.nl/ym.gerritsen-geurtsen/---—--—----- 9,/39 virus Total Blocked

Caught Later By Behavioral Blocking, Firewall, Etc.:

¢ |I’'m going to use missed files in the malware pack!
e 2 out of 5 files

Malware Pack Containing 94 Files (2 Day Old Files):
e 83/94 = 88.30%




(N RI=E
|()r<) |,. - 94 v [&) | searchos L0]
Organize v Indudeinlibrary »  Sharewith v Bun  Mew folder = - [l @

+ Emr Mame Date modified « I Type Size | |
Bl Desktop L+ 67fd7aeB2f4f2d7h19F 1243867 bB0CH, 6/20/20137:29PM  Application 1,373KB
4 Downloads 27 2he222551a6d544765 1dbede11210a2a. /20/2013 7:41PM Application 1,207 KB
£ Recent Places @ fdasacases 2ods Ihad4a41c3e04fach, 5/20/20137:45PM  Application 1,483 KB
Ubraries [0 6 1f6chfeb 116 7fd4dfa 208 2b23egb 24, 6/20/20137:45PM  Application 2918
=
[ Documents 2 73dab825d7h1ca844d3439ebd 5387 L, 5/20/20137:51PM  Application 353K8
o Music 4 652c750b8d24e 540526 f9e6842e 10538, /202013 7:52PM  Application 1,138 KB
[ Pictures [ b71d045d5dcf6 77c8c952e9e 735¢f2f. §/20/20137:52PM  Application 83KB
B videos ¥ 033f28eb5f8997988ac0 7d9Bd0ae6 13, &/20/20137:52PM  Application 353KB
& 77 141836082528 2d 10428 202946040 465. 6/20/20137:52PM  Application 729K8
Homegrouy
srowp [#7 51c19af9731516236919118172211032, 6/20/20137:53PM  Application 729KB
8 Computer 2" d3213e0f4df76f42737c3cce 11e2ac2e. §/20/20137:54PM  Application 36 KB
?j Network
l 11 items

Hitmanpro and Malwarebytes results:

e Scanned with hitmanpro and malwarebytes after 30 web links
and behavioral blocking test, and malwarebytes found 8 things
that came from 3 missed files from 2 out of 5 files it detected from
malware pack!

HitmanPro 3.7.6 - Build 201 (64-bit)

No threats found

0

765,596

7,492
Remnant jects s ed: 117,974
Remnant try objects scanned: 640,130
Total scan time: 2m 11s

& HitmanPro

cloud-assisted behavioral-based antimalware
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ChUsers\MALWARE SECURITY\AppD ata\Roaming\dclogst. 201 3-06-22-7.de
Chlszers\MALWARE SECURITY\AppD atatRoamingidelogs
HECUMNSOFTWARE \Microzoft\windows\Currenty ersion\ R unfwinU pdate. exe
Ch\Users\MALWARE SECURITYAppD atatLocalTempiirmpd B34 tmp.exe
HECLMS OF W ARE \MicrosoftvWwindows\Currentyersion\R unlvbe. exe
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5 Star Rating:

e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:
e 1 Star: 24/30 Web Links, 80%:

e 1 Star: Detection 85%+:

e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:

Advantages:

e Amazing on web blocking!
¢ Nice and easy user interface
e Detection rate is good

1/1 Star
0/1 Star
1/1 Star
1/1 Star
0/1 Star

3/5



Disadvantages:

e Heavy on ram
e Heavy on system
¢ Needs to improve a little on behavioral blocking!

According to my testing’s, Norman did amazing in web blocking and pretty decent
on malware pack. The biggest problem with Norman is the 18 running process and
197 megabytes of ram, that’s unnecessary. [ would recommend this product to
users because the web blocking will prevent any kind of malware going into your
computer, but if you have an old age computer or low ram like 2 megabytes and
less, | would not recommend this antivirus to you since your computer will just
keep freezing up, especially when your updating Norman.

Thanks for Reading!



