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System Memory:

e 2 Running Process
e 13 Megabytes of ram
¢ Not heavy on system



ol
File Options  Wiew Help
Applications  Processes IServioes | Performance | Networking | Users |
Image Name | User Mame | CPU | Memory (... | Description = -
SnippingTool.exe MALWARE SECURITY 05 1,532K
[a==t N ] SYSTEM ilv] 1,282 K Client Server Runtime Process
[a==t N ] SYSTEM ilv] 1,368 K Client Server Runtime Process
dihost.exe SYSTEM [lu} 3,378 K COM Surrogate
conhost.exe MALWARE SECURITY oo 675K Console Window Host
dwm.exe MALWARE SECURITY i1} 1,228 K Desktop Window Manager
svchost.exe MNETWORK SERVICE v} 6,408 K Host Process for Windows Services
svchost.exe SYSTEM v} 2,712 K Host Process for Windows Services
svchost.exe MNETWORK SERVICE oo 2,716 K Host Process for Windows Services
sychost, exe LOCAL SERVICE an 10,168 K Host Process for Windows Services
gychost, exe SYSTEM i} 95,956 K Host Process for Windows Services
gychost, exe SYSTEM i} 11,808 K Host Process for Windows Services
svchost. exe LOCAL SERVICE 0o 6,868 KK Host Process for Windows Services
sychost.exe LOCAL SERVICE [lu} 3,112K Host Process for Windows Services
svchost,exe LOCAL SERVICE oo 624K  Host Process for Windows Services
svchost.exe MNETWORK SERVICE i1} 1,238 K Host Process for Windows Services
svchost.exe LOCAL SERVICE v} 3,352 K Host Process for Windows Services
taskhost.exe MALWARE SECURITY oo 1,968 K Host Process for Windows Tasks
lsass.exe SYSTEM o0 2,916 K Local Security Authority Process
lsm. exe SYSTEM i} 1,212 K Local Session Manager Service ooy
medtc.exe METWORK SERVICE i} 2,244 K Microsoft Distributed Transaction Coordinat. ..
SearchIndexer.exe SYSTEM i} 5,664K Microsoft Windows Search Indexer
NIS.exe *32 SYSTEM 02 0,024 K  Morton Internet Security
NIS.exe =32 MALWARE SECURITY ili] 5,876 K Morton Internet Security
System SYSTEM [ily] 80K NT Kernel & System
System Idle Process  SYSTEM a6 24K Percentage of time the processor is idle
services.exe SYSTEM v} 4,184 K Services and Controller app
spoolsv,exe SYSTEM oo 4,884 K Spooler SubSystem App
taskenn.exe SYSTFM nn 1.2172 K Task Scheduler Fnnine j

[V Show processes from all users

End Process |

|Processes: 40 |CPU Usage: 16%:

|Physin3l Memory: 28%

30 Web Links (Zero to 1 Day Old Links):

e 24/30 Links Blocked

Missed Links:




12. mobile.mom-n-pop.

21. downd.snoin.

20. info.syhs.org/;j/fQIGS.exe
r

7. 22974B8137.3322.0rg:89/2. exe
28. 203.192.6.79/0831165907. htm

1. reviewmortgages.com.au/Yzzu.exe ——————————————————————— 3/35 virus Total
2. ravellitalia.it/a.exe-———----------—- 3/31 virus Total
3. itopservices. it/NEX.exe--—————————————————m—————————— 8/38 virus Total
4. psd-orbis.de/GlbPPQGSE. exe-——————————— - 4,/32 virus Total
5. piratebaymirror.me/vpn/download/torrent,/

8032483 /kanna_laddu_thinna_aasaiya_(2012)

_—_tc_rip_—_lcd_-_mp4_-_team_tm.exe-----—————————————— 4/39 virus Total
6. pierremoreau.ca/backup2011/3_4.exe-—————————————————— 11/34 virus Total
7. photo.mustdie.info

/200?_11_24_ognﬁ_samajna_B/ﬁndexz.htm1 ———————————————— 5/34 virus Total
&. o-network.de/img/l.exe--—-——————--——mm———— 10/34 virus Total
9. neusci.pt/abAT.eXe-——————-———————m 5/39 virus Total
10. museumpakhuiskoophandel.nl/oldtimers. html---————---—- 5/36 virus Total
11. mokirytqwer.org/Pony_0121_4d.exe-——---—-——--————--——— 6,34 virus Total

P/ ——mmm 7/39 wirus Total
13. Tlesereise.gebetech.at/

14. lecturer.com.tw/js/songyan.
15. Tasblogvegas.com/video/Flas

—————————————————————————————— 10/39 virus Total

———————————————————————— 7/34 wirus Total

js
%—Insta11er—wﬁndows.exe———8/39 virus Total

16. iwikings.co.kr/css/m0118x. exe-—-—————————————————————— 4/39 wvirus Total

7. it.download3ee. info/bit-che/download/bit-che. exe----- 5/39 virus Total
18. ironridgegroup.com. au/XELdoW. eXe————————————————————— 3/39 wirus Total
19. integritymoving.ca/NzIvh. exe-----—--cmmmmmmmmmmem oo 7/39 virus Total

——————————————————————————— 4/39 virus Total

dataed/2dmbmclszso,/1n9yc/Youtube_Download(1l). exe---—- 7/37 wirus Total
22. fidelitypristontale.com. br/index8. htm- -5/39 virus Total
23. enduropage.de/zettisch/D5CF1481. html--———---—- -8/34 virus Total
24. drsundeepkhanna.org/ruler.html------ccceuu--= -8/33 virus Total
25. cfkeeE.org/upWGads soalan_pendidikan_islam. exe-------7/38 virus Total
26. bomarkmedia. co.uk/XEZ. eXg-=—m—mmmmm e 5/39 virus Total

—————————————————————————— 7/38 wirus Total
————————————————————————— 10/38 virus Total
29. 135920.webhosting47.1blu.de/nQ0. exe——————————————————, 4/38 virus Total
30. 121.127.248.11:83/999%wg. com_qgkjrzrgqgj.exe--——————-—-— 5/38 virus Total

Malware Pack Containing 101 Files (2 Day Old Files):

28/101 Files detected = 27.72%
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Caught Later By Behavioral Blocking, Firewall, Etc.:

e 1 out of 8 files were blocked by “auto protect”!

Hitmanpro and Malwarebytes results:

e | couldn’t scan with malwarebytes or hitmanpro because a

ransomware effected my computer.

e Lucky enough I used snipping tool from my host machine to snip the

picture to prove to you guys!
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Supported and Protected by \@"

IP: 71.238.245.177

Country: US United States
Region: Michigan

City: Rochester

ISP: Comcast Cable

Operating System: Windows 7 (64-bit)
User Name: MALWARE SECURITY

ATTENTION!
Your PC is blocked due at least one of the reasons specified below.
You have been violating «Copyright and Related Rights Law» (Video, Music, Software) and

illegally using or distributing copyrighted content, thus infringing Article 1, Section 2, Clause
8, also known as the Copyright of the Criminal Code of United States of America.

Article 1, Section 2, Clause 8 of the Criminal Code provides for a fine of 200 to 500
minimal wages or a deprivation of liberty for 2 to 8 years.

You have been viewing or distributing prohibited Pornographic content (Child Porn/Zoophilia
and etc). Thus violating Article 2, Section 1, Clause 2 of the Criminal Code of United States

FBI. CYBERCRIME DIVISION

International Cyber Security Protection Alliance

\‘J MoneyGram

Voucher NO/PIN Value
300 x>

1. (12 (|3 (| 4[| 5[ 6] 7[8]2]0
Pay MoneyPak Pay toneyGram

How do | unblock the computer using
the MoneyPak?

1. Find a retail location near you.

2. Look for a MoneyPak in the prepaid section.
Take it to the cashier and load it with cash. A
service fee up to 54,95 will apply.

3. To pay fine you should enter the digits
MoneyPak resulting code in the payment form and
press «Pay MoneyPak-.
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5 Star Rating:

e 1 Star: User-friendly: 1/1 Star

e 1 Star: Low Ram Usage, 60mb or less:

1/1 Star

e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 0/1 Star
e 1 Star: Behavioral Blocking, 50%+: 0/1 Star

Stars

3/5



Summary:
Advantages:

¢ Nice and easy user interface
e Really low ram usage

e Pretty good on web blocking, still needs to improve on blocking
malicious websites!

Disadvantages:

e The analyzing file part gets annoying because sometimes it take
awhile!

e Detection rate is horrible!

e Behavioral blocking didn’t seem to work well since only 1 out of 8
files were blocked by “auto Protect,” also how a FBI Ransomware
blocked my whole computer and that’s the worse part for an average
computer user that doesn’t know what to do!

According to my testing’s, Norton has done well on keeping ram usage really low
and blocking most of the websites. You can see that it got a 3 out of 5 stars because
of its detection rate and its behavioral blocking. | would not recommend this
product yet until the final version comes out and once it does come out, I’m going

to test the final version to let you guys know if they improved or still staid the
same.

Thanks for reading!



