Dr. Web Security Space 8.0 (Updated and
Default Settings) Malware
Security

User Interface:

&3 Dr.Web Scanner EI @

Scan mode

Express ‘

Scanning of critical system objects. Performing an express scan once a week is recommended.

Complete

Scanning of all files on logical drives and removable media.

_ lihe

Custom

Specify objects for scanning.

Settings @

* NOENC O

Main Actions Exclusions Log Restore defaults

[ o] Use sound alerts

[ & Automatically apply actions to threats
[ ¢ Turn off computer after scanning

D Interrupt scanning when switching to battery mode

If required, limit the use of computer resources to:

50 % [recommended] «

{P Run scanning process with administrative rights



You got to right click it to see the user interface because dr.web does not come
with one. | couldn’t snip a pic while I had it right clicked because it
disappears when | try to snip a pic.

System Memory:

e 10 Running Process
e 80 Megabytes of ram
¢ Not slow on the system

Image MName User Mame CPU  Memory (... Description

conhost.exe Malwar... 00 812K  Console Window Host

dwm.exe Malwar... oo 1,492K Desktop Window Manager
dwarkdaemon... SYSTEM [ili} 8,636 K Dr.Web Anti-Rootkit Server
dwservice.exe  SYSTEM oo 5,748 K  Dr.Web Control Service
frwl_notify.exe  Malwar... [ili} 1,556 K Dr.Web Firewall for Windows notify ...
frwl_svc.exe SYSTEM oo 3,304K  Dr.Web Firewall for Windows service
dwengine.exe... SYSTEM [ili} 42,264K  Dr.Web Scanning Engine
dwengine.exe... SYSTEM [ili} 312K Dr.Web Scanning Engine

sychost.exe METWO... 00 5,444K  Host Process for Windows Services
sychost.exe SYSTEM [ili} 2, 744K Host Process for Windows Services
svchost.exe NETWO... 00 3,144K  Host Process for Windows Services
sychost.exe LOCAL ... [ili} 8,888 K Host Process for Windows Services
svchost.exe SYSTEM 02 69,580 K Host Process for Windows Services
sychost.exe SYSTEM [ili} 11,388 K Host Process for Windows Services
svchost.exe LOCAL ... oo 7,148 K Host Process for Windows Services
sychost.exe LOCAL ... [ili} 5,116 K Host Process for Windows Services
svchost.exe NETWO... 00 1,352K  Host Process for Windows Services
sychost.exe LOCAL ... [ili} 3,012K  Host Process for Windows Services
taskhost.exe Malwar... [ili} 2,224K  Host Process for Windows Tasks
taskhost.exe Malwar... [ili} 1,380 K Host Process for Windows Tasks
|sass.exe SYSTEM [ili} 2,516 K Local Security Authority Process
lsm.exe SYSTEM [ili} 1,240 K Local Session Manager Service
msdtc.exe METWO... 00 2,712K  Microsoft Distributed Transaction Co...
SearchIndexe... SYSTEM Jula] 7440 K Microsoft Windows Search Indexer
dwnetfilter.exe  SYSTEM [ili} 4,652 K  Met filtering service

System SYSTEM g G0 K NT Kernel & System

System Idle P... SYSTEM 39 24K Percentage of time the processor is ...
SErvices.exe SYSTEM 02 4,292K  Services and Controller app
spideragent_... Malwar... [ili} 668 K SpIDer Agent admin-mode module f. ..
spideragent.exe  Malwar... oo 4,932K  SplDer Agent for Windows
spideragent.exe  Malwar. .. [ili} 3,912K  SplDer Agent for Windows
annnlsw.exe SYSTFM nn 6178 K Snonler SubSvstem Ann

30 Web Links (Zero to 1 Day Old Links):

e 26/30 Links Blocked



Missed Links:

. badermann. de/neptunes 3/39 virus Total Missed

1
2. 67.231.240.134/~anzimaeu/uploads/exe/systemxx32. exe--5/36 virus Total Blocked
3. 64.211.93.67/scopia/entry/Javaw. jar-----——---————--—— 5/33 virus Total Blocked
4. 205.196.122,208

/fdome2czoolg/fhorxs33cuvxynh/IMG2021464-IPG, scr-———— 3/33 virus Total Blocked
5. 199,91.152.28/1h80zurdwdqgg/grixadsoxsopnx2/ff.exe----6/33 virus Total Blocked
6. free-toplist.de/Tists/18323/index. html-——————————-—— 6,37 wvirus Total elocked
7. Zazo.com.ar 11/39 virus Total elocked
8. tupian. huanJu org/qc/8. html 11/39 virus Total mMissed
9. surakshasoc1ety org. in/ 6/34 virus Total elocked
10. stefanodigiovanni.it

Jwp-includes/js/prototype. jsTver=1,6---——--————--——- 4/39 virus Total Blocked
11. s-soft.org/closefolder. ex 6/38 virus Total Missed

12. smartranking.co.kr/core/vl/smartRanking_Uninst.exe--8/38 virus Total Blocked
13. media.vitavita. com es/mestatwc/1nsta1?ers/

software/1ol11lipo

LU111pUpInsta1ger vittalia_14619_filewin. exe-
14. kodaly.org.au/modules /mod_system/min. exe----- virus Total Blocked
15. enduropage.de/zettisch/DsCF1163. html virus Total Blocked
16. diamantemandarin.es virus Total Blocked
17. automotokalligas.gr/js/Perspectivesans.font. js-—---- 11/39 virus Total Blocked
18. 67.231.240.134/~anzimaeu/uploads/exe/

wWindows¥%20Loader%20v2. Z%EOBX%ZODaz%EO—%ZOPNS.zﬁp————?/%g virus Total Blocked

virus Total Blocked

19. 67.231.240.134/~anzimaeu/uploads/exe/jug. exe--—--—— 5/39 virus Total Blocked
20. 210.44.176.104/jyjssyzx 7/39 virus Total Blocked
21. wenturesindia.co.In/noflash. html--——--——=—-———————— 7/34 wirus Total Blocked
22. kodaly.org.au/modules/mod_system/bOber0l. exe--—--—- 10,39 virus Total Blocked
23. kfz-mattern. de/kontakt. html 9/39 virus Tota]l Blocked

24, ggm.findhere.org/b. js7google=10x310%3e%3c/script----4/34 virus Total Blocked
25. enduropage. de/zett'lsch?DSCFlSUT html--————--— -8/38 virus Total Blocked
26. down. groupby. kr/files/fubptmfwy. exe virus Total Blocked
27. bsaa.info/el07_files/shortcode/explorerr.exe-—— virus Total elocked

28. automobielclub.nl/ 6,39 virus Total mMmissed
29. 67.231.240.134/~anzimaeu/uploads/exe/taskmgr.exe----6/39 virus Total Blocked
30. 202.56.215.5/ 7/35 virus Total elocked

Malware Pack Containing 101 Files (3 Day Old Files):
86/101 Files detected = 85.15%

Caught Later By Behavioral Blocking, Firewall, Etc.:

e Detected 3 out of 6 Files tested in malware pack!
e The missed 3 files that Dr. Web behavioral blocking did not detect
are underneath these words!

Mame

; be22db0dadfbb 7/ 78bel ab44680calbb.
bb8bd30807e3balbb750ffcbbfel dfs,
fda344d3ade82990b3976390402e4 270,

Hitmanpro and Malwarebytes results right after tested missed executed files
in malware pack:




{*} HitmanPro 3.7.6 - Build 201 (64-bit)

Scan

Quarantine Logs

View the items HitmanPro has previously detected as being potentially harmful and the action you took for each item:

|:| Only show items in quarantine

[[] msdcscexe & Trajan Tue 25 Jun 2013 19:48 Quarantined
ChUsers\Malware Security\Documents\MSDCSC,

[[] bbBbd30807e3ba86b750ffchbfZeldf2. .exe ';gié' Trojan Tue 25 Jun 2013 19:45 Quarantined
ChUsers\Malware Security\Desktop 101

[[] pe22d60da9f6b7778belab44680caZbhb..exe ';giﬂ' Trojan Tue 25 Jun 2013 19:458 Quarantined

ChUsers\Malware Security\Desktop 101"
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5 Star Rating:




1 Star: User-friendly: 1/1 Star (It’s still user
friendly because when you right click on the icon, everything is
there like update, settings, etc.)

e 1 Star: Low Ram Usage, 60mb or less: 0/1 Star

e 1 Star: 24/30 Web Links, 80%: 1/1 Star

e 1 Star: Detection 85%+: 1/1 Star

e 1 Star: Behavioral Blocking, 50%+: 1/1 Star

4/5
Stars
Summary:
Advantages:

User friendly interface, but still needs a normal user interface like
the rest of antivirus’s!

Good on web blocking

Good detection rate, but still could’ve done better since files are 3
days old!

Behavioral blocking seems to work!

Pretty quick custom scan and removal!

Disadvantages:

Pretty high ram usage

Let’s see here, according to my testing’s, Dr. Web seem to do its job, especially on
web blocking. Even though their own style of user interface is easy to navigate
through, you still need a nice user interface like Kaspersky, eset, Norton, etc. |
would recommend this antivirus to users because it did its job.

Thanks for reading!



