Preventon Antivirus Premium with Firewall
(Updated and Default Settings)
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System Memory:

e 4 Running Process
e 237 Megabytes of Ram
e Little heavy on system



Image Mame User Name CPU  Memory (... Description

dllhost. exe SYSTEM an 3,444K  COM Surrogate

conhost.exe Malwar... oo 1,304K  Console Window Host

dwm.exe Malwar... o 1,844K Desktop Window Manager
firewall.exe 32 Malwar... 0o 8,032K firewall

svchost.exe NETWO... 00 5,168 K HostProcess for Windows Services
svchost.exe SYSTEM oo 2,732K  HostProcess for Windows Services
svchost.exe NETWO... 00 2,516 K HostProcess for Windows Services
svchost.exe LOCAL... 00 9,528K Host Process for Windows Services
svchost.exe SYSTEM 10 68,596 K Host Process for Windows Services
svchost.exe SYSTEM oo 10,660 K Host Process for Windows Services
svchost.exe LOCAL... 00 6,656 K Host Process for Windows Services
svchost.exe LOCAL... 00 7,024K  HostProcess for Windows Services
svchost.exe LOCAL... 00 2,912K  HostProcess for Windows Services
taskhost.exe Malwar... oo 2,624K  Host Process for Windows Tasks
lsass.exe SYSTEM o 2,316 K  Local Security Autherity Process
lem.exe SYSTEM o0 1,212K  Local Session Manager Service
madtc.exe NETWO... 00 2,808K Microsoft Distributed Transaction Co...
SPPSVC.ENE METWO... 00 1,324K  Microsoft Software Protection Platfo. ..
searchIndexe... SYSTEM oo 2,900K  Microsoft Windows Search Indexer
System SYSTEM oo 60K NT Kernel & System

System IdeP... SYSTEM 74 24K Percentage of time the processor is ...
AVAssistant.e... SYSTEM on 3,564k  Preventon AV Assistant
AVScanningSe,.. SYSTEM 11 205,604K  Preventon AV Scanning Service
AVTray.exe 32 Malwar,.. 00 17,704K  Preventon AV Tray

services.exe SYSTEM o 3,760K  Services and Controller app
SnippingToal.... Malwar... o 2,124K  Snipping Tool

spoolsv.exe SYSTEM o 5,756 K  Spoocler SubSystem App

taskeng.exe Malwar... o0 1,816 K  Task Scheduler Engine
TPAutoConne... Malwar... oo 2,684K  ThinPrint AutoConnect component
TPAutoConnS... SYSTEM ilv) 1,936 K  ThinPrint AutoConnect printer creati. .
vmtoolsd.exe SYSTEM 0o 4,660 K VMware Tools Core Service
vmtoolsd.exe Malwar... 0o 4,220K  VMware Tools Core Service

30 Web Links (Zero to 1 Day Old Links):

e 18/30 Links Blocked

Missed Links:

1. bethaniaviajes.com.py/terrestre.html--—-————————————— 9/39 virus Total Missed
2. bergagarden. no/ 5/36 virus Total Missed
3. atencion-medica-

internacion-domiciliaria. adnmedicals. com.ar------——- 10/33 virus Total Blocked
4. artegrafica.ind.br/js/geral. js 3/36 virus Total Blocked
5. artegrafica.ind. brﬁadm js/jquery.min. js----------———- 4/34 virus Total Blocked
6. antjehansen-web. de 6/34 virus Total Missed
7. aep.org.ar/ 6/34 virus Total Missed
8. aepick.at/ 6/39 virus Total Missed
9. 67.231.240. L34f~anz1maeufup1oadsfexeﬁyyb]hb exe--———-—-— 4/39 virus Total Blocked
10. 50.57.174.76/jmx. % 3/34 virus Total Missed
11. 205.196. 121 169/rffut27tblog/ucc9c99b401b941/b. exe--5/34 virus Total Blocked
12. 203.136.164.61/j1al/Texplore.ex 3/35 virus Total Blocked
13. 121.78.93.27/~paran/down/goosearchup. exe--—————————— 7/39 virus Total Blocked
14. 1lonen.info/one-touch-tent-japan 7/33 virus Total Missed
15. salsa-vogtland. de/kontakt/index.html-—-----———————— 6/34 virus Total Missed
16. jessens-sommerhaus.de/weg. htm 3/34 virus Total Blocked
7. trivia.co.id/wp-content/

plugins/dynamic-headers/aC_RunactiveContent. js--—-—- 7/33 virus Total Blocked

virus Total Missed
virus Total Missed

18. tmfsindh.or fsobhodero html
19. thﬁendia.in?oisexg
20. svB0.de/Material/bi der
fschuetzenfest%20200”/pagestsc00230 1. html--
21. starwing.co.uk/rogues/
22. socialmead. ca/view.Txt
23. sanktpaulus-
kindergarten-sarstedt.de/NG2007/index6. html----————- virus Total Blocked
24. patuamusic.com.brjaﬁp J/rh. ex virus Total Missed
25. mmj.pl/%7Ewlodarczyk/zarabiaj.html-—-—- virus Total Blocked
26. kantory-hirex.pl/
images/stories/backup. php?ncrnd=bEBBMQfwWGW------———— virus Total Blocked
7. itaririacaminhodofuturo. com. br/agita/08272343.zip---5/32 virus Total Blocked
28. insidegolfmagazin.de/2003/portugal/bildbandls -4,/39 virus Total Blocked
29. home.datacomm. ch/ayumifan/main. htm virus Total Blocked
30. hira.hopto.o
fassetsﬁf11es?softwareﬁw1nfaucmon134 EXE-—— 5/39 virus Total Missed

virus Total Blocked
virus Total Blocked
virus Total Blocked

Malware Pack Containing 101 Files (4 Day Old Files):




39/101 Files detected = 38.61%
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Organize » Includein library * Share with « Burn Mew folder l @&
X Fovortes Name Date modified Type Size B
B Desktop 8] sdfoh934hoasndfhsyfgbifgnpgwedfbhwe... /2013814 PM  Application 196 KB
& Downloads 57 drink /2013 7:14 PM Application 98 KB
ecent Places [ ban /2013 7:13 PM Application 324 KB E
%] on.cpl /22/2013 712 PM Control panel item 200 KB
-l Libraries [ contacts /22/2013 T:12 PM Application 1,580 KB
3 Decuments € 1415c7929babl 303374 c8705a7223e. 6/22/2013 6:25 PM Application 391 KB
J“ Music __;) Tbb5249881732eb4a4 c028034328b7 dd. /22/2013 4:36 PM Application 1,580 KB
[ Pictures P dd4&feddced1760a87f4551177356463d. /22/2013 1:52 PM Application 1,819 KB
E Videos @ 6231 e5chdl4bfizebfadbe3bd3flacil. /22/2013 1:52 PM Application 1417 KB
577 3943854 d0008729 994 c6f647310a259. 6/22/2013 1:52 PM Application 729 KB
*% Homegroup 577 £28753befb712ca219bect4a4 961232, Application 73 KB
a 5d5b0b16594a258df449ch54231175da. Application 1,465 KB
1M Computer @ aa7fbcl 23645255627 d4a28a677f18a0. Application
% a87e2cBf993beabbBded135c217d2bba. 6/22/2013 1:51 PM Application
‘hj Network [ $137ecd0d761683df1 24al ea53fTebda. 6/22/2013 1:51 PM Application
i 10f9df182beb36eed276100f762ad081. 6/22/2013 1:50 PM Application
571 ££329516b1 e42df41f53f0eB0ef221 d6. 6/22/2013 1:50 PM Application
57 2d6225€72271 ed8 97 cB9bcaedal bfed. 6/ 013 1:50 PM Application
@ d8cb71319d754a15147d95731b566cd3. 6/22/2013 1:50 PM Application
BN L0hk1 FI0h-Q02 - ARALKART 201 T A2 672202012150 BhA___ Annlicatinn S
l 62 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

Detected 2 out of 4 missed files in malware pack!

Hitmanpro and Malwarebytes results right after missed executed files in

malware pack:

& HitmanPro 3.7.6 - Build 201 (64-bit)

Scan results

Malicious software was detected.

certain programs may terminate unexpectedly.

tmpCB1C.tmp.exe

C\Users\Malware Security\AppData‘Local\Temp',

Cxm.exe

Ch\Users\Malware Security\AppData‘LocalTemp’,

AdobeFlashPlayer.exe
Ch\Users\Malware Security\AppDatatRoaming\,

Identified Threats: 19 (Traces: 19)

l@l Trial license is activated. 28 days left. Buy Mow
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Scanner ‘ Pratection | Update | Guaranting I Logs | lgnare List Settings I More Tools I About |
e Scanner
d Below iz a list of malicious software found on your system. Close all unnecessary applications to ensure successful threat removal.
Vendor Categary Item Other
'& Trojan.Zbot.RV  File C:\Jzers\Malware SecurityiDesktoph]01%ban exe
'@ Trojan.Zbot.RV  Registy Value HECUNSOFT'WARE \MicrosoftwindowshCurrentiersion\Runl...  Value: RunlBluet...
@ Trojan.Zbot.RV  Registry Value HECUASOFT'WARE \MicrosoftwindawshCurrentersionsA un Walue: RunOnce.
'@t Trojan.MSIL File: C:iJzers\Malware SecuriyidpphiataiR oamingiwnsykl exe
'@ Mahware.Trace  Registiy Key HECUNS oftwaresDC3_FEXEC

Ignore: J I Save Log

][ ManMenu |

[ ByNaw ||

Activate I

5 Star Rating:

e 1 Star: User-friendly:

e 1 Star: Low Ram Usage, 60mb or less:
e 1 Star: 24/30 Web Links, 80%:

e 1 Star: Detection 85%+:

e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:

Advantages:

¢ Nice and easy user interface

1/1 Star
0/1 Star
0/1 Star
0/1 Star
1/1 Star

e Scan and cleaning at the same time is pretty quick!

e Behavioral blocking seems to do its job

Disadvantages:

2/5



Needs better web blocking, like detecting phishing websites
REALLY high ram usage

Detection is awful

Malwarebytes will not work with Prventon Antivirus, | had to
uninstall preventon at the end for malwarebytes to work!

According to my testing’s, Preventon needs to work hard and fix the
disadvantages, they didn’t do well on the important things like web blocking and
detection. Another big issue is its ram usage, its crazy high. | would not
recommend this antvirus until they get a newer version for me to test to see if they
improved!

Thanks for reading!



