Zillya Internet Security 2013 (Updated and
Default Settings) Malware
Security

User Interface:
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Scan Threats Firewall

System Status -
Your system is protected. All necessary C\‘

components are running. Updates are
downloaded. Mo threats were

detected. |

License

Support

Application version: 1.1.3434.0 Quick Scan Full Scan Custom Scan
Last update: 07/02/2013

Patrol: enabled

Downloads scanning: enabled
Mail scanning: enabled
Firewall: enabled

QUICK SCAN
Scan of the critical components of your system for malware.

Running for: 1 day

Cured: 0 FULL SCAN
Quarantined: 130 Full scan of your computer for malware. Zilya! Intemet Security scans
Deleted: 14 objects on all drives including removable media.

Questions and Problems

CUSTOM SCAN
Scan of the computer acconding to user settings.
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Scan Threats Firewall Settings Updates License

Support

System Status The effectiveness of your computer protection depends on the up-to-date antivirus bases

and application. You can configure automatic updates in this window. Do not forget that

Your system is protected. All necessary regular updating of the software is very important. Out-of-date antivirus bases are
components are running. Updates are ineffective
downloaded. Mo threats were
detected.
Application version: 1.1.3434.0 i irus bases automatic update Enabled @

Last update: 07/02/2013

Last update: 7/2/2013 5.22:32 PM

" patrol: enabled Bases version: 2.0.0.1455
Downloads scanning: enabled Virus definitions: 4169363 entries
Mail scanning: enabled Hext update: 7/2/2013 8:16:15 PM
Firewall: enabled Update every: 3 hours Update now
Running for: 1 da et .
- i Application automatic update Enabled @
Cured: 0
Quarantined: 0 L Last update: -
Deleted: 0 @l Current version: 1.1.3434.0
Mext update: 7/3/2013 5:16:15 P
. Update every: 1day Update now
Questions and Problems

Consult “Your product is up-to-date.
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Scan Threats | Settings Updates License

System Statu Program rules

Your system s protected. All necessary

Support

System rules .g WEB filter rules

components are running. Updates are Create, remove and modify network access rights on pe i basis or control ing
downloaded. No threats were across whole system. You can setup firewall to use allowing or blocking network access policies or
detectad.

utiize individual settings for each appiication.

Application version: 1.1.3434 0

Last updte: 07/02/2013

.................. . Global application settings ’
Patrol: enabled These settings control application behavior across whole system |
Dowmoad? sca"m"gj erables Host Process for Windows Senvices o Mow Al -
Mail scanning: E”a:jaj C:Windows\SystemaZ\svchost.exe
enabler
R Windows Media Player Network Sharing Senice
Running for: 1 day CAProgram i Media Playeriwmp exe & G5 -]
Cured: 0
Quarantined: 0
Deleted: 0
Questions and Problems
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Scan Threats Firewall Settings Updates License Support

Proxy-server setfings
System Status
‘GENERAL

Your system is protected. All necessary [ Launch antivirus on startup
«components are running. Updates are
downloaded. No threats were

Turn off the splash

detected.
Scan:
Application version: 1.1.3434.0 [ Archive files ] Boot seciors
Last update: 07/02/2013
...... I [ Heuristic analysis L“E:,d T"Sz‘dg‘;"““
Patrol: enabled (reboot nes )
Downloads scanning: enabled USER INTERACTION OPTIONS

Mail scanning: enabled
Firewall: enabled

On dangerous fie detection: [Nolfication

Running for: 1 day Firewall mode: | Automatic
Cured: 0

Quarantined: 0 ALERT
Deleted: 0 [¥ On infected mail detection

. [ On successful update
Questions and Problems

Consult Restore seltings to defauis [T
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Scan Threats Firewall Settings Updates

el b Settings |_" Utilities l" Scheduler m Feedback

Your system is protected. All necessary

components are running. Updates are

downloaded. No threats were

detected, Patrol Enabled @

Firewall Enabled @

Application version: 1.1.3434.0 <
o IE Check for dangerous websites

Last update: 07/02/2013

Patrol: enabled Scan Mail messages Enabled @
Downloads scanning: enabled ' Outgoing only
Mail scanning: enabled { Incoming only

....F!r.?“."?u: .E”a!j‘g'.j.. o ¥ Incoming and Qutgoing

Running for: 1 day [ Add Virus-Free certificate
Cured: 0
Quarantined: 0 Check the autoruns of USB drives
DECIEERD [Show Zilya! Intemet Securty message a

Questions and Problems
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Scan Threats Firewall Settings

System Status -Ii' Settings Utilities

‘Your system is protected, All necessary
compenents are running. Updates are
downloaded. Mo threats were

Last update: 07/02/2013

Patrol: enabled

Downloads scanning: enabled
Mail scanning: enabled
Firewall: enabled

Running for: 1 day
Cured: 0
Quarantined: 0
Deleted: 0

Questions and Problems

o

Updates

7 Scheduler

License Support

ﬂ Feedback

detected. Task Manager is required to control the applications running
on your computer.
Application version: 1.1.3434 0

By using Startup Manager you can view information about

the programs that automatically run on Windows startup. m

System Memory:

e 3 Running Process
e 168 Megabytes of Ram
e Not too heavy on system




Image Mame User Mame
SnippingTool.... Malwar...
ZavAux.exe *32 SYSTEM
ZavCore.exe ... SYSTEM
CSrS5.EXE SYSTEM
CSrS5.EXE SYSTEM
dihost.exe SYSTEM
conhost.exe Malwar. ..
dwm.exe Malwar...
svchost.exe SYSTEM
svchost.exe SYSTEM
svchost.exe METWO...
svchost.exe LOCAL ...
svchost.exe SYSTEM
sychost.exe LOCAL ...
svchost.exe METWO...
svchost.exe LOCAL ...
svchost.exe NETWO...
svchost.exe LOCAL ...
taskhost.exe Malwar. ..
lsass.exe SYSTEM
lsm.exe SYSTEM
msdtc.exe MNETWO...
SearchFilterH...  SYSTEM
SearchIndexe... SYSTEM
SearchProtoc,..  Malwar...
System SYSTEM
System Idle P... SYSTEM
SErvices. exe SYSTEM
spoalsy,exe SYSTEM
taskeng.exe Malwar...
TPAutoConne... Malwar. ..
TPAutoConnS.., SYSTEM
vmtoolsd.exe SYSTEM
vmtoolsd.exe Malwar...
audiodg.exe LOCAL ...
explorer.exe Malwar. ..
winlogon.exe SYSTEM
wmpnetwk.exe  NETWOQ...
5SS, EeXe SYSTEM
wininit.exe SYSTEM
taskmagr.exe Malwar. ..
WmiPrvSE.exe SYSTEM
zillya.exe *32 Malwar...
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CPU  Memoary (...

1,656 K
2,808 K
161,920 K
1,796 K
1,320K
3,392K
734K
1,300 K
10,164 K
2,716 K
2,916 K
9,824K
74,504 K
8,952 K
5,192K
4,788 K
1,308 K
3,088 K
2,200 K
2,336 K
1,228 K
2,808 K
1,212K
5,496 K
1,692 K
50K
24K
3,564 K
5,772K
1,328K
1,983 K
1,940 K

4,668 K
5,872K
9,808 K
17,300 K
1,704 K
2,600 K
292K
985 K
2,476 K
1,576 K
2,730 K

Description

AVAUX Service

AVService service

Client Server Runtime Process

Client Server Runtime Process

COM Surrogate

Console Window Host

Desktop Window Manager

Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Tasks

Local Security Authority Process

Local Session Manager Service
Microsoft Distributed Transaction Co...
Microsoft Windows Search Filter Host
Microsoft Windows Search Indexer
Microsoft Windows Search Protocol ...
NT Kernel & System

Percentage of time the processoris ...
Services and Controller app

Spooler SubSystem App

Task Scheduler Engine

ThinPrint AutoConnect component
ThinPrint AutoConnect printer creati. ..

VMware Tools Core Service
VMware Tools Core Service
Windows Audio Device Graph Isolati. ..
Windows Explorer
Windows Logon Application
Windows Media Player Network Sha...
Windows Session Manager
Windows Start-Up Application
Windows Task Manager

WMI Provider Host

Zillya Antivirus

30 Web Links (Zero to 1 Day Old Links):

e 5/30 Links Blocked

Missed Links:



@

.emang. co. kr/app/ullA/wnst TivepTlus_B10. exe-----————--—-.
.dd1p2.data.hu
/Eet/30760634980 7/3402132/Ms_bDubois_TNod.ral
okkerijdersburcht.nl/menuscript. js
bh- tops1te info/bnr /bdb/_images/
california-tribes-
general-location/california-vein-removal. html-——----- 5/33
92.53.97.25/img/dr.ex
61.39.254.14/04, 05. XECKE8%98XECHKITHE SHECKIERI0%
EB%A3%8C,/ MoveTagRECKEBXOBRECHITHE 5 /HEDXNE3%ICHKEAT
B7%B 8%ECHKO7 B ORECHEBAKB SHECHIERAS. eXe——————-——————————
209.200.108. 25/Ffr/indexfr. html
203.192.6.79/0331150204. htm
123.200.65.118/cabletb/update/CbTBSet. exe-

116.255.150. 85/d/0em1ogo20121205. rar
kasra. ae/
billcummine. co. uk
descargas.
hispazone. org/Programas/CeM/servidorl. 593. exe-——----- 5/46
kangaz.pl/pub/3. ex 6/34
kangaz.ﬁ?/pub/ll.ex 6/34
parrocchiafornacette

75.html--———— - 3/34

.1t/$0p_up/test1fcanzone_
risultcampionato
.virtuale.org/campionato-2002-2003. html---———————-—- 6/34
d2.yourbin.org

/2011_2,/20111225/
0_0201112250858248207256622.rar?qqdrsign=21383------
bevendoemangiando
.b1oog.1t/acc1ughe—a1—pomodoro.htm1ftrackback ———————
zodiaco. corsozodiaco

.it/raduno-zodiaco-2004 /foto3/index. htm--
. worldmotel. kr/sub/images/title6_1. jpg
. worldmotel.kr/sub/images /sub_main_topl_bbs. jpg-
. tiwang.go.th
. talentresource, com.cn/main/read. asp?id=10
sub.wxic.edu.cn/img/ti/tiz_rl_c12. gif-——-
study-jobfair.nl/
sims. co.id/ ]
schoolsports. com. cn/up/1nfl/5/1/ /infol517n0. gif----6/39

nedlimited. co. za,/wqlb. 6/38
maxcard. com. br
Jadmin/1ib/js/datepicker/ui.datepicker.js-- --5/39
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Malware Pack Containing 367 Files (3 Day Old Files):

130/367 Files detected = 35.42%

= =r=]
\.:J\.J [ v 367 ~ [ 49| search 367 2|
Organize * Include in library = Share with + Burn New folder + @
o — Name Date mccﬁfiecl Type Size i
Bl Deskiop [ 902865560.KatieSlideSho 6/29/20138:05 PM  Application 457 KB i
& Downloads @ 929027152 svshost 6/29/20138:05 PM  Application 1415KB
1 Recent Places = 806531626.mylife 6/29/2013 8:05 PM Application 135 KB
L& 703955163, polites 6/29/20138:05 PM  Application 514 KB
= Libraries @ 5592306.cryl .exe 6,/29/2013 8:06 PM Application 1416 KB
3 Documents G 462101915 crash 6/29/2013 8:07 PM Application 1233KB
@ Music [ 2123431765 .debugger 6,/20/2013 8:08 PM Application 447 KB
[ Pictures 2055379411 myservercrypted 6/20/2013 8:10 PM Application 747 KB
B videos @ 1972066574 dsgf 6/29/20138:10 PM  Application 1101 KB
4 1949197731 sbd 6/29/20138:10 PM  Application 621 KB
00; Homegroup 1238257116 crypted3dty3dt 6/29/2013 8:13 PM Application 74T KB
@ 1189294903 sup 6/29/20138:14 PM  Application 1,404 KB
1M Computer " 75265649.1C 6/29/2013 8:28 PM Application 532 KB
=] 256503475.polit 6/29/2013 8:28 PM Application 2B4 KB
“ﬂ Metwork i 319429821 svcs 6/29/20138:28 PM  Application 687 KB
371 329247287 server 6/29/20138:28 PM  Application 895 KB
577 427426833, cserver 6/29/2013 8:28 PM Application 832 KB
@ 506908015 fudinstall 6/29/20138:28 PM  Application 1619KB
4 509315089 kfakeda 6/29/20138:28 PM  Application 1193 KB
B 53RN 21 Shealth R/IQSINTIR-28 PRA Annlicatinn 204 KR S
237 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

e 1 out of 6 files detected in malware pack




e One of the missed file had a chat box that popped up threating me
that if I don’t chose 1 of the options, it’s going to be the easy way
or the hard way if I don’t cooperate, but of course I didn’t choose
one of the options, so it said “you chose wrong.” My physical
computer cd tray started to open couple times and the vmware
desktop started disappearing, but luckily I had hitmanpro
running and it took care of the problem.

Hitmanpro and Malwarebytes results after behavioral blocking test:

{": HitmanPro 3.7.6 - Build 201 (64-bit)

Scan results

Malicious software was detected. Close all applications and click Mext to remove the malicious software. During removwal,

certain programs may terminate unexpectedly.
902865560.KatieSlideSho.exe
ChlUsers\Malware Security\Desktop\367Y
POC.EXE
ChUsers\Malware Security\AppDatatLocal\Temp',
okbz.exe [
ChUsers\Malware Security\AppDatatLocal\Temp'
apocalyps32.exe [

ChUsers\Malware Security\AppDataRoaming',

cvires.exe
ChUsers\Malware Security\isppDataiLocaliTemp',

Identified Threats: 28 (Traces: 77)

l@l Trial license is activated. 22 days left. Buy Now
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B Trojan Quaranting = =
'E;\j' Trojan Delete «
B Trojan Quarantine -

'E;\j' Trojan Delete «

@ Suspicious Ignare =

5Itemns

[ Nex | [ close




Q‘Q Malwarebytes Anti-Malware

¢ Malwarebytes

ANTI-MALWARE

Y Riskware Exit  File
W Riskware Exit
G Trojan.MsIL File
@ Trojan.Agent File

HEREEREEEE

| Remove Selected |

Regiztry W alue

'@ Trojan.Agent Regiztry ¥ alue
@ Stolen.Data File

¥ Stolen.Data Folder

‘@ Trojan.Horse Registry Key

F Malware.Trace  Registy Key
F Malware.Trace  Fegistiy Key

C:\Usgers\Malware Securitphépph atabLocalT..
HECUAS OFTWARE \Wicrosoft\WwindowshCurr...
C:\Users\Malware SecuniyhéppD atabLocalT ..
C:AUsers\Malware SecuritphdppD atabLocalhT ..
HECUNS OFTWARE YMicrosoftywindowshCurr...
C:A\Users\Malware SecuritphAppD ata\Roarmin...
C:A\Ugersibabware SecuritphbppD atahRoamin...

HECUAS oftwarehapocalyps32
HKCUAS oftware\DC3_FEXEC

HECUAS oftware'WB and WEBA Program Settin...

Scanrer | Pratection I Update | Guarantine | Logs | Ignore List Settings Mare Tools | About |
Scanner
i Below iz a list of malicious software found on vour system. Close all unnecessany applications to ensure successful threat remaoval.
“Wendor Category Item Other

Walue: Runlwinu...

Yalue: Runlaind...

Ignore | |

Sawve Log

| | Main Menu |

| Biup Mow | | Achivate

5 Star Rating:

e 1 Star: User-friendly:
e 1 Star: Low Ram Usage, 60mb or less:
e 1 Star: 24/30 Web Links, 80%:
e 1 Star: Detection 85%+:

e 1 Star: Behavioral Blocking, 50%+:

Stars

Summary:

Advantages:

e Easy User interface
¢ Quickest scanning and removal I’ve seen!

1/1 Star
0/1 Star
0/1 Star
0/1 Star
0/1 Star

1/5



Disadvantages:

e To heavy on Ram

e Unexcitable web blocking for a paid program!
e Horrible detection rate on 3 day old files

e Not Good behavioral blocking

According to my testing’s, Zillya was an epic fail because my physical computer
started acting up and the vmware started disappearing. | definitely would not
recommend this antivirus until they improve dramatically.

Thanks for reading!



