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System Memory:

e 11 Running Process
e 136 Megabytes of ram



e L.ittle slow on computer

| Applications | Processes |5ervices I Performance I MNetworking I Users |

Image Mame
CSrSs.eXe
CSrss.eXe
dllhost.exe
conhost.exe
dwm.exe
ECONSENEXE ...
MWAGENT.EX...
MWASER.EXE...
COMNSCTLX.EXE
DOWMLOAD....
aVpmapp.exe. ..
econceal.exe ...
£5CANMON. EX...
£5CaANPro.exe. ..
TRAYSSER.EX...
TRAYICOS.EX...
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
sychost.exe
svchost.exe
svchost.exe
taskhost.exe
lsass.exe
lsm.exe

msdtc.exe

User Ma
SYSTEM
SYSTEM
SYSTEM
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Malwar...
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SYSTEM
SYSTEM
SYSTEM
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SYSTEM
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Malwar...

SYSTEM
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LOCAL ...

SYSTEM
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LOCAL ...
MNETWO...
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SYSTEM
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LOCAL ...
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SYSTEM
SYSTEM

NETWO...

me CPU  Memory (...

oo
0o
0o
0o
0o
0o
0o
0o
0o
1
0o
86
0o
0o
oo
oo
0o
0o
0o
0o
0o
0o
0o
0o
oo
0o
0o
0o
0o
oo
0o

1,432 K
1,308 K
4,264 K
784K
4,828 K
280 K
1,084K
2BEK
3,628 K
3,652K
11,900 K
101,472 K
2,616 K
2,260 K
292K
2,024 K
7,168 K
2,792K
3,764K
10,856 K
5,372K
86,648 K
12,004 K
5,969 K
616 K
1,804 K
3,012K
2,068 K
2, 712K
1,228 K
2,864 K

Description

Client Server Runtime Process
Client Server Runtime Process
COM Surrogate

Console Window Host

Desktop Window Manager
eConceal Service

e5can Agent Application

eScan Agent Service Controller
eScan Application Blocker

e5can Downloader

e5Scan File Monitoring System
eScan Firewal Application

eScan Monitoring Tray

e5can Protection Center

eScan Service Controller for TRAYIC. ..
eScan Updater - Server

Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Tasks
Local Security Authority Process
Local Session Manager Service
Microsoft Distributed Transaction Co...

30 Web Links (Zero to 1 Day Old Links):

30/30 Links Blocked

Missed Links:

m



1. oms.pgdkrongana. edu. vn,/DieuHanh_Congvan

/20132151341 54_CongBoDiemSKKN-GVDGR20THCS. rar———————— 3/33 virus Total Blocked
2. zierfische—duprez.ge/ ———————————————————————————————— 3/34 wvirus Total Blocked
3. webkreuzfahrten. de/vertrieb,/ultramarTi
JBuchungsformular. aspx?TerminID
=6727&KategorieID=109&Erw=2-—--———-——————————————————— 4/33 virus Total Blocked
4, tﬁempodetangova1encﬁa.es/ ———————————————————————————— 5/32 wirus Total Blocked
5. the?uruku1.1nf0/Faci11tat0r.htm —————————————————————— 6,/32 virus Total Blocked
6. teflon.ovh.org/-—-———-------mo 5/39 wvirus Total Blocked
7. tanisk.,in/——————m e 3/34 wirus Total Blocked
8. smalp90.it,/VARIE/CASERME/Julia_caserme. htm----—-----—- 3/32 virus Total Blocked
. picasa. com.szobakiado. hu/bt. php---——————-———-——————— 3/35 virus Total Blocked
10. perfectedu.com.cn/gaozhong. asp---——————————————————- 8/38 wirus Total Blocked
11. pegi.ovh.org/--——-———--——————————— - 5/34 virus Total Blocked
12. ostermeier-online.de/kopf_defaultmasterborder.html--3/34 wirus Total Blocked
13. novum-houseparty.republika.pl/---——————————————————- 4/34 virus Total Blocked
14. newlifecrm.org/about_us. htm--—------mmmmmmmmmmm oo 4,32 virus Total Blocked
15. mekahavacilik.com.tr/index. html--———-----—--———————— 4/34 virus Total Blocked
16. mc2malbork.ovh.org/---—-————-————-—— - 7/34 wvirus Total Blocked

-6/34 virus Total Blocked
-5/39 virus Total Blocked

7. koreatattoo.com. ne. kr/index. html----=—==————-—<
18. kapellas.de/wp-includes/js/comment-reply. js?ver=

19. jraaduss.org/directory.htm-——--—--------oooeo 5/34 virus Total Blocked
20. %01iesse.p13 ———————————————————————————————————————— 5/38 virus Total Blocked
21. homegame. org/thayer /photos/index. htm]---—-——-———————- 6/35 wirus Total Blocked
22. hfc-chemied7.de/-———---—---mmmm 3/38 virus Total Blocked
23. grip.de/TH5306-V2/-—-—————————m o 3/34 virus Total Blocked
24. eseformacio.cat/-----——————————————mmmm - 5/38 wirus Total Blocked
25. ellenpaynter. co.nz/page-329. htm--——————————————————— 4/39 virus Total Blocked
26. eaglemed.in/--——————-———————om 10/39 virus Total Blocked
7. dmcreative.info/aboutus/aboutus. html-—---—---—----—-- 3/33 virus Total Blocked
28. distindia.org/nims/index. html---———————————————————— 4/31 virus Total Blocked
29. concordcemetery. org/-———-——————————————————————————— 4/39 virus Total Blocked
30. bpop.republika.pl/-----------—--—mmmmm 3/39 virus Total Blocked

Malware Pack Containing 545 Files (4 Day Old Files):
458/545 Files detected = 84.03%

A

Virus scan

5 Virus scan complete,
<7 Sumrnary Detai.l.sl
Total Number of Objects Scanned 545
Total Number of Objects Infected 450
Total Number of Objects Disinfected 1
Total Number of Objects Quarantined 394
Total Mumber of Errors 1
Total Number of Objects Deleted 64
Time Elapsed 00:05:18




Organize * Include in library - Share with + Burn New folder =« [ @
3% Favorites MName Date mud?fied Type Size it
Bl Desktop s 7/3/201310:39 PM  Application 653 KB
4 Downloads w193 /201310:39PM Application 1217 KB E
£l Recent Places @ 283 013 10:39 PM Application 1629 KB
E 37 013 10:39 PM Application 208 KB
4 Libraries & 51 3/2013 10:39 PM Application L1207 KB
[F| Documents X ] 7/3/20131039PM  Application 1,413 KB
& Music 217 7/3/201310:39 PM  Application 1854 KB
[E5] Pictures & 218 7/3/201310:39 PM  Application 1231 KB
B videos @ w5 01310:39 PM  Application 1101 KB
@ 487 f201310:39 PM Application 1,362 KB
% Homegroup & 528 013 10:39 PM Application 1442KB
&8 7/3/201310:39 PM Application 1,748 KB
- Computer 5 107 7/3/201310:39 PM Application 16 KB
146 7/3/201310:39 PM Application 1,695 KB
?‘ Metwork @ 510 /2013 10:39 PM Application 1,575KB
@151 7/3/201310:39 PM  Application 1417 KB
@ 178 /20131039 PM Application 1,039 KB
@23 01310:39PM  Application 1,346 KB
&30 7/3/201310:39 PM Application 1,594 KB
R s 72/2M310:39 P Annlication 1.4na KR o
' 87 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

e | executed 6 files and it detected 5 of 6 files from malware pack!

Hitmanpro and Malwarebytes results after behavioral blocking test:




Scan results 1m 28s

Malicious software was detected. Close all applications and click Mext to remove the malicious software. During removal,
certain programs may terminate unexpectedly.

XtraSound.exe & Trojan Quarantine v 4
ChUsers\Malware Security\AppData‘\Localy,

Identified Threats: 5 (Traces: 5)

I@I Trial license is activated. 17 days left. Buy Now

| Buy Now | Save Leg ’ Next ] ’ Close ]

v Malwareb
I {E

ANTI

Scanner | Fratection I Update I [uaranting I Logs | lgnore List Settings tore Toals I Abaut |

Scanner
u M alwarebytes Anti-M alware iz now scanning your system. Pleaze wait until the scan i complete,

The scan completed successfully.
Objects scanned: 203971
Objects detected: 0

Scan tppe: Quick scan

Time elapzed: 52 second(z]

Currently scanning:

The scan completed successfully. Mo malicious iterns were detected.

i Buy Maw ] [ Activate

5 Star Rating:

e 1 Star: User-friendly: 1/1 Star



e 1 Star: Low Ram Usage, 60mb or less: 0/1 Star

e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 0/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star
3/5
Stars
Summary:
Advantages:

e Easy to navigate through user interface
e Amazing on web blocking!
e Good Behavioral Blocking

Disadvantages:

e High ram usage
e User interface takes up whole screen, can’t restore down!
e Not really good detection rate on 4 day old files

According to my testing’s, Escan has done amazing on web blocking and
behavioral blocking. They do need to cut down on ram usage and improve on
detecting files because the files are 4 days old, so it should’ve gotten a better score.
They also need to make the user interface a lot smaller because taking up the whole
screen can be annoying. | would recommend this antivirus because it did do well.

Thanks for reading!



