
 Sophos Endpoint Antivirus with Windows Firewall 
(Updated and Default Settings)                             
Malware Security 
 

 

User Interface: 

 

 

System Memory: 

 5 Running Process 

 189 Megabytes of ram 

 Little slow on the system 



 

 

30 Web Links (Zero to 1 Day Old Links): 

 22/30 Links Blocked  

 

 Missed Links: 



 

Malware Pack Containing 233 Files (1 Day Old Files): 

 126/233 Files detected = 54.07% 

 

Caught Later By Behavioral Blocking, Firewall, Etc.: 

 I only ran the first file and it locked my vmware with 

ransomware, I don’t know why it’s not an FBI ransomware 

telling me to pay in order to unlock! 



 This is the file g-data caught and quarantined it before it locked 

my vmware 

 

Hitmanpro and Malwarebytes results after behavioral blocking test: 

 Couldn’t scan because of ransomware locking my vmware! 

 

5 Star Rating: 

 1 Star: User-friendly:    1/1 Star 

 1 Star: Low Ram Usage, 60mb or less:  0/1 Star 

 1 Star: 24/30 Web Links, 80%:   0/1 Star 

 1 Star: Detection 85%+:    0/1 Star 

 1 Star: Behavioral Blocking, 50%+:  0/1 Star 

            1/5 
Stars 

 

 

Summary: 

 Advantages: 

 Easy looking user interface, but looks old fashion! 



 

 

 Disadvantages: 

 Heavy on ram 

 Not good detection rate! 

 Slow custom scan and removal 

 Not so good on web blocking 

 Behavioral blocking didn’t save me from ransomware, I took the star 

away because it’s a big issue for people who do not know what to do! 

 

According to my testing’s, Sophos did not pass all the test, especially from a major 

ransomware. I would not recommend this antivirus to users! 


