Sophos Endpoint Antivirus with Windows Firewall
(Updated and Default Settings)
Malware Security
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System Memory:

e 5 Running Process
e 189 Megabytes of ram
e L.ittle slow on the system



Image Mame User Mame CPU  Memory (... Description

svchost.exe LOCAL ... Jui] 620 K Host Process for Windows Services
svchost.exe LOCAL ... 0o 3,152 K Host Process for Windows Services
taskhost.exe Malwar. .. oo 2,308 K Host Process for Windows Tasks
UIODetect.exe  SYSTEM 0o 1,932K Interactive services detection

Isass.exe SYSTEM 00 2,488 K Local Security Authority Process

lsm.exe SYSTEM 0z 1,228 K Local Session Manager Service

msdtc,exe METWO... 00 2,960 K Microsoft Distributed Transaction Coordinator Service
SPPSVC. EXE METWO... 00 1,096 K Microsoft Software Protection Platform Service
SearchIndexe... SYSTEM oo 6,920 K Microsoft Windows Search Indexer

System SYSTEM oo 80K NT Kernel & System

System Idle P... SYSTEM 76 24K Percentage of time the processor is idle
Savservice.e... LOCAL ... oo 178,423 K Performs wirus scanning and disinfection functions
SErVices, exe SYSTEM i} 4,224K  Services and Controller app

SAVAdminSer.,. SYSTEM 00 1,143 K Sophos Administrator Service

Alsvc.exe ¥32  SYSTEM 00 1,356 K Sophos AutoUpdate Service.

ALMon.exe 32 Malwar... i} 1,000 K Sophos Endpeint Security and Control
swi_service.g... SYSTEM 0o 4,012K  Sophos Web Inteligence

spoolsv.exe SYSTEM i} 5,836 K Spooler SubSystem App

taskeng.exe Malwar. .. i} 1,908 K Task Scheduler Engine

TPAutoConne,..  Malwar... oo 2,112K  ThinPrint AutoConnect companent
TRPAutoConnS..,  SYSTEM oo 2,056 K ThinPrint AutoConnect printer creation service
vmtoolsd.exe SYSTEM 0o 4.840K WMware Tools Core Service

vmtoolsd.exe Malwar. .. Jui] 7,284K  VMware Tools Core Service

audiodg.exe LOCAL ... 00 9,860 K Windows Audio Device Graph Isolation
explorer.exe Malwar... 02 18,520 K Windows Explorer

winlogon.exe SYSTEM i} 1,836 K Windows Logon Application

SMSS, exXe SYSTEM oo 292K Windows Session Manager

wininit.exe SYSTEM oa 1,112K  Windows Start-Up Application

taskmar.exe Malwar. .. 03 2,952 K Windows Task Manager

MSiEXeC, exe SYSTEM Jui] 4,072K  Windows® installer

WmiPruSF.exe SYSTEM n 1.712 K WMT Provider Host

30 Web Links (Zero to 1 Day Old Links):

e 22/30 Links Blocked

Missed Links:



picasa.com.tuson. ca/bot. txt???

1. virus Total Blocked
2. not%ustbooks co.za/Zgb. exe---—— virus Total Blocked
3. noshua.dit/--------————————- Virus Total Missed
4. moalemha. 1b5b1og.ir/post/2— virus Total Blocked
5. mediaseb.pl/--—---—-—"--"-""-"""">""---"""ob virus Total Blocked
6. jxnews.com.cn/att/0,/11/69,/52/11695275_

465535, x157COLLCC=142388094&COLLCC=4162456675-—-—--—- 4/34 virus Total Blocked
7. hoststar.co.in/gBbr.exe————————————————m——————— virus Total Blocked
8. homegame. org/news/gateway,/- virus Total Blocked
9. hiprop.de--———-——-———— - virus Total Blocked
10. helpmaster.nl/wp-content/h/n3mtc>/; ?7N%5ENS————————— 3/33 virus Total Blocked
11. %reat1akes1n1t1at1ve org/.file/win. txt??-——-———————- 6/37 virus Total Blocked
12. fisioterapiacarioni.it/---—-————--—————— virus Total Missed

virus Total Blocked
virus Total Missed
virus Total Blocked
virus Total Missed
virus Total Missed
Virus Total Missed
Virus Total Blocked

13. enecasemenr.ibsblog.ir/post/7/
14. empowervrouwen.nl/----——---———
15. eco-build.gr/igbze.exe-—-——————-—————-
16. daciaklub. p]/user/210t1/1ndex_16 htm—
17. corpomusicalegermagnano.it/----------
18. conmiv.it/-==———m e -
19. bossche.be---—cmmmmmmmm e
20. baza.gazetaautorow. EW/tempamb.exe———— Virus Total Blocked
21. aslanisejahrood. ibsblog.ir/post/35/-- Virus Total Missed
22. anamnesis.info/ie-index.htm------——----—--—-———————— Virus Total Missed
23. 218.4.59.194/uploadfiles/2013-1/182141157235.zip----3/33 Virus Total Blocked
24. 198.23.161.189/

SERNAC /DOCUMENTOS/Informe-17-02-2013. exe———————————— 6/35 virus Total Blocked
25. b1ogger.com.abh1501ut10n.ﬁn/forcez.php —————————————— 5/38 virus Total Blocked
26. rydah. org/do. php?downex=26684-—---—————————————— 8/39 virus Total Blocked
27. sofontes.com.br/down/E/Eng1ischesch]oiTDemBo1.zip———4/39 virus Total Blocked
28. raomai.wvn/caidat.rar-------———--—---------o 8/39 virus Total Blocked
29, mfox4.altervista.org/1Q. TXT------——————————————————— 4/39 virus Total Blocked
30. lordskitchen.org/Formulario. exe--—————-————————————— 9/39 virus Total Blocked

Malware Pack Containing 233 Files (1 Day Old Files):
126/233 Files detected = 54.07%

Organize * Include in library + Share with « Burn New folder =~ 0 @l
A Favorites Narne Date mcd‘ified Type Size Il
Bl Desktop "X bc08d483c251 d2e36eeefialech5051e2 7/9/2013 4:11 PM Application 1,483 KB L
4 Downloads | dead04d2ab28ddeeT43d9e8f0863ddba 7/9/2013 4:12 PM Application 1,046 KB i
2 Recent Places 277 b5db3167b168139235228303e3d1353 2013 4:12 PM Application 556 KB

171 £402a16676631d77a2dcb8c04699100 2013 412 PM Application 493 KB

-l Libraries 77 63c73ef2f5773e4013¢87d094Bac2e39 2013 412 PM Application 10KB
3 Documents P cfd07ff5al747a50fdccd44921 a4 2ef7 /2013 413 PM Application 500 KB
J7 Music = B548d730750f9760 7 eBf8fbf71054 /972013 413 PM Application 1,050 KB
=] Pictures 577 3f64a07 db9428febdfdbb2d9180f 31 ce 2013 4:14 PM Application 243 KB
B videos . 8308ef03d171708591bad875fbd2e200 7/9/2013 4:14 PM Application 269 KB

[T c9elbc7592¢c7a90 317464 debl 7269 2013 4:15 PM Application 490 KB
& Homegroup 57 b7f2f826961f3e5072e220154b2a1 6b1 7/9/2013 4:16 PM Application 135KB
@ 34e2437ac707b448bbcbddB055378del 2013 4:16 PM Application 653 KB

(8 Computer @ 8b253f15fbcdI06dcI3Te23d4abT13c 2013 4:16 PM Application 1,304 KB
@9051hb6dPEﬁehSEﬁ’bZa(aQa?Scﬂ{adS Application 1,304 KB
€ Network @ 73c61ab5922€8415258b403b679bac2 Application 1,564 KB
277 bf1 d103bb42b717e066fe2d0d1 beadla Application 383 KB
277 520223094264 bfbT5d 262393894474 2013 4:17 PM Application 497 KB
() cfal9a75F57F0bf4343a060bb6IITL 48 /9/2013 418 PM Application 32KB
@ 2ab7ed0c744d1e500e3 26 dcedbfabbfd 2013 4:18 PM Application 1,020 KB
[87 OhfhAf1 Q2 FeRfl AASIRT Ferafl 1131 /7113 419 PM Annlicatinn 5h KR kv

' 107 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

e | only ran the first file and it locked my vmware with
ransomware, | don’t know why it’s not an FBI ransomware
telling me to pay in order to unlock!



e This is the file g-data caught and quarantined it before it locked
my vmware

Hitmanpro and Malwarebytes results after behavioral blocking test:

e Couldn’t scan because of ransomware locking my vmware!

5 Star Rating:

e 1 Star
e 1 Star
e 1 Star
e 1 Star
e 1 Star

Stars

Summary:

: User-friendly:

: Low Ram Usage, 60mb or less:
: 24/30 Web Links, 80%:

: Detection 85%+:

: Behavioral Blocking, 50%+:

Advantages:

1/1 Star
0/1 Star
0/1 Star
0/1 Star
0/1 Star

1/5

e Easy looking user interface, but looks old fashion!



Disadvantages:

Heavy on ram

Not good detection rate!

Slow custom scan and removal

Not so good on web blocking

Behavioral blocking didn’t save me from ransomware, | took the star
away because it’s a big issue for people who do not know what to do!

According to my testing’s, Sophos did not pass all the test, especially from a major
ransomware. | would not recommend this antivirus to users!



