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About this software

i~y  CONFIGURATION

Automatic Updates

General || Scheduled Scans.

Guard Settings

OF |

[Vl Enable Guard on system startup

Explorer Integration

Check this box to enable file scanning from the Windows
Explorer context menu,

[V Activate Explorer integration

Memory

[V] Activate memory usage optimization €3
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Update Settings
To prevent Malware infections on your computer, itis necessary for the Anti-Maliare Guard to be enabled.

|v] Enable captcha protection on program shutdown

@ Hep

Notifications || Logging || Permissions | License

[ Activate self protection
[ Activate email scanning €3

Quarantine Re-scan
Re-scan quarantined objects after each online update to
restore possble false detections.

Silent

Language
Engish (Engish) -]

RN .
Export settings

About this software



emsisoft ONLINE ARMOR

[G'S Anti-Keylogger

Computer Protection

Updates

7/10/2013

System Status

& standard Mode
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&J pomains « Web Shield - on

E} Programs « Program Guard - on

@ Altorans « Anti-Keylogger - on & Hopeae

i} Contact Emsisoft

Support forum

od Security artides
Update now @ Security artides

=% Hosts file 4 submit a suspect file
Gy History Version:

e 6.0.0.1736

Ge¢ Options

L‘: Emsisoft News License:

Premium edition
12345

INew: Emsisoft Emergency Kit 4.0 - Free portable malware scanner

emsisoft ONLINE ARMOR

(] Enable multi desktop support
Enable GUT autolock

% Options
Status (-’ g
¥ B ogmoptors
@ Frewall General || Firewall || Exdusions | Backup/Restore | Hotkeys | License
EJ pomains Check for updates: Every day + [ Beta updates
= programs Internet Settings 7] show update notifications
@ Autoruns Join the Anti-Malware Network. No personally identifiable information is stored. For more detais, see our
- privacy poicy.
¥ Anti-Keylogger
- " Engish (Default v
[ﬁ Hosts file Interface language: nglish (Default)
B : Standard Mode =
[ istory Mode:

Launch Online Armor at next startup
[7] Enable debug mode
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System Memory:

e 6 Running Process
e 50 Megabytes of ram
¢ Not heavy on system



Image Name User Mame CPU  Memory (... ' Description

a2guard.exe ... Malwar.., a0 352K Badkground Guard

CErEs. exe SYSTEM oo 1,396 K  Client Server Runtime Process
CEISS. EXE SYSTEM 00 1,348 K  Client Server Runtime Process
dihost.exe SYSTEM [ili} 3,388 K COM Surrogate

conhost.exe Malwar... 00 2,444 K  Console Window Host

dwm.exe Malwar. .. 02 7,764 K  Desktop Window Manager
aZservice.exe... SYSTEM 00 2,976 K Emsisoft Anti-Malware Service
svchost.exe LOCAL... 00 7,995 K HostProcess for Windows Services
svchost.exe METWO... 00 6,660 K Host Process for Windows Services
svchost.exe SYSTEM 0o 2,784k HostProcess for Windows Services
svchost.exe METWO... 00 3,676 K HostProcess for Windows Services =
svchost.exe LOCAL... 00 10,048 K Host Process for Windows Services

svchost.exe SYSTEM 00 125,112K  Host Process for Windows Services
svchost.exe SYSTEM 00 27,332K  Host Process for Windows Services

svchost.exe METWO... 00 1,256 K HostProcess for Windows Services

svchost.exe LOCAL... 00 4,972 K  HostProcess for Windows Services

svchost.exe LOCAL... 00 3,456 K HostProcess for Windows Services

taskhost. exe Malwar. .. 00 3,956 K HostProcess for Windows Tasks

|sass. exe SYSTEM [ili} 3,224K  Local Security Authority Process

|sm.exe SYSTEM [ili} 1,392 K  Local Session Manager Service

msdtc.exe NETWO... 00 2,800 K  Microsoft Distributed Transaction Coordinator Service
SppsvC.exe MNETWC... 00 4,692K  Microsoft Software Protection Platform Service
System SYSTEM oo 80K  NT Kernel & System

oacat.exe 32  SYSTEM oo 1,280 Kk Online Armor Component

oasrv.exe 32 SYSTEM 00 36,816 K Online Armor Companent

oaLi.exe *32 Malwar. .. (1] 5,260 K Online Armor Component

oahlp.exe *32  Malwar... [ili} 634K Online Armor Component

System Idle P... SYSTEM 97 24K  Percentage of time the processar is idle

services.exe SYSTEM a0 4,528K  Services and Contraller app

spoolsv.exe SYSTEM a0 6,068 K Spooler SubSystem App

TPAutoConne... Malwar... oo 4,492 K ThinPrint AutoConnect companent 7

30 Web Links (Zero to 1 Day Old Links):

e 30/30 Links Blocked

Missed Links:

1. za?ruz.myft .0org/ASUFER. ex 10/35 virus Total Blocked
2. yalcinbingol.av.tr/index. html 6/36 virus Total Blocked
3. Xxx-xxx-xxx.nl/banners/dialer. ex 6/30 virus Total Blocked
4. winhelp. co. kr/pgm/winhelp_g0226. exe--————-————-—————— 3/35 virus Total Blocked
5. webriser.pl/system/views,/js/core.js-- -6/35 virus Total Blocked
6. users,cybercity.dk/%7Eccc20280/sidste. htm--———-——-——- 4/39 virus Total Blocked
7. traveltoturkey

.info.tr/travel-turkey-destination-in-turkey. asp----- 7/39 virus Total Blocked
8. thingyan.org/ 11/39 virus Total Blocked
9. sznaucer

-figa. nd. e-wro. pl/obrazki/puzzle/figusiad3. exe-————- 15/34 virus Total Blocked
10. studiocactivo.pl/wybierz-miasto.html----—-————-—————- 4/38 virus TOotal Blocked
11. strony.aster.pl/ness/autorad/ 10/38 virus Total Blocked
12. socgames.at.ua,f2'ipm,’D'igEeroaneHack.rar ———————————— 6/38 virus Total Blocked
13. sm'ishno.org.uaj'imagesﬁp oto58045. rar———————————————— 5/38 virus Total Blocked
14. sg-roth-main.de/Bericht_2..htm 3/38 virus Total Blocked
15. serw’ﬁro.com. br/aquisicaoFacilitada. html---——-—--——- 6/35 virus Total Blocked
16. sekoshop.sk/hu/f_rm.html 3/38 virus Total Blocked
7. roxanarao.com.ar/js/_image/re_gistrate.html--—-——-——- 4/38 virus Total Blocked
18. refortecpg

. com. br/include/Imagem_Copias_05032013.zip-—-—-—----- 6/38 virus TOotal Blocked
19. ra'is‘ingweb.com;webdev'lop. tml 5/37 virus Total Blocked
20. phupelfer.pl 10/37 virus Total Blocked
21. osp.zawidz.p1/zaw0d¥. htm1 6/37 virus Total Blocked
22. oceanicasia.com.sg/Tins.html 4/36 virus Total Blocked
23. minerec.eu 5/39 virus Total Blocked
24. maxprintgc.psc.br/agregado 4/39 virus TOtal Blocked
25. mahoganymusic. com. my/profile. htm 6/39 virus Total Blocked
26. machmedia.no/ 3/38 virus Total Blocked
7. 'Iokring.cclm.br,fhtm'ls,/acop'lamentos_cumandaveis.htm———5f39 virus Total Blocked
28. lalunabar.de/bl1.htm 8/39 virus Total Blocked
29. komprima.nl/1inden/ 4/38 virus Total Blocked
30. kimdavis.de/impressum. htm 6/36 virus Total Blocked

Malware Pack Containing 191 Files (2 Day Old Files):
191/191 Files detected = 100%




Emsisoft ANTI-MALWARE

i) SCAN COMPUTER =
Obje ed: 191 | Objects detected: 191 | Objects removed: 191 M
= L

Scanning: Scan complete! ‘\/

[ Diagnosis _ [oetis 1

d
<
Suspicious files have been detected during the scan.
View report
© 2003-2013 Emsisoft
» 101 v [ 43 || Search 101 o
Organize = Include in library = Share with New folder = 0 l@
A Favorites Name Date modified Type Size
B Desitop This folder is empty.
18 Downloads

%l Recent Places

3 Libraries
% Documents

&) Music

=] Pictures

B8 videos
*& Homegroup

18 Computer

€l Network

0 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

¢ I’'m going to get another pack of malware since emsisoft detected
all files and hopefully it leaves some files behind!

e |got 29 fresh “0 day” files and it detected 26/29, so it left 3 behind,
which is good enough to see if behavioral blocking works!

e |ran the 3 files and online armor blocked 2 out of 3 files, the last
file online armor told me to investigate, so | still clicked block, but
I’m counting it as a miss because an average user would most likely
click allow if it was for his/her purposes.



b » 2 v | 44 [ll Search 29 yel

Organize v Include in library + Share with + Burn New folder &=~ 0 @
S Favorites MName Date mod’lﬁad Type Size

B Desktop B StellarPhoenix DataRecovery.rar 7/15/20131:37PM  Application 09 KB

& Downloads 5] ght3.exe 7/15/2013 4:26 PM  Application 587 KB

2l Recent Places & 31ect9857d707415e5393aff2bablb7 T/15/20126:38 PM  Application 55 KB
4 Libraries

5| Documents

J? Music

& Pictures

B videos

& Homegroup
% Computer

ej Network

' 3 items

Hitmanpro and Malwarebytes results after behavioral blocking test:

No threats found

Threats detected: 0

Total objects scanned: 939,357
File objects scanned: 9,712
Remnant file objects scanned: 288,078
Remnant Registry objects scanned: 641,567

Total scan time: 3m7s

& HitmanPro

cloud-assisted behavioral-based antimalware

PRI
( Buy Now | Savelog




(54 Malwarebytes Anti-Malware

¢ Malwarebytes

ANTI-MALWARE

Scanner | Protection I Update I Quarantine | Logs | Ignore List Settings I tore Tools I Abuull

Scanner
! M ahwarebytes Anti-talware is now scanning your system. Please wait until the scan is complete

The scan completed successfully.
Objects scanned: 204980
Objects detected: 0

Scan type: Quick scan

Time elapsed: 1 minute(s). 39 secand(s|

Currently scanning:

The scan completed successfully. Mo maliciaus items were detected

[ Buy MNow ] [ Activate ]

5 Star Rating:

e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 1/1 Star
e 1 Star: 24/30 Web Links, 80%: 1/1 Star
e 1 Star: Detection 85%+: 1/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star

5/5
Stars

Summary:
Advantages:

Light on ram and system
Nice and easy user interface
Scanning and removal is pretty quick

[ ]
[ ]
[ ]
o Best detection rate I’ve seen



e Amazing web blocking. It’s also quick because usually antivirus’s
try to scan the new html’s, but emsisoft just kept blocking without
any lags or scanning.

Disadvantages:

e According to my testing’s “none,” but I did hear people
complaining about online armor keeps asking to “investigate file”
rather then decide for itself!

According to my testing’s, Emsisoft, so far is one of the best I’ve tested
because it literally got a 100% on everything. | would definitely recommend
this antivirus to users!

Thanks for reading!



