Avira Internet Security 2013 (Updated and
Default Settings) Malware
Security

User Interface:

¢ Extras Update Help

A AVIRA Avira Internet Security
V Your computer is secure
All services are worl king correctly
PC Protection

Real-Time Protection g

£ 5can system
Last scan: Not performed

O Execute backup
Last backup: Not performed

£t Start update
Last update: 7/18/2013

me Mode

Your evaluation license is activated ~ 8/16/2013
1 Buy

Need the help of a security expert?
&% Visit Avira Experts Market

System Memory:

e 7 Running process

e 25 Megabytes of ram

e Pretty heavy on system, things are a little slower to open up and my fan
on laptop is constantly on!



Image Mame User Name CPU  Memory (... Description = o
mscorsvw.ex... SYSTEM oo 3,332K .MET Runtime Optimization Service

MSCOrSYW, EXE SYSTEM oo 4, 792K .MET Runtime Optimization Service

apnmcp.exe *32 SYSTEM () 1,724K  APN Updater

TBMotifier.ex... Malwar... oo 3,784K  Ask Toolbar Notifier

avfwsvc.exe ...  SYSTEM an 2,624K  Avira Firewall Service

avmailc.exe *32  SYSTEM an 724K Avira MailGuard Service

avguard.exe ... SYSTEM a7 9,096 K Avira On-Access Service

sched.exe *32  SYSTEM an 956 K Avira Scheduler L
avshadow.exe  SYSTEM oo 1,164K  Avira Shadow Copy Service F
avgnt.exe *32  Malwar... oo 3,544 K Avira System Tray Tool

avwebgrd.ex... SYSTEM oo 3,492 K Avira WebGuard Service

(C5[55.ENE SYSTEM i} 1,332K  Client Server Runtime Process

(555, ENE SYSTEM v} 1,524K  Client Server Runtime Process

conhost.exe Malwar..., 00 736K Console Window Host

dwm,exe Malwar. .. s} 5,612K Desktop Window Manager

svchost.exe LOCAL... 00 6,788 K Host Process for Windows Services

svchost.exe SYSTEM oo 2,612K HostProcess for Windows Services

svchost.exe MNETWO... 00 3,196 K Host Process for Windows Services

svchost.exe LOCAL ... oo 10,744K  Host Process for Windows Services

svchost.exe SYSTEM oo 133,944 K Host Process for Windows Services

svchost.exe MNETWO... 00 18,830 K  Host Process for Windows Services

svchost.exe SYSTEM oo 152,788 K Host Process for Windows Services

svchost.exe LOCAL ... oo 5,304K HostProcess for Windows Services

svchost.exe MNETWO... 00 1,372K  HostProcess for Windows Services

svchost.exe LOCAL ... oo 3,676 K Host Process for Windows Services

svchost.exe SYSTEM oo 1,240 K Host Process for Windows Services

taskhost.exe Malwar. .. oo 1,240 K Host Process for Windows Tasks

taskhost.exe Malwar. .. oo 2,296 K Host Process for Windows Tasks

|sass.exe SYSTEM 02 3,096 K Local Security Authority Process

Ism. exe SYSTEM oo 1,232K  Local Session Manager Service

mbamschedul... SYSTEM [} 1,624K  Malwarebytes Anti-Malware -

30 Web Links (Zero to 1 Day Old Links):

e 13/30 Links Blocked

Missed Links:

1. b'IoEers.'ir/parchamha/ahmad'i—nejad/rastz.js ——————————— 3/35 virus Total Blocked
2. aimbot.at.ua/_1d/0/91_crossfiredut.rar-———-—-—————————-. 4/39 virus Total Missed
3. 99t'ianF]:l'i.j'iar'|'I'ing.0r

Jattachment/mon_1303/52_988_reb0927as66ddfa.rar------ 3/36 virus Total Missed
4. 8pic.ir/images/mys8i0ziéxszt48mhovs. png-————————-———- 7/39 virus Total Blocked
5. 75.duote. com. cn/caogefgymex. zip- 6/39 virus Total Missed
6. 6.duote.com.cn/yyfcmxt.zip 6/37 virus Total Blocked
7. 5.9.88.107 fautoupdater /game.rar- 5/39 virus Total Missed
8. 51.duote.org/cgncyh. zip 8/39 virus Total Blocked
9. 33get.ws/n/ce574b5e2f.zip 7/39 virus Total Missed
10. bios-info.de/- 4/38 virus Total Missed
11. foto-margraf.de/start/start.htm 6/39 virus Total Missed
12, 3210.me/mao*/'i/Project.asp?c1a55'id=l&page=l —————————— 3/36 virus Total Blocked
13 packetinstalls.info/files/w3iDownloader.exe-————————- 6/39 virus Total Missed

14. vdamorhoeve. nl/n-duke. htm Virus Total Blocked

15. ufocui.it/cui/cui/ufotel /ufotels?. htm-----—-————————- virus Total Blocked
16. theresahollister.org/photos/jewelry_7. virus Total Blocked

7. shimuliahighschool.org/contact. html---—-—-—————————- Virus Total Missed
18. rumbolibre.es/de/intro.htm virus Total Missed

19. pauls-webplace.eu/menuonderbalk2. htm---—--——————————— virus Total Missed
20. oys.com.cn/net,/1ink. htm virus Total Blocked
21. onlinemarketing

company. asia/website_pevelopment. html-————————————- virus Total Missed
22. oneactplays.info/index. htm]l---- Virus Total Missed
23. load-server. pro/mﬁﬁarch'i Ve, exe- virus Total Missed

24. fynews. com.cn/html/info,/162/--- virus Total Blocked
25. 'Fopad'iva.'it/cmsn/over'l'ib/_'im%/showgra_ h. html-—————- 3/39 virus Total Missed
26. d-group.it/dir/dir_classifiche_aaprec.htm----—--—-—- 4/39 virus Total Missed
7. croftbrothers. co.uk/index. html- 6/36 virus Total Missed
28. completesuccessmag. com/SuccessTeam. htm-----—-——-———- 6/38 virus Total Blocked
29. capernabus.it- 7/38 virus Total Blocked
30. caginpolisi.com.tr/60/index.htm 6/39 virus Tota]l Blocked

Malware Pack Containing 105 Files (0 to 1 Day Old Files):




97/105 Files detected = 92.38%

Luke Filewalker

Avira Internet Security
V Summary
E rew
18 T
Statistics
i Files: 635 Detections: a7
i Directories: 1] Suspicious:
Archives: 12 Repaired:
Warnings: i Wiped: i]
Objects searched: i Deleted: a7
Hidden objects: i Maowved: i]
Close ] ’ Report
L 4
A Favorites Name Date mn\:l’iﬁed Type Size
B Desktop & moviel 080 p.mkor TA7/2013329PM  Application 97 kB
& Downloads . image 7/17/2013 3:30 PM Screen saver 1415KB
5l Recent Places 97 instantsupport T/17/2013 3:45 PM Application 1105KB
W& 99F390469E0EDCEAFSTS4BDLESBESE52 P...  7/17/2003T:03PM  Application 189 KB
:ﬁ Libraries 7 locker 7/17/2013 7:10 PM Application 63 KB
@ Documents & Crypted T/17/2013 9:27 PM Application 1,282 KB
o Music 15 45.decrypt 718/2013911 AM  Application 114 KB
=] Pictures %] B50c14b36956650cel iBfad2574beed2.dll  7/18/20130:34 AM Application extens... 108 KB
B8 videos

& Homegroup

18 Computer
&, Local Disk (C)

G‘; MNetwork

l 8 itemns

Caught Later By Behavioral Blocking, Firewall, Etc.:



e | executed 6 files and 3 of 6 were blocked by firewall!

e 1 of the executed file brought me a new best friend named
ransomware (see below)!

e | should take a star away from behavioral blocking test because of
this situation, but according to my testing’s, 50% or above is a star!

| Mandiant U.S.A. Cyber Security
| FBI. Department of Defense
B U.S.A. Cyber Crime Center

et Remaining time: 47:59:44
Under Support and Protection of %

@ MoneyPak \9 MoneyGram.

Voucher NO/PIN Value
300

12| 3 lallsLellz]|8ll2]le.
Pay MoneyPak Pay MoneyGram

How do | unblock the computer using the
MoneyPak?
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tem: Windows 7 (64-bit)
Iware Security

ATTENTION!
Your computer has been blocked up for safety reasons listed below.

You are accused of viewing/storage and/or dissemination of banned pornography (child

pornography/zoophilia/rape etc). You have violated World Declaration on non-proliferation of child 1. Find a retail location near

r you.
in the prepaid section. Take it

pornography. You are accused of committing the crime envisaged by Article 161 of United States of 2. L
America criminal law. to tt and load it with cash.

3. T you should enter the digits MoneyPak
Article 161 of United States of America criminal law provides for the punishment of deprivation of resulting pass in the payment form and press "Pay
tiberty for terms from 5 to 11 years. MoneyPak'.

Also, you are suspected of violation of "Copyright and Related rights Law" (downloading of pirated

my

usic, video, warez) and of use and/or dissemination of copyrighted content. Thus, you are oS
suspected of violation of Article 148 of United States of America criminal law. S
Article 148 of United States of America criminal law provides for the punishment of deprivation of ¢ o |
liberty for terms from 3 to 7 years or 150 to 550 basic amount ts fine. >

Hitmanpro and Malwarebytes results after behavioral blocking test:

e Couldn’t scan with hitmanpro or malwarebytes because my new friend
“ransomware” blocked my whole destop!

5 Star Rating:

Stars

1 Star: User-friendly: 1/1 Star
1 Star: Low Ram Usage, 60mb or less: 1/1 Star
1 Star: 24/30 Web Links, 80%: 0/1 Star
1 Star: Detection 85%+: 1/1 Star
1 Star: Behavioral Blocking, 50%+: 1/1 Star

4/5



Summary:
Advantages:

Nice and easy user interface

Low ram usage

Detection rate is good

Really quick scanning and removal

Firewall seemed to work, didn’t see no behavioral blocking pop
up, but its fine. I just wish it blocked the ransomware because that
has to be a “must block!”

Disadvantages:

e No good web blocking

e Pretty heavy on system since internet browser and other
applications seemed slow and my fan was on the whole testing
which was really REALLY annoying!

According to my testing’s, avira did pass most of the testing’s, the only thing
they need to improve is web blocking. I just wish avira blocked my new friend
because | already have plenty of friends. Other then that, | would recommend
this antivirus to users, but | would highly recommend using a toolbar like
McAfee to help block all the malicious web pages.

Thanks for reading!



