Avast Internet Security 8 (Updated and Default

Settings)
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Update

It is vital to always keep your security software up-to-date. While avast! is pre-set to update
automatically, you can also control the updates manually.

O

[ Update engine and virus definitions J

Current version: 130726-0

7/26/2013 2:01:00 AM

2 minutes ago

Enabled

Connection established

T/26/2013 7:31:38 AM

Release date:

Last update attempt:
Streaming updates:
Connection:

Latest update received:

[ Update Program J

Current version: 8.0.1489

Basic settings

Use the following controls to change the appearance of avast! and to display the avast! special
scans on the "Scan Now" screen.

APPEARANCE

W Show avast! tray icon

W Animate the icon when scanning

[J Show welcome message on Windows boot screen (Windows 7 or higher)

These settings will take effect after the system is restarted.

SPECIAL SCANS

Check the box below if you want the avast! special scans (such as the Windows Explorer
"right-click" scan and the Screensaver scan) to be visible and configurable via the avast! user
interface.

[ Show special scans in avast! user interface

BEHAVIOR

[ Autemnatically open the Scan Results when scan is finished

The Scan Results window will only be opened when there are any results to be shown.
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System Memory:

Ba

e 3 Running Process
e 10.4 Megabytes of ram
e Not heavy on system at all!!

ckground processes (22)

) avast! Antivirus (32 bit) 0% 3.5 MB
1 avast! firewall service (32 bit) 0% 4.3 MB
51 avast! Service (32 bit) 0.6% 2.6 MB

30 Web Links (Zero to 1 Day Old Links):
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Malware Pack Containing 88 Files (2 Day Old Files):

e 24/30 Links Blocked

Missed Links:

tam98.xclip.me/app/download?as=1&contentType=4---------------- 3/39
mousemodz.vietclan.com.vn/MouseModza.rar----——----- - - 4739
du-pont.info/updates/pt_PT/1-mozillabrasil.xpi---------------- 9/39
clientenotafiscal.portal.lc/Comprovante.zip-----------ooooooo- 3/39
antibanmedia?.asia/update/flash_update.exe-------------------- 7/39
ads2477 .blogspot.in-----mmm s e 4/38
216.99. 158, 0y eME - m o s oo s e e e 7/39
198.13.1168.114/Server.exe-———------ - 9/39
192.218.51.162/rmvb.eXe------ - - 8/39
. thomthem.caidat.vn/app/
download?itemId=C87511.1374678987874.e930cbe78as=1----------- 3/39
cricketembedad.blogspot.ca/------------------mm 4738
avanceturismo.com.br/images/ /Anexo-Fiscal.zip--------------- 6/39
ktds.com.hk/-----------—c- - 3/39
hacuonglée®2.xclip.me/app/download?as=1&contentType=4--------- 3/39
cricketembedad.blogspot.ca------------------mmmmm o 4/38
cibergeo.org/cms/modules/tmp/tmp/tmp/Boleto-914821.zip------- 5/39
shifa.com.pk/consultants/images/settings.php.jpeg------------ 7/38
jetkonnectt.in/ ?kw=jet¥20konnect---------------oommoooo o 3/39
122.117.193. 287 /stt.eXe--m- - m o m e 11/39
update.adobestore.co.za/install flash_player plugin.exe----- 14/39
plan.pl/wroclaw/przewodnik/appc/anelkaupc.htm--------------- 12/39
[T o it et 6/39
nemesis-artgroup.deferror.html--------coommm 11/39
giaiphaptoandien.vn/links/link_web66.gif-------------------- 18/39
89.144.58.21/files/build32.exe--------c-oommmmm oo 12739
update
.windowchecker.co.kr/set/windowcheckersetup_fastrealm.exe----9/39
releasenstworks.nl/mi.exe--------- - 12/39
pimpmaturebedvids.de/21/moviel@88p.mkv.exe---------------o--- 3/39
hardcoreportaldervidsgf.de/28/moviel@88p.mkv.exe------------- 4739
files.fm/down.php?i=xvdtdpgé&n=CodExe.exe------------- - -~ 3/38
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"C:\Users\ilir\Desktop\88" SHOW RESULTS
Scan complete, THREAT DETECTED!

Run time: 0:00:03
Tested files/folders: 175/1
Amount of data tested: 49.6 MB
Infected files: 76

Home Share View v @

t W 88 v & Search 88 2

3% Favorites [ Mame Date modified Type Size

B Desktop @ 0c75bf354f3af466fa32c9a15f138665 7/24/2013 4:09 PM Application 379KB
& Downloads . 4fa261bd3d6827146337a3300b4660a9 24/2013 443 PM  Application 192 KB
2| Recent places . 5d3afcdedd0ffbcbbied2e629d6d0b38 2472013 13 PM Application 191 KB
|%| Babf2316c32e0cc730a00bf3c281a7hd.dIl 0137:21PM  Application extens... 140 KB
7l Libraries ﬂ 44a37ebd03bSfTb62704c753048d 1 5cc2 Application 290 KB
[& Documents [ angrim2 Application 960 KB
w Music . e2f4fh7899a3181595623eaT 1daebd56 Application 190 KB
[&=] Pictures %] e32c58805d3d04ee032b5683ddbd4cdf.... /2013 3:35PM  Application extens... 132KB
B videos wa 24/201312:39PM  Application 1,534 KB
[T java 24/2013 1:53PM Application 258 KB
t% Homegroup (Y pricelist Application 939KB
Y ilir ivezaj 2] skrin Screen saver 782 KB
[ SR Application 191 KB
il Computer
i, Local Disk (C)
i DYD Drive (D:) HRM,

“j Metwork

13 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

e | executed 6 files from the missed files in the malware pack and it
detected 6 of 6!
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£ Virus Chest
/‘: MAINTENANCE
W The avast! virus chest works as a container for suspicious and infected files. By moving a f
Update the rest of the system so that it can't do any harm.
Subscription MName Original ... Last chan... Tra... Virus
Scan Logs 0c75bf354f3af4606fa32c9a15f138065.exe C\Use.. 7/24/20.. 7/.. Win32:Evo-gen [Susp]
44a37ebd03b9f7b62704c75048d15¢cc2.exe Ci\Use.. 7/24/20.. 7/.. Win32:Evo-gen [Susp]
Remote Assistance 4fa261bd3d6827146337a5309b4660a9.exe C\Use.. 7/24/20.. 7i. Win3Z:Evo-gen [Susp]
About avast! 5d3afcded40ffbcbb5e02e629d6d0b38.exe Ci\Use.. 7/25/20.. 7/.. Win32:Evo-gen [Susp]
angrimZ.exe C\Use.. 7/24/20.. 7/.. Win32:Evo-gen [Susp]
_ e2f4fh7899a3181595623ea71daebd56.exe Ci\Use.. 7/24/20.. 7/.. Win32:Evo-gen [Susp]

e | couldn’t execute the “8abf2316c32edcc730a00bf3c281a7b4.dIl”
because | needed to download something in order to open file.

N 8 ~ oW

{ Favoites
B Oesitop 8 DT G 22 0 | 133665
i Doverlcady ) a2t I 3 Ta S 050406005
+L Recent places - LdTadc dndiiMbobh Sed Tel Mt dlb 15
Salel2316c 326000 TR0R00M 3c 281 T 0
4 Libiaiies O AaT ek TE] Tl T 5083 150
=| Documents 1 angriml
o Matic W e TS 101 S e T il
= Fichures 30 SRS e D b 6 T d i .
H Yiduon r G
"
% Homegroup & percelnit
| & EEEeT 51 ghrin
| "R
= Cemputer

e Local Dk (29
B DVD Drive (D) HRAA

S Nebwork

13 itevre

Hitmanpro and Malwarebytes results after behavioral blocking test:




& HitmanPro 3.7.6 - Build 201 (64-bit) = =

No threats found

Threats detected:

Total objects scanned:

File objects scanned:
Remnant file objects scanned:
Remnant Registry objects scanned:

Total scan time:

& HitmanPro

cloud-assisted behavioral-based antimalware

Save Log Close (8)

hA Malware
A RE

ANTI

Scanner Protection Update CQuaranting Logs lgnore List Settings tare Taols Ahout

Scanner
u Malwarebytes Anti-Malware is now scanning your system. Please wait until the scan is complete.

The scan completed successfully.
Objects scanned: 207552
Objects detected. 0

Scan type: Quick scan

Time elapsed: 2 minute(z). 56 second(z)

Currently scanning:

The scan completed successfully. Mo malicious iterns were detected.

Main Menu

5 Star Rating:

e 1 Star: User-friendly: 1/1 Star
e 1 Star: Low Ram Usage, 60mb or less: 1/1 Star



1 Star: 24/30 Web Links, 80%: 1/1 Star

e 1 Star: Detection 85%+: 1/1 Star
e 1 Star: Behavioral Blocking, 50%+: 1/1 Star
5/5
Stars
Summary:
Advantages:

Nice and easy user interface

Really light on ram and system

Good detection rate, could’ve been better considering these are 2
days old!

Good Web Blocking

Quick scanning and removal on malware pack

Amazing Behavioral Blocking!

Disadvantages:

None

According to my testing’s, avast did amazing in all portions of test. | would
definitely recommend this antivirus to users!



