Microsoft Security Essentials For
Windows 8 (Updated and Default
Settings)
Malware Security

User Interface:

PC status: Protected

& Real-time protection:

Windows Defender -

Windows Defender is monitoring your PC and helping to protect it.

On

& Virus and spyware definitions:  Up to date

Scan details

Last scan: No scheduled scan performed

@ Help ~

Scan options:
® Quick
O Full

() Custom

Scan now |

Control Panel Home

Allow an app or feature

through Windows Firewall
@ Change notification settings

@ Turn Windows Firewall on or
of

@ Restore defaults
'@‘ Advanced settings

Troublesheot my network

Seealso
Action Center
MNetwork and Sharing Center

@ - 1 ﬂ » Control Panel » All Control Panel ltems » Windows Firewall v & Search Control Panel el

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software frem gaining access te your PC through the

Internet or a network.

l @ Private networks

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Notification state:

Guest or public networks

Connected @

On

Block all connections to apps that are not on the list
of allowed apps

@ Network

Notify me when Windows Firewall blocks a new app

Not connected @
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System Memory:

+ 2 Running Process

« 31 Megabytes of ram

+ Not heavy on system at all

Name
=] MsMpEng.exe
B csrss.exe
B csrss.exe
= dihost.exe
5 LiveComm.exe
B conhost.exe
8 System interrupts
5 dwm.exe
5 dasHost.exe
5 svchost.exe
" svchost.exe
8 svchost.exe
8 svchost.exe
B svchost.exe
5 svchost.exe
5 svchost.exe
| svchost.exe
[ svehost.exe

PID
1868
560
620
3100
3600
3968

920
2696
808
836
488
508
520
528

1160
1708

Status

Running
Running
Running
Running
Suspend
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

User name CPU  Memory (p...

SYSTEM
SYSTEM
SYSTEM
SYSTEM

ed ilir
ilir
SYSTEM
DWM-1
LOCAL SE...
SYSTEM
MNETWORK...
SYSTEM
SYSTEM
LOCAL SE...
NETWORK...
LOCAL SE...
LOCAL SE...
LOCAL SE...

00
00
00
00
00
0D
02
00
00
00
00
00
0D
00D
00
00
00
00

22,284 K
988 K
1,128K
3,200K
7868 K
380K
0K
32,128K
3,604 K
2,488 K
2,908K
3,428K
22,776K
19,438 K
9,808 K
3, 736K
6,672 K
T,396K

30 Web Links (Zero to 1 Day Old Links):
. 26/30 Links Blocked

Missed Links:

gulcan.org/reklam/flash-playerl85.exe--------------
fristore.co.uk/work/download/download.php----------

akl.waw.pl/modules/

mod_articles_latest/install_flashplayer.cpl--------

54.280.15.226/log/video. zip

sexywn.mobi/phim3dx.net/android/SexyVideoPro.apk----3/39

phoenxport.org/vaxxl.html

juniorbaby.de/WP_Backup

Sup-includes/images/crystal /Extrato_1564-2813.zip---3/39

119.81.54.84/Uncrypt. exe
goodbarlife.info/index.html?e=dlo

gorktser.ru/srv/files/loft_crptd{l).exe-----------

grandpaagedgagging

military.de/21/moviel@8@p.mkv.exe
greatfilesarey.asia/v780/index. html
?q=kWater_Bugs_Setup.exef&installer_file_name=
Water_Bugs_Setup.exe&product_name=Water_B
ugs_Setup.exe----------- - 6/39
hotfile.com/d1/242318146/ec5897d/punquititica.exe-11/38

kaswvatus.org/serve/crypsola.exe

163.31.186.29/2013 /roo-sex-episode-5.avi.exe------
118.186.8.132/3/file.data.weipan.cn/21933723
/8808c14d346ec2b923ecd6790819d3a26dd032e238%amp ;
expires=1369782352&amp; amp ; amp ; amp ; amp ; amp ; amp ;
amp; amp; amp; amp ; fn=photoshopcs29. B FX6%8C

H98&amp ; ampH2

178.151.5.191 /userid2.exe

19yowigredhead

smardi-gras.de/85/moviel@8@p.mkv.exe--------------

208281ashes.com/loadl62 . exe

37.59.117.243 /index. php?id=8f4fBBfc592136bfc
Be8dfcbladbdSbbacBaBedlad498d28473F27cf76c3dd8e----3/39
3rdgengraphix.com/img/hh56.exe---
58.63.222.182/TulBE39 . exe
http://ww. aiwatel. com/vpn-aiwatel .exe------------

Virus
Virus

Virus
Virus
Virus
Virus

Virus
Virus
Virus
Virus

Virus

Virus
Virus
Virus
Virus

Virus
Virus

Virus
Virus

Virus
Virus
Virus
Virus

Description

Antimalware Service Executable
Client Server Runtime Process
Client Server Runtime Process

COM Surrogate

Communications Service

Console Window Host

Deferred procedure calls and interrug
Desktop Window Manager

Device Association Framework Provi
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services

Host Process for Windows Services

Total Blocked
Total Blocked

Total Blocked
Total Missed
Total Missed
Total Missed

Total Missed
Total Blocked
Total Blocked
Total Blocked

Total Blocked

Total Blocked
Total Blocked
Total Blocked
Total Blocked

Total Blocked
Total Blocked

Total Blocked
Total Blocked

Total Blocked
Total Blocked
Total Blocked
Total Blocked



24, http://wni.advantage

universe.com/content/updates/advantage.exe--------- 3/39 Virus Total Blocked
25. http://teenyvideos.org

/tube/video/Play Videol945.exe--------------------- 3/39 Virus Total Blocked
26. http://skachkavip.ru/a3d3czksLGdBbmIncS1xdixkindci2

xBbWIsYmdce25vXDABamc%2B/archive /3835651

/129269564 /drive.eXe----------mmm e 3/38 Virus Total Blocked
27. 68.228.8.88/GGOsqlwl . exe--------------mm oo 12/39 Virus Total Blocked
28. 91.239.232.149/soft.exe---------mmmm o 5/39 Virus Total Blocked
29. 93.89.236.171/soft.exe---------mmmm e 18/39 Virus Total Blocked
30, a.pomf.se/9Xch.exe - 9/39 Virus Total Blocked

Malware Pack Containing 204 Files (1 Day Old Files):

122/204 Files detected = 59.80%

I3 0= 204
Home Share Wiew
:(—:l - 1 . v ilirivezaj » Downloads » 204 v & Search 204
-
¢ Favorites [ Name Date modified Type Size
Bl Desktop O alo Application
& Downloads m ass Screen saver

= Recent places \#| celine dicn amour ou amitiémp3 Screen saver
57 Crypted Application
4 Libraries =7 crypter7 Application
3 Documents & csrss Application
J"- Music (=] cyserver Application
|| Pictures & DUC Application
B videos @ Facebook Chat Application
& Facebook Hacker Application

m; Homegroup \%)| FlashPlayer (1).cpl Control panel item 706 KB

\%]| FlashPlayer11.cpl Control panel item 485 KB

1% Computer € Google Chrome Application 1.217T KB

B Image Screen saver 440 KB

€ Network ] MAPHack Application 561 KB

B New sample Screen saver 1,013 KB

%] NF-Nota fiscal-BR.cpl Control panel iterm 78 KB

18 noha Application 657 KB

=7 psa gel Application 25 KB

57 photoB 2013-09-06jpg Application 2 KB

<, Proofjpg Application 3 KB

82 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

| executed 6 files from the missed files in
malware pack and 6 of 6 files where blocked by
smart screen!

Hitmanpro and Malwarebytes results after behavioral blocking test:



— = A T—

L3 Malwarebytes Anti-Malware = =2

v Malware

ANTI-MALWARE

Scanner | Frotection Update Quarantine Logs | lgnore List Seftingz i More Tools il About

Scanner
M alwarebytes Antit alware is now scanning your spstem, Pleasze wait until the scan is complete,

The scan completed s Malwarebytes Anti-Malware
Objects scanned: 212611

Objects detected: [

) o The scan completed successfully. No malicious items were detected.
Scan type: Quick scan

Time elapsad: 1 minute(s),

Currently scanning: | 0K

The zcan completed suco

Main Menu |
Buy Mow ' Activate '

Mo threats found

Threats detected:

Total objects scanned:

File objects scanned:

Remnant file objects scanned:
Remnant Registry objects scanned:

Total scan time:

&> HitmanPro

cloud-assisted behavioral-based antimalware




5 Star Rating:

- 1 Star: User-friendly: 1/1 Star
- 1 Star: Low Ram Usage, 60mb or less: 1/1 Star
. 1 Star: 24/30 Web Links, 80%: 1/1 Star
- 1 Star: Detection 85%+: 0/1 Star

1 Star: Behavioral Blocking, 50%+: 1/1 Star
4/5

Summary:
Advantages:
* Nice and easy user interface
+ Low ram usage and also light on system
» Good web blocking
+ Behavioral blocking was great
* Smart screen was very strong through the web blocking test

e Ok scanning time

Disadvantages:

+ Not great on detection rate

According to my testings, Microsoft Security Essentials seemed to do a very good
job protecting me. The only down fall was the detection rate, but hey as long as
smart screen is there, you shouldn't have a problem. I would recommend this
security suite to users.



Thanks for Reading!!



