Ashampoo Anti-Virus 2014 with Windows Firewall
(Updated and Default Settings)
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Note:
A You should run at least one full system scan after installing to detect infections prior to the installation.
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Full system scan

Scans all
system areas and
all folders on all
local hard disks.

EX

Quick scan

Scans important
system areas and
system folders.

49

Removable drives

Scans external

media such as flash drives.
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User-defined

Select the folders
to scan and
system areas yourself.
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Version: 1.0.2

Copyright{c) 2013
Ashampoo Development GmbH & Co KG ; Oldenburg f Germany

Chief Developer: Miki Bugardici

Product Management: Jens Meyerholz

Graphical User Interface Design: Sebastian Strzelecki

Dual-Scanner powered by Emsisoft and Bitdefender scanning technology.

Serial: -

Emsisoft SDK (c) Emsisoft 2003-2013
Bitdefender SDK (c) Bitdefender 1997-2013
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Note:
Use of the tools requires elevated user privileges.
“ Once clicked, the application will restart with administrator privileges.
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@‘ Basic functions

Skin | Language Proxy  Other
Q Scan operation

%, You can select a skin here. This affects the appearance of the software. To do so, select a skin from the
list and dlick on "OK™.
‘Warning: The selected skin will only appear after restarting the software,

Into Darkness
Default (dark) theme for "Ashampoo® Anti-Virus
Designed and created by Sebastian Strzeleck, Ashampoo® Team

Let there be light
Default (light) theme for "Ashampoo® Anti-Virus
1 Designed and created by Sebastian Strzelecki, Ashampoo® Team

jm 8!

Settings
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@ Basic functions =

Files | Scan  Other options  Whitelist

S i Here, you may specify flles to be scanned for potential threats.
EUEEELL All settings apply to the main application, only. The guard allows you to configure other settings.
Attention: These settings should only be changed by experienced users.

File formats
All files

) Al files - except the following:

|.asfl.avil.bmp).dib|.div|.divx].gif|.mov|.mp3|.mp4l. mpeal.mpg|.ogal.pngl.psd].at|. toa . ifl. 6] wav|.wmal
() Orly these file formats:

|.asp|.bat].cabl.cgi].chm|.clal.dass].cmd|. com|.cpl|.inil.css].dll|.elf].exe].hlp].hta |.htm|.html|. zip|.wh].jar |.iF

File size
This allows you to spedify & maximum file size,

65536 EI KB (1024 Bytes = 1KB, 1024 KB = 1 MB)

System Memory:




e 3 Running Process

+ 238 Megabytes of Ram

* Not slow on system

1® Windows Task Manager
File Options View Help

Applications | Processes |Seruit.es | Performance | Networking | Users |

Image Name
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AAY Service_,..
AAY_Guard.e...
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svchost.exe
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Searchindexe. ..
SearchProtoc...
System
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SYSTEM
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2,268 K
222,112K
6,400 K
1,184K
1,244K
1,804K
5,948 K
2,852K
2,804K
10,508 K
54,656 K
5, 164K
13,500 K
7,155 K
412K
3,756 K
3,228 K
3,008 K
3,164K
1,172K
1,144K
1,308 K
7,004K
1,984K
5K
24K

AAV Service_Vista

Ashampoo Anti-Virus 2014

Client Server Runtime Process

Client Server Runtime Process

Desktop Window Manager

Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Tasks

Host Process for Windows Tasks

Local Security Authority Process

Local Session Manager Service
Microsoft Software Protection Platform Service
Microsoft Windows Search Filter Host
Microsoft Windows Search Indexer
Microsoft Windows Search Protocol Host
T Kernel & System

Percentage of time the processor is idle



30 Web Links (Zero to 1 Day Old Links):
. 27/30 Links Blocked

Missed Links:

| Ashampoo Test Links - Notepad
File Edt Format View Help
1. supersoundlight. co. uk/feed, html---------=-=------- --11/38 virus Total B1
2. phoenxport. org/topurl, html----------------=------- ---8/38 virus Total Bl
3. gvarika. ipove,ge/mvrrerrrl, html------------------- ---8/38 virus Total Bl
4, sieuhay.vn/upload/file/qame/BaoveThanhps. apk------------- 10/38 virus Tptal Bl
5. piramidealimentos. com. br/images/restaurante/restaurante
/Extrato_debito_Panamericano_990700200100. pdf. zip--------- 5/38 virus Total Blocked
6. mdm-kozuszki.pl/- e ---0/38 virus Total Blocked
7. maakjeschilderij.n /med1a/bas1c/st lesheets/images
/qeboortekaartenprinter_block_big_ ¥ooter pg-------------- 5/38 virus Total Bl
8. reclamecar. com.br/favicon, icg--------===mmmmmmmmm- ---6/38 Virus Total B1
9, nsfphntus.org/%anYA.exe mmmmmmmmmes --14/38 virus Total Bl
10. blog.solangealmeida. com. br /favicon, 1co------------------- 6/38 virus Total B]
11. devcas.netad.php?urT=ut0rrent%2FuT0rrent—3.2—2?850.exe———8/38 virus Total M
12. 115.47.49.181/seomarker, exe e ---6/38 virus Total Blocked
13. www. jobcorea. kr/download. htm?pdsid=12359---------------- 3/36 virus Total M
14, directfreeall.info/index. html ?e=vdx---------===mmmemmuu- 9/38 virus Total B
15. 216.17.21.221 /win32. exe e --12/39 virus Total Bl
16. www. perilshed. info/bt. exe------=-=-mmmmmmmmmam- ---7/38 virus Total B
7. dlp.playmediaplayer. com/d/ZSﬁ/Browser Update
/502/623/TKpUXXUY-=-== === === m e m e e ---3/38 Virus Total B1
18, 216.176.190. 180/f1 es/x] l.exe——— —————— --13/38 virus Total Bl
19, www. twonext. com/download/res/exq, exe--------------------- 9/39 virus Total B]
20. 82.165,195,254/c10, exe e --10/36 Virus Total B1
21. fbhtr.ocalahomevalues. com/index. htm17p=6175------------- 10/38 virus Total B
22. 95.170.192.110/444f  exe e ---0/39 virus Total B1
23. bernardodomearim.ma.gov. br /install_flash_player.exe-----11/38 virus Total gl
24, osfphotos. org/y3qIVA, exe-------msmmmmmmmmmemmaees --14/38 virus Total B
25. huoEmakersSS.free.fr/l.exe- e ---8/39 virus Total B
26. cdn.growmatecdn, us/nsi/nsis-html/vconverto2_6940, exe-----4/38 virus Total Bl
7. 2007scapebot. net/Java, exe-- e --12/39 virus Total B1
28, www.windelectric,ua/images/bl/calc, exg------------------ 14/38 virus Total B]
HdmhﬁﬂﬂﬁmxﬁdWaWUMgwtmae ————— 4/38 virus Total M
30. gorktser.ru/srv/files/loft_crptd(1). exe----------------- 11/39 virus Total Blocked

Malware Pack Containing 72 Files (1 Day Old Files):

68/72 Files detected = 94.44%
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[ File
68 infected objects were removed.
@, Process 68 objects were quarantined.
B Bootrecord 0 objects will be removed at the next Windows boot.
0 objects can only be removed manually.
Cookie 5
0 errors occured during removall
[ Other
The selected infections will now be removed 2 cound: oo
This may take a while - please be patient. @ Visible: 58
[+] selected: 68
A2
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Organize v+ Includein library = Sharewith =  Newfolder =~ A @&
T e Name Date modified Type Size
B Deskiop (MAGISTRAL)VID_000001 10, PM 1,426 KB
4 Downloads = orderdetails 0 PM 231 KB
5] Recent Places &7 Originalcopy PM 231 K8
i Payment_confirmation_bank _slip 0 9PM  Application 643 KB
4 Libraries
%) Documents
o Music
[ Pictures
B2 videos
& Homegroup
1% Computer
€ Network
4 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

+ | executed the missed 4 files in malware pack and it detected 4 out of
4 files by behavioral blocker. | could not post a picture of behavioral
blocking log because it doesn't keep behavioral blocking information.



Hitmanpro and Malwarebytes results after behavioral blocking test:

« Hitmanpro has found nothing. The suspicious file is not really
suspicious because it is set to “ignore” as default and also the file is from
Ashampoo.

:f:‘ HitmanPro 3.7.7 - Build 205 (64-bit) EI = @

Scan results

Mo threats found

AMNV_Guard.exe EZHEE @ Suspicious Ignore ~ =

C\Program Files x86"Ashampaoo\Ashampoo Anti-Virus)

Identified Threats: 0 (Traces: 12) 1 Itemn

'@' Trial license is activated. 30 days left. Buy Mow

. [ =

&9 Malwarebytes Anti-Malware = =)=

Scanner | Pratection | Update I Quarantine I Logs | |gnore List I Setlings I Moare Tools I About

Scanner
u M alwarebytes Anti-M alware iz now scanning vour system. Please wait until the scan is complete.

The scan completed successfully.
Objects scanned: 191362
Objects detected: 0

Scan type: Quick scan

Time elapzed: 1 minute(s), 7 second(s|

Currently scanning

The scan completed successfully. No malicious items were detected,

5 Star Rating:




Summary:

1 Star: User-friendly:

1 Star: Low Ram Usage, 60mb or less:
1 Star: 24/30 Web Links, 80%:

1 Star: Detection 85%+:

1 Star: Behavioral Blocking, 50%-+:

Advantages:

Nice and cool looking user interface
Web blocking is amazing

Detection rate is good

Behavioral blocking is amazing
Really quick canning and removal

Light on system

Disadvantages:

Really heavy on Ram

1/1
0/1
1/1
1/1
1/1

4/5

When blocking web links, I wish it blocked it automatically because
an average user would probably hit allow, even though it says “Found

Infections.”

According to my testings, Ashampoo did an amazing job of protecting me. I wish it
would lower its ram usage a lot and fix the “block™ and “Allow” option to just
“Blocking” with out asking. Another thing is that Ashampoo does have a free
firewall, but it wouldn't let me install it since it only works in older operating
systems which is weird because I have windows 7 in virtualbox, but either way
windows firewall is good or comodo firewall. I would recommend this anti-virus to

users!

Thanks For Reading!



