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System Memory:

* 85 Megabytes of Ram
* 3 Running Process

* Not heavy at all!

1% Windows Task Manager

File Options View Help
Applications | Processes |5ervices |Perforrnance | Metworking |Users |

Image Name IJser Mame CPU  Memary (... Description

C8rs5,EXE SYSTEM 0o 1,224K  Client Server Runtime Process
C8rss,EXE SYSTEM ] 1,244K  Client Server Runtime Process
dwm, exe Malwar,., 00 1,086 K  Desktop Window Manager

FPAVServer.e.,, SYSTEM 0o 73,132K  FPROT Antivirus dispatcher service
svchost.exe LOCAL... 00 6,104K  Host Process for Windows Services
svchost.exe WETWO... 00 5,132K  HostProcess for Windows Services
svchost.exe SYSTEM 00 2,668 K Host Process for Windows Services
svchost.exe MNETWO... 00 2,920  Host Process for Windows Services
svchost.exe LOCAL... 00 9,920 K  Host Process for Windows Services
svchost.exe SYSTEM 00 57,372K  Host Process for Windows Services
svchost.exe SYSTEM 00 12,388 K Host Process for Windows Services
svchost.exe LOCAL... 00 7,112K  HostProcess for Windows Services
svchost.exe LOCAL... 00 4,228K  Host Process for Windows Services
svchost.exe LOCAL... 00 3,724K  Host Process for Windows Services
svchost.exe SYSTEM 00 17,224K  Host Process for Windows Services
taskhost.exe Malwar... 00 2,164K  Host Process for Windows Tasks
FProtTray.ex... Malwar..., 00 2,216 K Icon in the taskbar notification area (F-PROT Antivirus)
sass,exe SYSTEM o 3,136 K  Local Security Authority Process

lsm. exe SYSTEM o 1,184K  Local Session Manager Service

wisptis.exe Malwar... 00 2,152K  Microsoft Pen and Touch Input Component
SPPSVC.EXE WETWO... 00 1,064K  Microsoft Software Protection Platform Service
SearchIndexe,.. SYSTEM 00 14,456 K Microsoft Windows Search Indexer

System SYSTEM 0o 56K NT Kernel & System

System Idie P...  SYSTEM 94 24K Percentage of time the processor is idle
SErViCES, BXE SYSTEM o 4,228K  Services and Controller app

spoolsy, exe SYSTEM o 4,028K  Spooler SubSystem App

VBoxService....  SYSTEM o0 1,568 K  VirtualBox Guest Additions Service
VBoxTray.exe  Malwar... 00 1,696 K  VirtualBox Guest Additions Tray Application
audiodg.exe LOCAL... 00 9,816 K  Windows Audio Device Graph Isolation
explorer.exe Malwar,., 00 22,434K  Windows Explorer

winlogon.exe  SYSTEM o 1,784K  Windows Logon Application

wmpnetwk.exe  NETWO... 00 4,124K  Windows Media Player Metwork Sharing Service




30 Web Links (Zero to 1 Day Old Links):
- 1/30 Links Blocked

Missed Links:

Nj F-Prot - Notepad
Fle Edit Format View Hep

1, uqdate.wﬁnfaster.co.kr/set/w1nfastersetup_post.exe ----------------- §/49 virus Total Blocked
2. pliki.onet.pl/instal ler /Progove. standard_6. 95. 8%20%2834633%29. exe--4/49 Virus Total Missed
3. pliki.onet.pl/installer Mp3. knife_3 4520%2829419%29, exg------------ 4/49 virus Total Missed
LmmwmmmmwmhmwmmmmLWJUMMBﬂe ------- 9/49 virus Total Missec
5. 11.stylezip. info/addons /wpc_ar_20131012172031_qone8, exg----------- 10/49 virus Total Missed
6. 37.49.225.173/minminee. gif 6/47 virus Total Missed
7. downloadspotL. solutiongroup. info/sctmp. exe 6/47 virus Total Missed
8. magicqirls.in/video/Play_videod921, exe 7/47 virus Total Missed
9, vowels.co.in/ 7/47 virus Total Missed
10. pliki.onet.pl/installer /RAR_S. 0UR20%2834104%29, BYg--------------=- 3/47 virus Total Missed
11, odisk.co.kr/ad/setup/odisk_shortcut_bcwin, exe 3/47 virus Total Missed
12, 4sinstalls.info/files/BabylonDownloader. exe 5/47 virus Total Missed
13. tobiasteka. hu/avcheck. exe 4/47 Virus Total Missed
14. vmoffice. com. br /bTog/fFatura. zip 8/47 virus Total Missed
H.WWWWHM?NMLWM 6/47 virus Total Missed
16, Tubaking.co. uk/f /service. exe 4/47 virus Total Missed
7. ganehat. com.vn/upToad/file/qame,/TaiFacebookpss, apk---------------- 6/47 virus Total Missed
18, 182.18.143,140/~sethomat /rtgsdetails. rar 3/47 Virus Total Missed
19, 118.244.211.52/21t1an/znufe?OCGrrencﬁa_pdf.21p 6/47 Virus Total Missed
20. 206.217.197.39/cib, exe 8/47 virus Total Missed
21, dl.onesappz. com/g/1.0.6/9943687 /Firefox_dsetup, exe---------------- 7/49 Virus Total Missed
3 1l.sty1ezip.1nfo?addons/gadgets/too1cube_setup.exe ---------------- 9/49 virus Total Missed
23, 115.47.49,181/seamarker. exe 10/47 virus Total Missed
24, directxex. con/uploads /1600428893, GTA V INSTALLER, eXg------------- 11/47 virus Total Missed
25, dlp.123nedianlayer. con/o/259/Java /446 /648/ T 1Qi 1Z----------=----- 6/47 virus Total Missed
26, 216.176,190,180/F1Tes/x]-5, exe 10/47 virus Total Missed
7. dx3. 52z, con/cdsdxmzsie. exe 10/47 virus Total Missed
28, dx8.52z.con/baldj. exe 11/47 virus Total Missed
29, fbhtr,ocalahomevalues. con/index, htm]?p=6175 7/49 virus Total Missed
0. ad10ck.ﬂn/down1oad/299?8/easy-way-to-Eack-wepwpawpaz-wi-f1.exe----?/49 Virus Total Missed



Malware Pack Containing 105 Files (1 Day Old Files):
17/105 Files detected = 16.19%

@ F-PROT Antivirus for Windows
@ F-PROT | antivirus
for Windows
System status Virus scanners
&2 virus scanners Scanned files 105
Scan .
Overview % Selected location afectedioects L
Disinfected objects 9
File syst=m Quarantined files 8
Internet/E-mail
Duration 00:00:06
Manual scan
=+  Scanstatus
Scan completed
B Quarantine | =
Ttems Found File: Status
Settings W32/Downloader.C.genlE... C:\sers\Malware Security\Desktop\105\123.exe Quarantined -
@ W32/Backdoor2, HOBU C:\Users\Malware Security\Desktop\105\a.exe Deleted L
Advanced W32/zbot.BR.gen!Eldorado  C:\Users\Malware Security\Desktop\105\bot(1).exe  Quarantined i
Advanced scan W32/Trojan3.GHM C:\Users\Malware Security\Desktop\105\Case_102... Deleted
clusions W32/Symmi.O2.gen!Eldor...  C:\sers\Malware Security\Desktop\105'\Desktop.e... Quarantined
W32(Trojan3.GGY C:\UsersiMalware Security\Desktop\105\Doc. TT.scr Deleted
Settings W32/Downloader.C.genlE... C:\Users\Malware Security\Desktop\105\Docuter v... Quarantined -
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[ Documents ® 3c9c2c14d560aa8146f364641afd2542
& Music B\ 320f3906ec42082c3acSdedcTddrL4d
[=] Pictures B 75ff5e8b06 cfefb260d314ad5cdd1b6e
B¥ videos ® 9efl7ed6cB64a34503b275b75f448F3
& 997080e1f325362515bdabaBI907065
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Caught Later By Behavioral Blocking, Firewall, Etc.:

« lonly got up to 3 files because the 3" file was ransomware, i didn't do a screen
shot on the whole screen because the rest of it had pornography, so i only did the
top part to prove ransomware. F-Prot detected 0 out of 3 files!

L
The computer is locked by Internet Service Provider

Work your computer has been suspended on the grounds of viewing illegal content

Your IP address: 71.238 245177 Allillegal activities on your computer, including photes and video from webcam, stored in a police database for further
Your Hostname: Comcast Cable identification of the individual offender

Location: Michigan/Rochester




Hitmanpro and Malwarebytes results after behavioral blocking test:

* Could not scan with malwarebytes and hitmanpro because of the ransomware that took
over my desktop, but of course you can tell F-Prot did not do well!



5 Star Rating:

- 1 Star: User-friendly: 1/1

1 Star: Low Ram Usage, 60mb or less: 0/1

- 1 Star: 24/30 Web Links, 80%: 0/1
- 1 Star: Detection 85%+: 0/1
- 1 Star: Behavioral Blocking, 50%+: 0/1
1/5
Summary:
Advantages:

Nice and easy user interface
Really light on system

Quick scanning and removal

Disadvantages:
Heavy on ram
Horrible on web blocking
Not great detection rate

Not great behavioral blocking, especially letting a ransomware slip!

According to my testings, F-Prot did not do amazing at all. I do hope they improve
before they go out of business. I would definitely not recommend this antivirus to
users until they improve the disadvantages.

Thanks for Reading!



