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System Memory:

* 4 Running Process
* 250 Megabytes of ram

* Not slow on machine because | have 3 Gigabytes of ram in Virtaulbox, but if less
Gigabytes on your PC, then it would probably freeze, especially on old PC!

svchost.exe LOCAL... 00 5,020 K Host Process for Windows Services
svchost.exe LOCAL... 00 4,320 K Host Process for Windows Services
svchost.exe LOCAL... 00 3,948 K. Host Process for Windows Services
taskhost.exe Malwar... 00 2,304FK  Host Process for Windows Tasks

iexplore.exe ... Malwar... 00 45,783 K Internet Explorer
iexplore.exe ... Malwar... 00 6,760 K Internet Explorer
iexplore.exe ... Malwar... 00 41,600k Internet Explarer
iexplore.exe ... Malwar..., 00 43,176 K Internet Explorer

[zass,exE SYSTEM 0o 3,428 K  Local Security Authority Process

[sm.exe SYSTEM 0o 1,180 K  Local Session Manager Service

wisptis, exe Malwar... 00 2,200 Microsoft Pen and Touch Input Component
SPPSVC. EXE METWC... 00 1,412 K Microsoft Software Protection Platform Service
Searchindexe... SYSTEM i 13,312K  Microsoft Windows Search Indexer

notepad. exe Malwar... 00 5,830 K Motepad

System SYSTEM o0 55K NT Kernel & System

System Idle P...  SYSTEM 94 24K Percentage of time the processor is idle

SErVices. exe SYSTEM 0o 4,544K  Services and Controller app
spoolsy, exe SYSTEM 0o 4,012 K  Spooler SubSystem App
vsmon.exe *32  SYSTEM 0o 235,760 K TrueVector Service

VBoxService....  SYSTEM ] 1,556 K  VirtualBox Guest Additions Service
VBoxTray.exe  Malwar... 00 2,036 K VirtualBox Guest Additions Tray Application
audiodg.exe LOCAL... 00 9,900 K Windows Audio Device Graph Isolation
explorer.exe Malwar... 00 22,608 K Windows Explorer

winlogon.exe SYSTEM 0o 1,756 K Windows Logon Application

wmpnetwk.exe  NETWO... 00 4,360 K Windows Media Player Network Sharing Service
SMESS.exe SYSTEM an 283K Windows Session Manager

wininit. exe SYSTEM 0o 834K  Windows Start-Up Application

taskmar.exe Malwar... 05 2,724¥.  Windows Task Manager

ZAPrivacySer...  SYSTEM 0a 3,932K  ZAPrivacyService

zatray.exe *32  Malwar... 00 4,004K  ZoneAlarm
DMTPService.... Malwar... 00 4,520K  ZoneAlarm Do Mot Track Me Service




30 Web Links (Zero to 1 Day Old Links):

« 25/30 Links Blocked

Missed Links:

[a=N

teen{v1deos org/online/Play_videol07_C1ick_Run, exe-------------—-- 7/49

tamplarie.org/SAT_Buzon_Fiscal_Comprobante_
Fiscal_Digital_RECCACE-820915-701-PDF.rar 4/49

. nowak.ir/components/com_contact/
AE-PANAMERICAND-35027790020-IP880. com 6/49
106.186.16.127 /FORMULARIO-
HOTMAILReevalidacaoUsuariosLiveMessenger. zip 10/44
pliki.onet.pl/installer/
Faststone. Image. Viewer_4, 8%20%2829637%29. ex 3/49
update. Tivecleaner. co.kr/set/1ivecleanersetup_cool. exe------------ 9/49
updo.nl1/file/bbddcee3. ex 8/49
vermietplanet.de/deffend. exe--- 9/49
teenyvideos.org/online/Play_video409_Click_Run. exg-------------——- 7/49
. hceschiro.or 3hccs_news.htm——— 10/49
. thewebch1.mpatexasribs/]onestarc]ub/simp]ehtm]dom/mu]ta.zip —————— 3/49

jrecamonde. com. br/install_flash_player_2013-1.2ip---------------- 9/49
. 1mg.arch1ve.is/qu12/
19b361da7721ee7f866F51eceBc879dc5h753580. gif 5/49

. 37.49,225.173/gnl. gif- 10/49
. 23.92.25.53/FORMULARIO-ReevalidacaousuariosmicrosoftHotmail. zip--4/49
. omnishop.fi/bat/people/ch. exe- 4,/49
. directdownloader2. com/download. php?&&&&<&name=: supersexypreteen———4/49
. 115.47.49.181/clock. exe 10/49
. fbhtr. ocalahomevalues. com/index. htm]7p=6175 ’/49
. 217.160.108.17 /soft. exe 11/47
. 1l.stylezip. info/addons /wpc_ar_20131012172031_gone8. exe--------—- 12/49
. dlp.123mediaplayer.com/o/259/Java/446/648/M7iqi1Z----—---------- 8/49
. ge.tt/api/1/files/485yhjs/0/blob?download 3/49
. cdn.file2desktop. com/components/Pricereep. ex 8,/49
. 178.150.202.131/5ame7bl, exe--- 9/49

. greatfilesarey.asia/v1182/index. htm] 78888888488888880888EAEER

&&&product_name=Chemistry:TheMolecularNatureofMatter6thediti

an 6/49
. dx8.52z. com/alltomp. ex 10/49
. fbhtr.ocalahomevalues. com/index. htm1?p=6175 7/49

. attachment.benchmarkemail. com/c291752/payment_s1ip-receipt.scr---3/49
. http://www.mdjdm. com/photo. htm 4,/49
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Malware Pack Containing 155 Files (2 Day Old Files):

134/155 Files detected = 86.45%

-

ZoneAlarm

Antivirus/Anti-spyware Scan

Scanning: Completed
Scan Durstion:  00:00:53 Infections: 135
Scan Progress:  Completed Files Scanned: 155
-jjl-\'} Hide Detections Pause
File name Wirus name Type Risk Treatment Path -
les joxdpg.Scr i HEUR:.. Virus High & Treated C:hsers \Mabware SecurityDeshkio
Look exe i, Backd.. \Virus High & Treated CM\Users\Malware Securty'Deskta
malikaz-JP... Trojan-... Wius High & Treated CiUsers\Malware Securiw\Desk‘tol—l
Microsoft_O. .. Backd... Vius High & Treated Chsers \Malware SecurityhDeskto
Micrasoft_0. Backd... Vinus High & Treated ChUsers\Malware Securty'Deskta
Moi Gostii ... Trojan....  Wius High & Treated CiUsers\Malware Securty'Deskto
movies-sex.... A Trojan....  Vins High & Treated C:hsers \Mabware SecurityDeshkio
msf.exe A HEUR:.. Vius High & Treated C:\Users'\Malware SecurtyDeskto ™
4| 1] r

For additional vinus information and assistance. visit us at the link:
Antivius Resources
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lgnore always
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Bl Desktop
& Downloads

=l Recent Places
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|f] Documents

&' Music

[E=| Pictures

E Videos
% Homegroup

1% Computer

€l Network

' 21 items

Include in library =

Share with +

=
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(=] 1011924 _10201709640686425_1598258146_n
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@ Facebook (2)
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=7 temp
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Date modified

10/27/2013 2:25 PM
/2013 2:25 PM
[2013 2:25 PM
[2013 2:25 PM
013 2:25 PM
013 2:25 PM
/2013 2:25 PM
/2013 2:25 PM
7/2013 2:25 PM
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JPEG image
Application
Application
Application
Application
Screen saver
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Size

100 KB
55 KB
19 KB

953 KB

3136 KE
1,422 KE
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1,261 KB
29K8
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200 KB
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243 KB

250 KB
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Caught Later By Behavioral Blocking, Firewall, Etc.:

* | have ran 2 files until that second file called “big a** se**” caused a serious problem
were all my applications disappeared from my desktop and my wallpaper was gone. |
tried searching any kind of apps like hitmanpro, malwarebytes, ccleaner, snipping tool,
etc. in the start menu, but it could not find it at all. Another problem is | wanted to scan
with ZoneAlarm because that's the only app that seemed to be there, but the scan option
was grayed out, i kept trying to turn on the antivirus back on to scan, but it kept turn off
by itself. So i had to take 2 screen shots from my Linux system to prove to you guys the
results. Also, ZoneAlarm of course did not detect the 2 files.
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Hitmanpro and Malwarebytes results after behavioral blocking test:

* | could not scan with either of them because of the situation i ran into. Hitmanpro and

malwarebytes were not located in my desktop. | wanted to download them again from
the internet, but my web browser was gone to.



5 Star Rating:
- 1 Star: User-friendly: 1/1

- 1 Star: Low Ram Usage, 60mb or less: 0/1

« 1 Star: 24/30 Web Links, 80%: 1/1
- 1 Star: Detection 85%+: 1/1
- 1 Star: Behavioral Blocking, 50%+: 0/1
3/5
Summary:
Advantages:

* Nice and easy user interface

* Good web blocking

* Detection rate was good

* Quick at scanning and removal

* Light on system, but could effect others if lower then 3 gigabytes of ram or old
PC'S.

Disadvantages:
+ Heavy on ram

- Not great on behavioral blocking since it caused a serious issue were
as a regular user would not know what to do since web browser
disappears and antivirus turning off by itself!



According to my testing's, ZoneAlarm did good on detection rate and blocking
links, but the zero day, such as behavioral blocking, didn't seem to do anything.
Even though it got a 3 out of 5 stars, I still would not recommend this antivirus to
users because if 1 web link goes through, well lets just pray its not a serious one or
else your system could get infected badly. I do hope they improve the
disadvantages on the future releases in order for me to recommend it to users.

Thanks for reading!



