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(Updated and Default Settings) Malware Security!
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System Memory:

* 2 Running Process
* 4 Megabytes of Ram

* Not heavy on system at all!

WRSA.exe *32  SYSTEM oo 2,880 K Webroot Securefnywhere
WRSA.exe *32  Malwar... an 552K Webroot SecureAnywhere

30 Web Links (Zero to 1 Day Old Links):

« 11/30 Links Blocked
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Malware Pack Containing 93 Files (4 Day Old Files):
57/93 Files detected = 61.29%

=5 o =5
Q‘\.J [y 93 v |4 || search 53 )
Organize » Include in library « Share with = Mew folder =« 0 I@I
e Mame : Date modified Type Size |+
Bl Desktop ﬁ 03-jpg 11/7/20134:10 PM Screen saver 268 KB
& Downloads * = S)liketk 11/7/2013 410 PM Screen saver 332KB
5] Recent Places Win 11/7/20134:10 PM  Application 372KB
=4 Adder Paypal Money 11/7/2013 410 PM Application 885 KB
7 Libraries & Authenticator 11/7/2013 410 PM Application 3,083 KB E
3 Documents %) comprovante (2).cpl 11/7/2013 410 PM Control panel item 213 KB
J’- Music % Copy 11/7/2013 410 PM Application 263 KB
=/ Pictures @ dddddddddd 11/7/20134:10 PM Screen saver 476 KB
B videos T Doc_389544 11/7/20134:10 PM Application 317 KB
B facebook fusioner like 11/7/20134:10 PM Application 1,026 KB B
Q% Homegroup %) Facebook.cpl 11/7/2013 4:10 PM Control panel item 1,593 KB
E facebook_hack_2013 free_dwonlad__JPG  11/7/2013 4:10 P Screen saver 472 KB
1% Computer W giit 11/7/20134:10 PM Application 206 KB
55 hack like paeg. (1) 11/7/20134:10 PM Application 248 KB
&i Metwork 2 hot-JPG 11/7/2013 4:10 PM Screen saver 680 KB
n imaged011753.jpg 11/7/20134:10 PM Screen saver 1,014 KB
B images 123458987654342354-gpj 11/7/20134:10 PM Screen saver 268 KB
=] IMG5547 jpeg 11/7/20134:10 PM Screen saver 378 KB
[ kdhhollj4n 11/7/20134:10 PM Application T12KB
B bunlae 11772013 410 PRA Annliratinn 1R9 KR A7
36 items

Caught Later By Behavioral Blocking, Firewall, Etc.:

* | executed 6 files from the missed files in the malware pack and it detected 4 out
of 6 files. 2 Files listed below are located in the picture above.

1. Missed File: 123

2. Missed File: Copy



Hitmanpro and Malwarebytes results after behavioral blocking test:

& HitmanPro 2.7.8 - Build 208 (64-bit) (== =]

Scan results im1ds

Malicious software was detected. Close all applications and click Next to remowve the malicious software. During removal,
certain programs may terminate unexpectedly.

123.exe EE3 'gé' Trojan Quarantine = =
Ch\UserstMalware Security\Desktop\a3h

Copy.exe EEA ¥ Trojan
ChUserstMalware Security\Desktopi93y,

javaw.exe & Trojan Delete =
ChUsers'Malware Security\AppData‘\Roaming,

Identified Threats: 3 (Traces: 9) 3 Items

.@. Trial license is activated. 30 days left. Buy MNow

| Buy Mow | Save Log Mext ] [ Close ]

&9 Malwarebytes Anti-Malware EI =] @

Scanner | Pratection I Update I Quaranting I Logs I lgnore List Settings toare Tools I About |

Scanner
u M alwarebytes Anti-b alware iz now scanning vour system. Pleasze wait until the scan is complete.

The scan completed successfully.
Objects scanned: 195052
Objects detected: 0

Scan type: Quick scan

Time elapsed: 1 minute(s), 2 second(s]

Currently scanning:

The scan completed successfully. Mo malicious iems were detected.

[ Main Menu |




5 Star Rating:

- 1 Star: User-friendly: 1/1
- 1 Star: Low Ram Usage, 60mb or less: 1/1
. 1 Star: 24/30 Web Links, 80%: 0/1
- 1 Star: Detection 85%+: 0/1
- 1 Star: Behavioral Blocking, 50%+: 1/1
3/5
Summary:
Advantages:

* Really low ram usage, almost nothing!
* Nice and easy user interface
» Behavioral Blocking seemed to work

* Really quick scanning and removal

Disadvantages:
« Not good at web blocking

+ Detection rate needs improvement since files are 4 days old!

According to my testings, Webroot did an ok job because blocking web links is literally
the most important thing, but it failed to do so. Also, on 4 day old files should of been
easy for webroot to atleast get a 85% or higher. I would not recommend this antivirus to
users until they improve, then it will be a good product.



