Malware Security!

Bitdefender Internet Security 2014 (Updated and Default Settings)
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System Memory:
* 5 Running Process
e About 13 Megabytes of Ram Running

* Not slow on system, but the CPU can rise when doing a lot of things!

bdagent.exe Malwar... 00 2,072K  Bitdefender Agent

bdapppassmg... Malwar.., 00 1,392 K Bitdefender Application Password Manager Agent
prmbxag. exe Malwar... 00 2,596 K Bitdefender Password Manager Agent

VESEMY, EXE SYSTEM 00 2,540 K  Bitdefender Security Service

updatesrv.exe  SYSTEM 00 3,072K Bitdefender Update Service




30 Web Links (Zero to 1 Day Old Links):

18/30 Links Blocked

Missed Links:

1. 1ikit.org/Fuel_Facturar_en_Linea_SAT_BME040429CBO

_1446_FAC_20130812. PDF.Far—==—== == e e e e e e e e 9/50 virus Total Blocked
2. imspbdn. cat/Emision_conectorfiscal.mx_Descargas
_cfd.jsp_idLiga_2c9c84d2401d4f916b1d7f_PDF.Par---——————————————- 10/50 virus Total Blocked
3. 5.255.86.79/env. gif-—mmmmmmm 10/50 virus Total Missed
4. 218.9.147.203/5/merger. ishare. down. sina. com. cn/5809226. exe?s
5ig=EP1RC3KOVI&EXpires=1384099200&KID=51na,ishare&fn=7777-------- 3/50 virus Total Blocked
5. 80.241.223.183/~1van/download. exe-——————m e e 9/50 virus Total Blocked
6. alllinuxapplicationsy.asia/v721?&installer_file_name=download----7/50 virus Total Blocked
7. apk.androidonlines. com/apk/recovery5.0.2.9_c8810.exe------------- 7/90 virus Total Blocked
B. bddxl. newyx.net,/2325ave, EXe———mm—mmmmm e 6/50 virus Total Blocked
9. buding.yxbao.com/fangtainfazhaobhd. exe---——--—--—---- -~ 6/50 virus Total Missed
10. cdn.cdndp.cnm{v¢8?3?dp.exe —————————————————————————————————————— 7/50 virus Total Missed
11. custom. futureload. ru/pLi4vPbj466pv7ilor+4raCgv+k+uedrgbiTtKG
g86glokmTpajx/torrentino/112655820,/gravitatsiya-_torrentino.
B K B = e e e 6/50 virus Total Blocked
12. dlglﬁigcba?EiE.cTnudfrnnt.netjfst_jp_EDlﬂ—dzlfccEQ.exe —————————— 8/50 virus Total Missed
13. directdownloader2. com/download. php?&8848Rdaadadadad-haaad
&<bri2F&name=parasempredubladormy-------—==————=-— - 6/50 virus Total Missed
14. d1.dropbox.com/u/4353519/wWinamp_Update_Pack_561.exe------——-———- B/50 virus Total Missed
15. d12.1q9%download. com/dynamic/standard/gimp_app_d153980. exe------- 7/50 virus Total Missed
16, dTp.lE%mediap]ayer.cumfufz59£Javaf¢46??l%nyYZ4XLl —————————————— 7/50 virus Total Missed
7. dominionthe. com/images,/s1idel. exe-------===———————ommme——- B/50 virus Total Blocked

18. doorstansen.com/ngen/controlling/Tondon. php?0a0bbb1001laaa=-y
-c-h-g77&b1bab0baalalbl0=-b-z-h-e-b-h-e-d-e-b&0b0albblb0all=
-y&b13111b10a01=h001bb1b11100bal&ballb0blbaalb011=01abbablbl

balbladh----——- e e 7/50 virus Total Blocked
19. dnwn.kuaiE.cnmfbudinEf1mdcjdmgs]fz?xxgqvlﬂ.exe —————————————————— 6/50 virus Total Missed
20. download.2345. cn/background,/f1ledown_269101. exe-------——-—-————- 5/50 virus Total Missed
21. downsoft.52z. com/tpsc_SayYes. exe-————-—————————m---—mmmmmmm 9/50 virus Total Blocked
22. dt.pagodajunior.com/asset/download_file/RAEE_Installer_ns153

e e TR 7/50 virus Total Blocked
23. dx2.52z. com/homezcxtpfxgg. exe--—————————m—mmm oo 9/50 virus TOtal Missed
24. fast.findmysnft.cnmfnet?winfsuthink—f]v—p]ayer_z.E—Bui1d—810

30 S el X mmmmm 9/47 virus Total Missed
25. marianx.altervista.org/nick.exe--—————————————mmmmmm o 11/50 virus Total Blocked
26. file.sidetab.co.kr/dst/IETab_IE138.exe-————-—--—————————————- 13/50 virus Total Blocked
7. healthkick. com. au/images /one/adobe_flash. exe---—-——--—————————- 10/50 virus Total Blocked
28. homevisitor.co.uk/images/apply_f2.exe-------—-—————cc- 10/50 virus Total Blocked
29. 1ga11ery.php—dev.inﬁtqqu.exe —————————————————————————————————— 13/50 virus Total Blocked
30. infernushosting. net/perl/minmin. exe—————————————— e 9,/50 virus Total Blocked

T W s

fangtainfazh gimp_app_... sothink-flv... Winamp_Ll...
acbd

o @ T

filedown 2o homezadpat fstjp 20100 parasemnpr... Imdcdmg...

* 11 missed links are missed files shown above and the 12" link which was the first

missed link, was an exploit, so that's why you don't see 12 files above.




Malware Pack Containing 140 Files (1 Day Old Files):
110/140 Files detected = 78.57%

Bitdefender Internet Security

v L4 v L ]

CHOOSE SCAN PERFORM SCAN CHOOSE ACTIONS SUMMARY
LOCATIONS

Antivirus Scan - Contextual Scan

Results Summary

] Important ! Some viruses couldn't be cleaned at this time. However, Bitdefender can delete the infected files after a
reboot. Please click here to reboot your computer.

M 96 infected object(s) were deleted.

Scanned iterns: 164 Over-compressed items: 0
Resolved iterns: 96 Ignored iterns: 0
Unresolved items: 0 Failed items: 0

Password-protected iterns: 0
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Caught Later By Behavioral Blocking, Firewall, Etc.:
* | executed 8 missed files from the malware pack and it detected 5 out of 8.

The computer is still usable, but we will see what Hitmanpro and Malwarebytes say.




|Hitmanpro and Malwarebytes results after behavioral blocking test:

& HitmanPro 3.7.8 - Build 208 (64-bit) o & [wEs]

Removal results 1m 23s

LocalYSzmagjchk.exe Deleted
ChlUsers\Malware Security\4ppDatay

Explorer.exe Deleted
ChlsersiMalware SecurityappDatasLocal\Temp',

Isass.exe [ Delete on reboot
ChUsers\Malware SecuritysppData’Roaming\Microsoft\Windows'\5Start Menu'Programs\Startup®,

opera.Rummage.exe Deleted
Ch\Extracted!,

Identified Threats: 3 (Traces: 5) 4 Itemns

Iﬁl Trial license is activated. 30 days left. Buy Now

m Save Log Mext ] [ Close ]

r &

&9 Malwarebytes Anti-Malware [o)[@ =]

W Malwareb

ANTI-MALWARE

Scariner | Pratection | |Ipdate | [uarantineg | Logs | Ignore List Seftings Mare Toals | Aboutl

Scanner
u talwarebytes Anti-Malware iz now scanning vour spstem, Please wait until the scan iz complate,

The scan completed su Malwarebytes Anti-Malware @
Objects scanned: 195257
Objects detected: 0 e

:I The scan completed successfully. Mo malicious items were detected.
Scan twpe: Guick scan

Time elapsed: 1 minutels), 1

. 0K
Currently scanning: -

The scan completed succe STy T TEICITE e WETE TEETTET

[ Main Menu |

Buy Mow l ’ Activate




5 Star Rating:

1 Star: User-friendly: 1/1
1 Star: Low Ram Usage, 60mb or less: 1/1
1 Star: 24/30 Web Links, 80%: 0/1
1 Star: Detection 85%+: 0/1
1 Star: Behavioral Blocking, 50%+: 1/1

3/5

Advantages and Disadvantages:

Advantages:
¢ Nice and easy user interface
e Really low ram usage for an internet security suite
* Good behavioral blocker

¢ Good speed on scanning and removal, not the fastest.

Disadvantages:
* Not so great on web blocking
* Not so great on detection rate
* It does tend to freeze the PC when doing a lot

*  When installing bitdefender, it takes quit a while!

Summary:

According to my testing's, Bitdefender did a good job, but not the best. | still would like for
them to improve on the disadvantages on there 2015 version. | would rather get there free
version with Comodo firewall, instead of paying because there free version is really good.

| still would recommend this Security Suite to users.

My Signature!

I am a Linux User!

KORORA

Recommended Windows Antivirus!
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